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Contacting Veeam Software

At Veeam Software we value feedback from our customers. It is important not only to help you quickly with your
technical issues, but it is our mission to listen to your input and build products that incorporate your
suggestions.

Customer Support

Should you have a technical concern, suggestion or question, visit the Veeam Customer Support Portal to open a
case, search our knowledge base, reference documentation, manage your license or obtain the latest product
release.

Company Contacts

For the most up-to-date information about company contacts and office locations, visit the Veeam Contacts
Webpage.

Online Support

If you have any questions about Veeam products, you can use the following resources:

e Full documentation set: veeam.com/documentation-guides-datasheets.html

e Veeam R&D Forums: forums.veeam.com
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About This Guide

This guide provides information on how to install and use Veeam Backup Enterprise Manager 13 until it is
replaced with a newer version of the product.

Intended Audience

The user guide is intended for IT administrators, consultants, analysts and other IT professionals using the
product. This guide assumes that you have a good understanding of Veeam Backup & Replication and VMware
vSphere.
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About Veeam Backup Enterprise
Manager

Veeam Backup Enterprise Manager (Enterprise Manager) is a management and reporting component that allows
you to manage multiple Veeam Backup & Replication installations from a single web console. Veeam Backup
Enterprise Manager helps you optimize performance in remote office/branch office (ROBO) and large-scale
deployments and maintain a view of your entire virtual environment.

With a number of Veeam Backup & Replication instances installed on different servers, Veeam Backup Enterprise
Manager acts as a single management point. It allows you to control license distribution, manage jobs and
policies across the backup infrastructure, analyze operation statistics of Veeam backup servers, perform restore
operations, and so on.

In particular, with Veeam Backup Enterprise Manager you can:
e Manage jobs across multiple backup servers.

e View on-going reporting data for all jobs running on these servers, set up email notifications to get
information on the status of all jobs.

e Search for machines, file shares, object storage systems, and guest files in backups and replicas.

e Perform recovery operations for VMs and physical machines, including 1-Click restore, 1-click guest OS file
restore and application items restore (for Microsoft Exchange mailboxes, Microsoft SQL Server databases
and Oracle databases); perform 1-Click restore for unstructured data backups.

e Centrally manage and update licenses to ensure compliance.
e Delegate permissions for restore operations to personnel in charge.

e Manage VMware Cloud Director organizations and support their administrators with the Veeam Self-
Service Backup Portal.

e Manage vSphere user accounts and support them with the vSphere Self-Service Backup Portal.
e Install vSphere Client plug-in on vCenter Servers.
e Implement data encryption and decryption processes for the Veeam solutions.

e Provide operation automation with Veeam Backup Enterprise Manager REST API.

11| Veeam Backup Enterprise Manager | User Guide [ 13.0.1.1071



How Enterprise Manager Works

Veeam Backup Enterprise Manager aggregates data from multiple backup servers, aswell as from the
underlying VMware vCenter Servers.

1. Veeam Backup Enterprise Manager retrieves data from managed backup servers using a data collection
job. This job gets information about the backup and replication jobs, processed machines, and other data

from the configuration databasesused by backup servers.

If a backup server is added as a High Availability cluster, Enterprise Manager collects the data from an
active cluster node. After a node switchover, Enterprise Manager will automatically collect the data from
the other active node.

2. Collected data is stored to the Veeam Backup Enterprise Manager database and can be accessed by
multiple users from the web interface. This web interface also allows for modifying job settings, license
management, installing Veeam plug-in on vCenter Server, and other tasks.

3. When a user modifies a backup job using Veeam Backup Enterprise Manager, these changes are
communicated to the backup server that manages the job and stored in its configuration database.

Vesam Backup Enterprize Vesam Backup Enterprize

Managerdatabase Manager server Web application ——3 _ data collection

=3 &=

m

Viware server

m

Nn] = gl gl [ —
EN ] =R BN  —
= " —] = "0
Backup server 1 Configuration Backup server 2 Configuration Backup server 3 Configuration

database

datobase

database

If you have a Veeam Agent integrated with Veeam Backup & Replication, you can use Veeam Backup Enterprise
Manager to browse and restore guest OS files and application items from a backup stored in a Veeam backup
repository. These processes involve appropriate backup job setup, as well as mount and data transfer
operations. For more information, see Veeam Agents Support.
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Enterprise Manager Components

Veeam Backup Enterprise Manager incorporates the following services and components:

Veeam Backup Enterprise Manager Service coordinates all operations performed by Veeam Backup
Enterprise Manager such as backup, replication, recovery verification and restore tasks. On Microsoft
Windows machines, the service runs under the Local System account or an account that has the Local
Administrator permissions on the backup server. This service is installed and started automatically on the
local Windows server.

Veeam Enterprise Manager Identity Service manages authentication and identity-related operations for
Veeam Backup Enterprise Manager.

Veeam Catalog Service is used for guest OS file indexing, index data retention and its synchronization with
the information on backup servers. It comprises a Windows service named Veeam Guest Catalog also
installed on the Veeam Backup Enterprise Manager server. For more information, see Veeam Backup
Catalog.

Veeam Enterprise Manager Web Ul Service hosts and delivers the Veeam Backup Enterprise Manager web
application when deployed on Linux-based systems.

Veeam Backup Enterprise Manager REST AP/ Service allows you to communicate with Veeam Backup
Enterprise Manager using HTTP and HTTPS protocols and the principles of REST. For more information,
see the Veeam Backup Enterprise Manager REST API Reference.

[For Linux-based Enterprise Manager] Veeam Updaterand Veeam Updater package manager are used to
manage Veeam Software Appliance updates, this includes OS and Enterprise Manager updates. For details,
see Veeam Software Appliance Update.

[For Linux-based Enterprise Manager] Veeam Host Management Service allows you to configure host
settings. For details, see Host Management.

Veeam Plug-in for VMware vSphere Client Service allows vSphere administrators to manage backup
infrastructure of the virtual environment. For more information, see Veeam Plug-in for VMware vSphere
Client.

[For Microsoft Windows-based Enterprise Manager] VeeamBackup and VeeamBackup site (11S extension)
application pools are created and displayed in IS Manager. These web applications are deployed on the
local 11S web server.

Web interfaces used to access Veeam Backup Enterprise Manager from different infrastructures:

o Main web interface is used to browse and perform operations with jobs, backups and machines, to
configure Enterprise Manager functionality and control infrastructure. For more information, see
Exploring Enterprise Manager.

o Veeam Self-Service File Restore Portalthat allows administrators to restore files or folders from the
guest OS of a virtual or physical machine. For more information, see Using Self-Service File Restore
Portal to Restore Machine Guest Files.

o Veeam Self-Service Backup Portal and Veeam Plug-in for VMware Cloud Director that provide
members of VMware Cloud Director organizations with a Ul for self-service operations on machine
protection. For more information, see Veeam Self-Service Backup Portal for Cloud Director.

o VMware vSphere Self-Service Backup Portal that provides Service Providers with a Ul for managing
access permissions and vSphere quotas for their customers. For more information, see vSphere Self-
Service Backup Portal.
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NOTE

Veeam Self-Service File Restore Portal, Veeam Self-Service Backup Portal, Veeam Plug-in for
VMware Cloud Director and VMware vSphere Self-Service Backup Portal features are available in the
Enterprise Plus edition license.

e PostgreSQL or Microsoft SQL Server databaseis used to store configuration and performance data. Note
that you can use a Microsoft SQL Server database with Microsoft Windows-based Enterprise Manager only.

o Veeam Backup Searchis an optional component used for guest OS file indexing of protected machines.
This component is included in the installation package to provide backward compatibility with older
existing deployments. For a new deployment, there is no need to install Veeam Backup Search since all
operations related to guest OS file indexing and search will be performed by Veeam proprietary built-in
indexing engine. For more information, see Veeam Backup Search Capabilities.
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Planning and Preparation

Before you install Veeam Backup Enterprise Manager, you must check that the virtual environment and
machines that you plan to use as backup infrastructure components meet the product hardware
recommendations and system requirements.

In This Section

o System Requirements
e Permissions

e Ports
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System Requirements

Make sure that machines that you planto use as Veeam Backup Enterprise Manager infrastructure components
meet the following system requirements.
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Veeam Backup Enterprise Manager

Server Side

Enterprise Manager on Linux (Veeam Software Appliance)

Hardware CPU: x86-64 processor with a minimum of 2 cores (vCPUs). 4 or more cores (vCPUs)
are recommended, depending on the load.

Memory: Minimum of 6 GB RAM. 16 GB RAM is recommended.

Disk Selection Logic: When selecting a disk for system and adjacent functions,
Veeam Software Appliance automatically chooses an SSD over an HDD, and selects
the smaller disk of the two available. The sizing recommendations for Disk 1 below
remain valid for the system disk.

Disk . 240 GB' minimum. This disk hosts Veeam JeOS, Veeam Backup & Replication
software, configuration databaseand instant recovery cache.

Recommended sizing depends on the number of protected workloads:

e 480 GB'SSD for small environments (up to a few hundred workloads).

e 960 GB'SSD for medium-sized environments (up to a few thousand
workloads).

e Multi-TB' SSD for large environments. Larger capacity increases the disk
space available to instant recovery cache, allowing for running more
machines for longer time.

Disk 2: 240 GB' minimum. This disk hosts guest file system catalogs and backups,
therefore recommended sizing depends on your backup storage needs. Any
additional disks found in the system during Veeam Software Appliance deployment
will be automatically joined with Disk 2 into the single Logical Volume Manager
(LVM) spanned volume.

Note: Veeam Software Appliance only supports local disks and hardware RAID. RAID
controller with battery or capacitor backed write cache is highly recommended for
performance and reliability reasons.

Network: 1 Gbps or faster for on-site backup and replication, and 1 Mbps or faster
for off-site backup and replication. High latency and reasonably unstable WAN links
are supported.

Server Hardware: Veeam offers Veeam Ready - Appliance certification for hardware
vendors. This certification ensures verified and certified compatibility, delivering an
optimal customer experience through additional requirements for direct technical
collaboration between vendors. Veeam also acknowledges that some customers
may need to use existing hardware. As current compatibility guidance, we expect
that most systems listed on the RHEL Hardware Compatibility List (HCL) will be
compatible with Veeam Software Appliance.

"Here GBis considered as 1079 bytes, TB as 10*12 bytes.
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Configuration If you are planning to use a remote installation of the PostgreSQL on Linux, ensure
Database that the following packages are installed on it:

postgresql17.x86_64
postgresql17-contrib.x86_64
postgresql17-libs.x86_64
postgresql17-plperl.x86_64
postgresql17-server.x86_64

All of them must be of version 17.6 or later.

e VMware vSphere ESXi 7.0 U2 (7.0.2) or later for OVA deployments.
e Veeam Software Appliance ISO deployment to a virtual machine is supported

Software

Enterprise Manager on Windows

for all hypervisors for which Veeam offers host-based VM backup
functionality. For details, see Supported Platforms, Applications and
Workloads.

Hardware

0S

CPU: x86-64 processor.

Memory: 8 GB RAM (minimum recommended).

Hard disk space: 2 GB for product installation plus sufficient disk space
to store guest file system catalog from connected backup servers
(according to data retention policy).

Network: 1 Mbps or faster connection to Veeam Backup & Replication
servers. Slow or unstable links will impact the performance of Veeam
Backup Enterprise Manager data collection operations from Veeam
Backup servers.

64-bit versions of the following operating systems are supported:

Microsoft Windows Server 2025

Microsoft Windows Server 2022

Microsoft Windows Server 2019

Microsoft Windows Server 2016

Microsoft Windows 11 (from version 22H2 to version 25H2)
Microsoft Windows 10 22H2

Microsoft Windows 10 LTSC 2021
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PostgreSQL Local or remote installation of PostgreSQL 14.x, 15.x or 17.x (version 17.6 is
included in the setup).

Note that Veeam Backup Enterprise Manager does not support PostgreSQL
installations on cloud databaseservices (for example, Amazon Relational
Database Service (RDS).

Microsoft SQL Server Local or remote installation of the following versions of Microsoft SQL Server
(both Full and Express Editions are supported):
e Microsoft SQL Server 2025
e Microsoft SQL Server 2022
e Microsoft SQL Server 2019
e Microsoft SQL Server 2017
e Microsoft SQL Server 2016

All editions of Microsoft SQL Server are supported. The usage of Microsoft SQL
Server Express Edition is limited by the databasesize up to 10 GB. If you plan
to have largerdatabases, use other editions of Microsoft SQL Server.

Veeam Backup & Replication and Veeam Backup Enterprise Manager
configuration databasescan be deployed in Microsoft SQL AlwaysOn
Availability Groups. For more information, see this Veeam KB article.

Software During installation and upgrade, the setup wizard system performs
configuration check to determine if all prerequisite software is available on the
machine where you plan to install Enterprise Manager. If some of the required
software components are missing, the setup wizard tries to install missing
software automatically. This refers to the following software:

e Microsoft .NET Framework 4.8 (included in the setup)

e .NET Hosting 8.0.21 (included in the setup)

e Microsoft Visual C++ Redistributable 14.40.33810.0 (included in the
setup)

e Microsoft SQL Server System CLR Types 2014 (both for SQL Server and
PostgreSQL, included in the setup)

e Application Request Routing 3.0.05311 (included in the setup)

e ASP.NET Core Module 8.0.21 (included in the setup)

e Microsoft Windows Installer 4.5

e Microsoft Internet Information Services 7.5 or later

e Microsoft URL Rewrite 2.0 for 1IS7
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Client Side

Browsers Mozilla Firefox, Google Chrome and Microsoft Edge. The browser must have
JavaScript and WebSocket protocol enabled.

Enterprise Manager User Interface may not work correctly in Mozilla Firefox
running on Microsoft Windows 11 22H2.

Microsoft Excel Microsoft Excel (to view reports exported to Microsoft Excel format).

[Optional] VMware Cloud Director

VMware Cloud Director VMware Cloud Director 10.4.x to 10.6.x.

Other software If your Enterprise Manager deployment uses 11S 8.5, a URL rewrite module is
required to work with Veeam Self-Service Backup Portal for VMware Cloud
Director.

[Optional] Veeam Plug-in for VMware vSphere Client

VMware vSphere VMware vSphere 7.0 to 9.0.
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Permissions

This section provides information on the account permissions required for installing, upgrading and using Veeam
Backup Enterprise Manager on Microsoft Windows machines.

Veeam Backup Enterprise Manager

Required Permissions

Setup accounts The account used to run the setup must have the local Administrator permissions on
the target machine.

[Configuration database on PostgreSQL] The PostgreSQL account must be a
superuser.

[Configuration database on Microsoft SQL Server] Your account must have the
following Microsoft SQL Server permissions:

e To create a new Veeam Backup Enterprise Manager database during the setup
process, the account must have the CREATE ANY DATABASE permission on
the Microsoft SQL Server level. After the databaseis created, this account
automatically gets the db_owner role and can perform all operations with the
database. If a databaseis created in advance (by a database administrator or
Microsoft SQL Server administrator), the setup account must have the
db_owner role for the database.

e To upgradean existing Microsoft SQL Server database, the account must have
the db_owner role.
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Required Permissions

Veeam Backup
Enterprise Manager
service account

Enterprise Manager
user

vSphere Client Plug-
in for Veeam Backup
& Replication
(optional)

vSphere Self-Service
Backup Portal user

Use the Local System account as the Veeam Backup Enterprise Manager Service
account. If you set another account to run this service, this account must have the
following permissions:

o Local Administrator permissions on the Veeam Backup Enterprise Manager
server.

e Log on as a service permission (granted automatically to the Veeam Backup
Enterprise Manager Service account).

e [Configuration databaseon PostgreSQL] The PostgreSQL account must be a
superuser.

e [Configuration databaseon Microsoft SQL Server] Db_datareaderand
db_datawriterroles, as well as permissions to execute stored procedures for
the Enterprise Manager configuration database. Alternatively, you can assign
this account the db_owner role for the this database to the service account.

e Full Control NTFS permissions for the VBRCatalog or another folder where
index files are stored.

To add Active Directory user or group accounts to the Veeam Backup Enterprise
Manager roles, the Veeam Backup Enterprise Manager service must be started under
the Active Directory service account that has permissions to enumerate Active
Directory domains. Active Directory users have enough permissions to enumerate
Active Directory domains by default. If you use the local machine account instead,
you will get the " Cannot find user account DOMAIN |username" error.

To work with the Veeam Backup Enterprise Manager web Ul, users must be assigned
the Portal Administrator, Portal User, or Restore Operator role. For more
information, see Configuring Accounts and Roles.

The account used to install the plug-in and the vCenter Server account must belong
to the same Active Directory domain in case of cross-domain access.

The account used to install the plug-in must be assigned the following vCenter
Server permissions:

e To install the plug-in: Extension > Register extension
e To uninstall the plug-in: Extension > Unregister extension

The account used to work with vSphere Self-Service Backup Portal must have
interactive logon permissions on the Enterprise Manager server.
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Ports

This section covers typical Veeam Backup Enterprise Manager connections and default ports required for
communication between Enterprise Manager components.
NOTE

For more information on ports specific for Veeam Backup & Replication infrastructure components, see the
Ports section of the Veeam Backup & Replication User Guide.

Veeam Backup Enterprise Manager on Linux (Veeam Software
Appliance)

_

Veeam Linux-based backup Default port required for initial
Software server connection to a backup server and to
Appliance its Identity Service.

This is also the default port used by the
Veeam Guest Catalog service for
catalog replication.

2500 to Ports used by the Veeam Guest Catalog
2600 service for replicating catalog data.
Microsoft Windows- TCP 9405 Default certificate port used by
based backup server Enterprise Manager for collecting data
from backup servers with version 12
installed.
9392 Default port required for initial

connection to a backup server.

443 Default port used by the Veeam Guest
Catalog service for catalog replication.

This is also the default certificate port
used by Enterprise Manager for
collecting data from backup servers
with version 13 installed.

2500 to Ports used by the Veeam Guest Catalog
2600 service for replicating catalog data.
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49152 to Dynamic RPC port range. For more

65535 information, see this Microsoft KB
article.
PostgreSQL hosting the TCP 5432 Default port used for communication
Enterprise Manager with PostgreSQL hosting the Enterprise
configuration database Manager configuration database.
VMware vCenter Server TCP 443 Default port used for connection to a

vCenter Server and deploying the
Veeam Plug-in for vSphere Client.

DNS server with UDP 53 Port used for communication with the
forward/reverse name DNS Server.

resolution of all backup

servers

Active Directory TCP, UDP 389 Port used by Enterprise Manager
domain controller service to communicate with Active

Directory through the LDAP protocol.

TCP 636 Port used by the Enterprise Manager
service to communicate with Active
Directory through the LDAPS (LDAP
over TLS/SSL) protocol.

TCP 3268 Port used by the Enterprise Manager
service to communicate with LDAP
Global Catalog.

TCP 3269 Port used by the Enterprise Manager

service to communicate with LDAP
Global Catalog through TLS/SSL.

TCP 49152 to Ports used by the Enterprise Manager

65535 service to communicate with Active
Directory. These ports are also used
during restore through Veeam Self-
Service File Restore Portal. This is a
default dynamic port range. For more
information, see Microsoft Support KB
832017.
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Veeam Update
Repository

(repository.veeam.com)

Veeam Update
Repository
(<localmirror.domain>)

Veeam License Update
Server

(vbr.butler.veeam.com,

autolk.veeam.com)

Veeam Veeam Backup
Backup Enterprise Manager
Enterprise Service

Manager

web

application

(Nginx)
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TCP

TCP

TCP

80

443

80

9394

Port used by Veeam Software
Appliance to connect to the Veeam
Update Repository, a public Veeam-
maintained repository that provides
product, operating system, and security
updates. For more information, see
How Updates Work.

Port used by Veeam Software
Appliance to connect to a local mirror
of the Veeam Update Repository. For
more information, see Configuring
Updates.

Default port used to automatically
update license from the Veeam License
Update Server through HTTPS.

Required for certificate validation when
Enterprise Manager connects to Veeam
License Update Server to check if the
new license is available and download
it.

Certificate verification endpoints:

e * _ss2.us

e * _ amazontrust.com

Consider that certificate verification
endpoints (CRL URLs and OCSP servers)
are subject to change. The actual list of
addresses can be found in the
certificate details in the following
fields:

o CRL Distribution Points

e Authority Information Access

Default internal port used by Nginx to
communicate with Veeam Backup
Enterprise Manager through gRPC.



_

Browser Veeam Backup Default ports used to communicate
Enterprise Manager with the Enterprise Manager website
web application (Nginx) and Identity Service through HTTPS.

When you work with Veeam Self-
Service Backup Portal (accessed by the
portal URL or from the native VMware
Cloud Director environment) and
vSphere Self-Service Backup Portal,
your browser also communicates with
the Veeam Backup Enterprise Manager
website through this port.

Veeam Veeam Backup TCP 9398 Default port used to communicate with
Backup Enterprise Manager Veeam Backup Enterprise Manager
Enterprise REST API REST API through HTTPS.

Manager

REST API

client

and VMware

vSphere

Client

plug-in

Veeam ONE Veeam Backup TCP 50001 If you add the Enterprise Manager
Server Enterprise Manager server to the Veeam ONE monitoring
(optional) Service scope, this port is used for data

collection through gRPC.

Management Veeam Backup TCP 10443 Default port used by the Linux-based
client PC Enterprise Manager Enterprise Manager to connect to
(remote Service Veeam Host Management.

access)
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Veeam Backup Enterprise Manager on Windows

_

Veeam Linux-based backup
Backup server
Enterprise
Manager
2500 to
2600
Microsoft Windows- TCP 9405
based backup server
9392
443
2500 to
2600
49152 to
65535
PostgreSQL hosting TCP 5432

the Enterprise Manager
configuration database
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Default port required for initial
connection to a backup server and to
its Identity Service.

This is also the default port used by the
Veeam Guest Catalog service for
catalog replication.

You can customize the port when you
add a backup server. For more
information, see Adding Backup
Servers.

Ports used by the Veeam Guest Catalog
service for replicating catalog data.

Default certificate port used by
Enterprise Manager for collecting data
from backup servers with version 12
installed.

Default port required for initial
connection to a backup server.

Default port used by the Veeam Guest
Catalog service for catalog replication.

This is also the default certificate port
used by Enterprise Manager for
collecting data from backup servers
with version 13 installed.

Ports used by the Veeam Guest Catalog
service for replicating catalog data.

Dynamic RPC port range. For more
information, see this Microsoft KB
article.

Default port used for communication
with PostgreSQL hosting the
Enterprise Manager configuration
database.


https://support.microsoft.com/en-us/help/929851/the-default-dynamic-port-range-for-tcp-ip-has-changed-in-windows-vista
https://support.microsoft.com/en-us/help/929851/the-default-dynamic-port-range-for-tcp-ip-has-changed-in-windows-vista

-

Microsoft SQL Server 1433 Default port used for communication
hosting the Enterprise with Microsoft SQL Server hosting the
Manager configuration Enterprise Manager configuration
database database.

Additional ports may be needed
depending on your configuration. For
more information, see the Microsoft
SQL Docs Configure the Windows
Firewall to Allow SQL Server Access
article.

VMware vCenter Server TCP 443 Default port used for connection to a
vCenter Server and deploying the
Veeam Plug-in for vSphere Client. Can
be customized during Enterprise
Manager installation. For more
information, see Specify Service Ports.

DNS server with UDP 53 Port used for communication with your
forward/reverse name DNS Server.

resolution of all backup

servers

Active Directory TCP, UDP 389 Port used by the Enterprise Manager
domain controller service to communicate with Active

Directory through the LDAP protocol.

TCP 636 Port used by the Enterprise Manager
service to communicate with Active
Directory through the LDAPS (LDAP
over TLS/SSL) protocol.

TCP 3268 Port used by the Enterprise Manager
service to communicate with LDAP
Global Catalog.

TCP 3269 Port used by the Enterprise Manager

service to communicate with LDAP
Global Catalog through TLS/SSL.
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Veeam License Update  TCP
Server
(vbr.butler.veeam.com,
autolk.veeam.cormn)

Veeam Veeam Backup TCP
Backup Enterprise Manager
Enterprise service

Manager

website (IIS

extension)
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49152 to
65535

443

80

9394

Ports used by the Enterprise Manager
service to communicate with Active
Directory. These ports are also used
during restore through Veeam Self-
Service File Restore Portal. This is a
default dynamic port range. For more
information, see Microsoft Support KB
832017.

Default port used to automatically
update license from the Veeam License
Update Server through HTTPS.

Required for certificate validation
when Enterprise Manager connects to
Veeam License Update Server to check
if the new license is available and
download it.

Certificate verification endpoints:
e *_ss2.us

e * _ amazontrust.com

Consider that certificate verification
endpoints (CRL URLs and OCSP
servers) are subject to change. The
actual list of addresses can be found in
the certificate details in the following
fields:

o CRL Distribution Points

o Authority Information Access

Default port used by IIS extension to
communicate with Veeam Backup
Enterprise Manager. Can be
customized during Veeam Backup
Enterprise Manager installation. For
more information, see Specify Service
Ports.


https://support.microsoft.com/en-us/help/832017/service-overview-and-network-port-requirements-for-windows#method1
https://support.microsoft.com/en-us/help/832017/service-overview-and-network-port-requirements-for-windows#method1

-

Browser Veeam Backup 9080 Default ports used to communicate
Enterprise Manager with the website through HTTP. Canbe
website (IIS extension) customized during Veeam Backup

Enterprise Manager installation. For
more information, see Specify Service
Ports.

When you work with Veeam Self-
Service Backup Portal (accessed by the
portal URL or from the native VMware
Cloud Director environment) and
vSphere Self-Service Backup Portal,
your browser also communicates with
the Veeam Backup Enterprise Manager
website through this port.

TCP 9443 Default ports used to communicate
with the website through HTTPS. Can
be customized during Veeam Backup
Enterprise Manager installation. For
more information, see Specify Service
Ports.

When you work with Veeam Self-
Service Backup Portal (accessed by the
portal URL or from the native VMware
Cloud Director environment) and
vSphere Self-Service Backup Portal,
your browser also communicates with
the Veeam Backup Enterprise Manager
website through this port.

Veeam Veeam Backup TCP 9399 Default port used to communicate with
Backup Enterprise Manager Veeam Backup Enterprise Manager
Enterprise REST API REST API through HTTP. Can be
Manager customized during Veeam Backup
REST API Enterprise Manager installation. For
client more information, see Specify Service
and Ports.

VMware

vSphere

Client TCP 9398 Default port used to communicate with
plug-in Veeam Backup Enterprise Manager

REST API through HTTPS. Can be
customized during Veeam Backup
Enterprise Manager installation. For
more information, see Specify Service
Ports.
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-

Veeam Veeam Backup Dynamically If you add the Enterprise Manager
ONE Server  Enterprise Manager assigned server to the Veeam ONE monitoring
(optional) server ports scope, this port is used for data

collection through gRPC.

NOTE
Consider the following:

e For communication between Enterprise Manager and backup servers, Kerberos authentication is
used by default.

e During installation, Enterprise Manager automatically creates firewall rules for default ports to
allow communication for the application components.

e For more information on Enterprise Manager network connectivity, refer to the Enterprise Manager
article of the Veeam Backup and Replication Best Practices documentation.

Data Recovery Operations

Guest OS File Restore (Windows)

-

Veeam Mount server 2500 to Ports used for file download.
Backup associated 6000

Enterprise with backup

Manager repository

server

Guest OS File Restore (non-Windows)

-

Veeam Mount server 2500 to Ports used for file download. For more
Backup (helper host 6000 information on the mount server, see
Enterprise or helper Preparing for File Search and Restore
Manager appliance) (non-Windows machines).

server
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NOTE
Consider the following:

e For more information on the list of ports used by the mount server associated with the backup
repository during file-level restore, see the Mount Server Connections section of the Veeam Backup
& Replication User Guide.

e For more information on the list of ports used by the components involved in 1-Click Restore to
Original Location, see the Ports section of the Veeam Backup & Replication User Guide.

Microsoft SQL Server Database Restore

Machine Target TCP, UDP 135, 445 Ports used to deploy the runtime
running machine with coordination process on the target
mount Microsoft SQL machine.
service' Server
TCP 49152 to Dynamic RPC range used by the runtime
65535 coordination process that is deployed on
(for Microsoft = the target machine.
Windows
Server 2008 For more information, see this Microsoft
or later) article.
TCP 6160 Port used to communicate with Veeam

Installer Service.

TCP 1433, 1434 Ports used to communicate with the
Microsoft SQL Server installed on the
target machine during application-item
restore.

For more information, see this Microsoft
article.

UDP 1434 Port used by the Microsoft SQL Server
Browser service.

For more information, see this Microsoft
article.
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-

1025 to 1034  Default RPC range for the Veeam SQL
Restore Service runtime component
installed on a target or staging Microsoft
SQL Server machine to support restore.
Each runtime component uses the next
available port in the range, and only
during application item restore.

For more information on the Veeam SQL
Restore Service runtime component, see
the How Data Recovery Works section of
the Veeam Explorers User Guide.

You must manually open this port range
in Microsoft Windows Firewall.

Target Machine TCP 3260 to 3270  Port range opened by

machine with  running Veeam Backup & Replication to manage
Microsoft SQL  mount iSCSI traffic during restore to the target
Server service' machine.

This port range is opened only during
application item restore.

For more information, see the How
Mounting Works section of the Veeam
Explorers User Guide.

Backup TCP 2500 to Port range used by the Veeam Agent
repository 3300 persistent component deployed on the
target or staging server.

This portrange is only used during
transaction log restore.

For more information on the components
used during restore, see the How Data
Recovery Works section of the Veeam
Explorers User Guide.

"Mount server associated with the repository (if restoring from backup), or a backup server (if restoring from replica).
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Oracle Database Restore (1-Click)

-

Target
machine with
Oracle

Machine
running
mount
service'

3260 to 3270

Ports used by Veeam Backup and
Replication for iSCSI traffic. Ports are
open only during the application item
restore session.

"Mount server associated with the repository (if restoring from backup), or a backup server (if restoring from replica).

NOTE

For more information on 1-Click Database Restore to the original Oracle server machine (remote machine),

see 1-Click Restore to Original Location.

Oracle Database Restore (Custom Settings)

Protocol

Machine
running
mount
service'

Target TCP
Windows
machine with
Oracle
TCP
TCP

Target Linux TCP
machine with
Oracle

TCP

49152 to
65535

1025 to 1034

6160, 11731

22

2500 to
5000

Recommended dynamic RPC port range
for Microsoft Windows 2008 and later.

For more information, see this Microsoft
article.

Default range of ports for the runtime
component installed on the target or
staging Oracle server to support restore
operations. Each runtime component uses
the next available portin the range, and
only during application item restore.

You must manually open this port range
in Microsoft Windows Firewall.

Ports used by the Veeam Installer Service
for connections to the target Windows
machine with Oracle.

Default SSH port used as a control
channel.

Default port range for data transmission.

"Mount server associated with the repository (if restoring from backup), or a backup server (if restoring from replica).
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NOTE

For more information on the process of database restore with custom settings, see Restore with Custom
Settings.

35| Veeam Backup Enterprise Manager | User Guide | 13.0.1.1071



Deployment

You can deploy Veeam Backup Enterprise Manager on a Linux or Microsoft Windows machine.

In This Section

e Enterprise Manager Deployment on Linux
e Enterprise Manager Deployment on Windows

e Migrating Enterprise Manager from Windows to Linux
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Enterprise Manager Deployment on Linux

To begin working with Veeam Backup Enterprise Manager on Linux, you must install Veeam Software Appliance
on a machine that meets the system requirements. Veeam Software Appliance is a software solution that
packages Enterprise Manager or Veeam Backup & Replication together with the Rocky Linux operating system.

Using Veeam Software Appliance simplifies both installation and update processes. When installing Veeam
Software Appliance, the setup deploys both Rocky Linux and the selected product. To update Veeam Software

Appliance, you can use Veeam Updater, which allows you to manually check for updates, install them and view
update history.
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Veeam Software Appliance Installation

To start working with Veeam Backup Enterprise Manager on Linux, you must deploy an Enterprise Manager
server — install Veeam Software Appliance on a machine that meets the system requirements. To do this, you
can use the ISO or OVA file.

After you install Veeam Software Appliance, you can access the Veeam Backup Enterprise Manager website. For
details, see Accessing Enterprise Manager.

In This Section

Considerations and Limitations

Installing Veeam Software Appliance from 1SO
Reinstalling Veeam Software Appliance from ISO
Installing Veeam Software Appliance from OVA

Automated Veeam Software Appliance Installation

Considerations and Limitations

Before you install Veeam Software Appliance, review known issues and limitations described in release notes.
Also, consider the following:

Veeam Software Appliance must be installed on a dedicated empty machine that meets the system
requirements. For more information, see System Requirements.

Disks that are accessible through multipath cannot be used for the Veeam Software Appliance installation.

Enterprise Manager on Linux is supported only with the Enterprise Plus edition license.

You cannot install other backup infrastructure components on the machine where Enterprise Manager is
installed. This includes the backup server, backup repository, proxy server and other components.

Essentials license holders can only deploy Veeam Software Appliance on any hypervisor supported by
Veeam and on Veeam Ready — Appliance certified hardware.

Backup infrastructure components communicate over specific network ports. These ports must be open.
For more information, see Ports.

Veeam Software Appliance installation and initial configuration support only the English US keyboard
layout.

When you install Veeam Software Appliance, the Rocky Linux operating system, Veeam Backup Enterprise
Manager and other Veeam Software Appliance components are installed with predefined settings,
including volume partitioning and user account creation. After installation is complete, you need to
proceed with the initial configuration of Veeam Software Appliance, which includes setting up host users,
and configuring server time and network settings.

After you deploy a Veeam Software Appliance, adding new storage devices or resizing existing ones is not
supported.

You cannot install third-party software on a Veeam Software Appliance.

You cannot use third-party software to back up or restore a Veeam Software Appliance.
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[VMware only] Veeam Software Appliance only supports the Network transport mode.

[Microsoft Hyper-V only] Linux-based Veeam Software Appliance does not support the SCYMM High
Availability feature.

Veeam Software Appliance uses DISA and FIPS-compliant Linux policies. These policies cannot be
changed.

Veeam Software Appliance is compliant with most SCAP Security Guide DISA STIG for RHEL 9
requirements except for the following ones:

o

O

V-258230 — RHEL 9 must enable FIPS mode.
V-258241 — RHEL 9 must implement a FIPS 140-3-compliant systemwide cryptographic policy.

IMPORTANT

If you have infrastructure that does not support the TLS Extended Master Secret, Veeam
Software Appliance will not be fully FIPS-compliant

V-270180 — The RHEL 9 fapolicy module must be configured to employ a deny-all, permit-by-
exception policy to allow the execution of authorized software programs.

V-257937 — The RHEL 9 firewall must employ a deny-all, allow-by-exception policy for allowing
connections to other systems.

V-258122 — RHEL 9 must enable certificate based smart card authentication.

Installing Veeam Software Appliance from ISO

To install and configure Veeam Software Appliance, perform the following steps:

1.

oW

o U

8.
9.

Mount the I1SO image.

Select the product.

Begin installation.

Read and accept license agreements.

Specify the hostname.

Review network settings.

Review server time settings.

Configure the default host administrator account.

Configure the default security officer account.

10. Finish the configuration.
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Step 1. Mount ISO File

To start the setup wizard, perform the following steps:

1. Download the latest version of the ISO file from the Product Downloads section of your Veeam account.

2. Mount the ISO file to the machine where you plan to install Veeam Software Appliance or burn the ISO file
to a flash drive or other removable storage device. If you plan to install Veeam Software Appliance on a
virtual machine, use the built-in tools of the virtualization management software to mount the ISO file.

NOTE

To create a bootable USB stick, it is recommended that you use Rufus with the default settings. Note that
you need to select Write in DD Image mode option when prompted.

3. In the Boot Manager, select the drive where you mounted the ISO file and press [Enter].

Boot Manager

Boot mormally Device Path:
PcieR

Rocky Linux

EFI Virtual disk (0.0)

EFI Virtual disk (1.0)

EFI Network

Enter setup

Tl=Move Highlight {Enter>=Select Entry
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Step 2. Select Product

In the installation menu, select Veeam Backup Enterprise Manager and press [Enter].

Veeam Backup & Replication
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Step 3. Begin Installation

In the installation menu, select Installand press [Enter].

veeam Software Appliance

Install - fresh install, wipes everything (including local backups)

When the installer is loaded, confirm the operation.
After the installation is complete, do the following:
1. Select Reboot System or wait for the system to reboot automatically.

2. After the system reboots, complete the Initial Configuration wizard.
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Step 4. Read and Accept License Agreements

At the License step of the Initial Configuration wizard, read and accept Veeam license agreements and policies.

TIP

To close a document you have read, press[Q].

[Accept]
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Step 5. Specify Hostname

At the Hostname step of the Initial Configuration wizard, specify the name of the server and select Next.

NOTE

It is recommended that you use a Fully Qualified Domain Name as a hostname.

You can change the server name later in the Host Management console. For more information, see Changing
Server Name.
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Step 6. Review Network Settings

At the Network step of the Initial Configuration wizard, review the network configuration.

By default, all enabled network adapters will be configured to use DHCP. To specify a static IP address, select
Static.

NOTE

For advanced network configuration through the nmtui tool, select Advanced.

You can change network settings later in the Host Management console. For more information, see Configuring
Network Interfaces.

Name  MAC Address
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Step 7. Review Server Time Settings

At the Time step of the Initial Configuration wizard, review server time configuration. Server time affects multi-
factor authentication and backup operations, for example, backup job schedule.

Configure the following server time settings:
e Time zone.Bydefault, UTC is used. To specify another time zone, select Change.

e Available NTP servers. By default, the time.nist.gov NTP server is used. You can add multiple NTP and NTS
servers. Itis recommended to use a minimum of 3 to mitigate timing issues.

NOTE

NTS servers must use a certificate signed by a public certificate authority.

To synchronize time on the backup server with the NTP servers, select Sync.

You can change server time settings later in the Host Management console. For more information, see
Configuring Server Time Settings.
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Step 8. Configure Host Administrator Account

At the Host Administrator step of the Initial Configuration wizard, configure the default host administrator
account to perform administrator activities in the Host Management console — veeamadmin. For more
information about operations available for this role, see Managing Users and Roles.

To configure the host administrator account, perform the following steps:

1. In the Password field, specify the password for the veeamadmin user. The password must comply with the
following requirements:

o 15 characters minimum.
o 1upper case character.
o 1lower case character.
o 1 numeric character.

o 1special character.

o No more than 4 characters of the same class in a row. For example, more than 4 lowercase or 4
numerical characters in sequence.

TIP

To view the password, select Show Password and press the spacebar.

2. Configure multi-factor authentication (MFA):
a. Open your authentication application. Enter the code or scan the QR code.
b. Specify the one-time code provided by the application.

c. Press [OK].
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NOTE

Multi-factor authentication is compatible with mobile authentication applications that support
RFC4226 and RFC6238.

Conf igure Multi-Factor Authentication (MFA)

3. Select Next.
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Step 9. Configure Security Officer Account

At the Security Officer step of the Initial Configuration wizard, configure the default security officer account to
perform specific operations in the Host Management console — veeamso. This account type provides an
additional security layer to protect your infrastructure against malicious system administration. For more
information about operations available for this role, see Managing Users and Roles.

NOTE

If you do not want to configure the security officer account, select Skip setting up Security Officer. To
enable this account later, you will have to reinstall Veeam Software Appliance and complete the initial
configuration.

To configure the security officer account, do the following:

1. In the Password field, specify the password for the veeamso user. The password must comply with the
following requirements:

o 15 characters minimum.
o 1upper case character.
o 1lower case character.
o 1numeric character.

o 1special character.

o No more than 4 characters of the same class in a row. For example, more than 4 lowercase or 4
numerical characters in sequence.

TIP

To view the password, select Show Password and press the spacebar.

2. Select Next.
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When a security officer first logs in to the Host Management console, they must complete the initial setup. For
more information, see Performing Initial Security Officer Login.
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Step 10. Finish Configuration

At the Summary step of the Initial Configuration wizard, review the system configuration and select Finish. The
system will apply the configuration and restart required services.

[Finishl

After you finish the initial configuration, general information about the server will be displayed. You can use it
to log in to the Host Management console or Veeam Backup & Replication web Ul and continue configuring
Veeam Software Appliance and Veeam Backup & Replication.

Related Topics

e Host Management

e Configuring Enterprise Manager

Reinstalling Veeam Software Appliance from ISO

To recover the operating system, you can reinstall Veeam Software Appliance. During this procedure, your
backup data will not be affected.

To reinstall Veeam Software Appliance, perform the following steps:
1. Boot from the Veeam Software Appliance ISO file.
2. Inthe installation menu, select the product. Then, select Reinstall.
3. When the installer is loaded, confirm the operation.
4. After the installation is complete, do the following:

a. Select Reboot System or wait for the system to reboot automatically.
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b. After the system reboots, complete the Initial Configuration wizard as described in the Installing
Veeam Software Appliance from 1SO section.

Veeam Software Appliance

Reinstall - keeps backups, erases settings, reinstalls the 0S

Installing Veeam Software Appliance from OVA

You can use the OVA file to automatically deploy a VM in vSphere with predefined hardware and Veeam
Software Appliance ready for configuration.

IMPORTANT

The OVA file cannot be used to deploy Enterprise Manager Veeam Software Appliances.

To deploy Veeam Software Appliance using the OVA file, perform the following steps:
1. Download the latest version of the Veeam Software Appliance VMware OVA file from the Veeam website.

2. Deploy the OVA template in vSphere. For more information on how to perform this process, see the
vSphere documentation.

3. Start the VM.
4. Select Veeam Backup & Replication in the boot menu.

5. Starting from the Read and Accept License Agreements step, follow the process described in the Installing
Veeam Software Appliance from 1SO section to complete the Initial Configuration wizard.
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Veeam Software Appliance Installation in Unattended Mode

You can install Veeam Software Appliance in the unattended automated mode by editing the ISO file. This
section describes changes that must be made to allow automated installation and configuration.

In This Section

e Automating Installation Without Initial Configuration

e Automating Installation with Initial Configuration

Automating Installation Without Initial Configuration

You can modify the Veeam Software Appliance ISO file to allow unattended installation. This allows you to
deploy Veeam Software Appliance automatically. After the installation is complete, you must configure Veeam
Software Appliance manually using the Initial Configuration wizard.

IMPORTANT

Installing additional Linux packages, third-party applications, or changing OS settings (other than those
that can be controlled by the Veeam Host Management Console) on Veeam Appliances is not supported.
Veeam Customer Support cannot provide technical support for appliances with unsupported modifications
due to their unpredictable impact on the security, stability, and performance of the appliance. For more
information, see this KB article.

To automate the installation of Veeam Software Appliance, do the following:
1. Download the latest version of the 1SO file from the Product Downloads section of your Veeam account.
2. Unpack the ISO file.

3. Make the following changes to the $path to unpacked ISO folder%\EFI\BOOT\grub.cfg fileto
automate the installation process:

a. To set the default menu entry, change the set default parameterto "Veeam Backup &
Replication v13.0>Install - fresh install, wipes everything (including local

backups) ".
b. To set a GRUB menu timeout, change the set timeout parameter to any positive value.

c. To setall questions to be answered automatically, add inst.assumeyes to the end of the install
menu entry LABEL=VeeamSA:/vbr-ks.cfg quiet

NOTE

You can automate additional options in the grub.cfg file. To do this, add inst.assumeyes

to the end of the appropriate lines.
d. Save the changes.

4. Repack the ISO file.

5. Mount the ISO file to the machine where you plan to install Veeam Software Appliance, or burn the I1SO
file to a flash drive or other removable storage device. If you plan to install Veeam Software Appliance on
a virtual machine, use the built-in tools of the virtualization management software to mount the ISO file.
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NOTE

To create a bootable USB stick, it is recommended that you use Rufus with the default settings. Note
that you need to select Write in DD Image mode option when prompted.

6. The automatic installation finishes at the Read and Accept License Agreements step. To complete the
Initial Configurationwizard, continue the process described in the Installing Veeam Software Appliance
from I1SO section.

Automating Installation with Initial Configuration

You can modify the Veeam Software Appliance ISO file to allow unattended installation and configuration. This
allows you to automatically deploy Veeam Software Appliance with preconfigured users, passwords, multi-
factor authentication codes, and other settings.

IMPORTANT

Installing additional Linux packages, third-party applications, or changing OS settings (other than those
that can be controlled by the Veeam Host Management Console) on Veeam Appliances is not supported.
Veeam Customer Support cannot provide technical support for appliances with unsupported modifications
due to their unpredictable impact on the security, stability, and performance of the appliance. For more
information, see this KB article.

Required Edits

To automate the installation and configuration of Veeam Software Appliance, do the following:
1. Download the latest version of the ISO file from the Product Downloads section of your Veeam account.
2. Unpack the ISO file.

3. Make the following changes to the $path to unpacked ISO folder3%\EFI\BOOT\grub.cfg fileto
automate the installation process:

a. To set the default menu entry, change the set default parameterto "Veeam Backup &
Replication v13.0>Install - fresh install, wipes everything (including local
backups) ".

b. To seta GRUB menu timeout, change the set timeout parameter to any positive value.

c. To setall questions to be answered automatically, add inst.assumeyes to the end of the install
menu entry LABEL=VeeamSA:/vbr-ks.cfg quiet.

NOTE

You can automate additional options in the grub.cfg file. To do this, add inst.assumeyes
to the end of the appropriate lines.

d. Save the changes.

4. Make the following changes to the vbr-ks.cfg file to automate the configuration process:

IMPORTANT

The changes must be added between %post and # post end.
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a. To disablethe initialization wizard, add the following line right after 1og "Veeam post install

commands":

touch /etc/veeam/cockpit auto test disable init

b. To create a configuration file that contains answers for the initialization wizard, add the following
code with your specified answers:

cat << EOF >> /etc/veeam/vbr init.cfg
veeamadmin.password=Ex@mpl3CO0mpl3xP@sswOrd
veeamadmin.mfaSecretKey=JVDECICTMVRXEZLU
veeamadmin.isMfaEnabled=false

veeamso.
veeamso.
veeamso.
veeamso.
veeamso.

password=Ex@mpl3COmpl3xP@sswlrd2
mfaSecretKey=JVDECICTMVRXEZLU
isMfaEnabled=true
recoveryToken={8*}-{4*}-{4*}-{4*}-{12*}
isEnabled=true

ntp.servers=myntp0l.example.local
ntp.runSync=true

vbr control.runInitIso=true

vbr control.runStart=true

EOF

NOTE

O

O O O O ©O

Consider the following when specifying your answers:

e The passwordsfor the veeamadmin and veeamso account must meet the following
requirements:

15 characters minimum.

1 upper case character.

1 lower case character.

1 numeric character.

1 special character.

No more than 3 characters of the same class in a row. For example, you cannot use
more than 3 lowercase or 3 numerical characters in sequence.

e The passwords for the veeamadmin and veeamso accounts must be different.

e To avoid timing issues with multifactor authentication, it is recommended to set
ntp.runSync=true.

e The multifactor authentication secret key must be specified as a 16 digit, Base32-
encoded string.

e The recovery token must be specified using hexadecimal values — 0,1, 2,3, 4,5, 6,7, 8,
9, A B, C,D, E, F. Note that you can generate an appropriate string with the New-Guid
cmdlet in Microsoft PowerShell.

If your specified answers do not meet these requirements, the configuration process will fail. To
troubleshoot errors, you can use the Live OS ISO to view the
/var/log/VeeamBackup/veeam hostmanager/veeamhostmanager.log fileand the

system logs files in the /var/log/anaconda directory.
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c. To create a script that will complete the configuration process using the answer file, add the
following code:

set -e

cat << EOF >> /etc/veeam/veeam-init.sh

#!/bin/bash

set -eE -u -o pipefail

/opt/veeam/hostmanager/veeamhostmanager --apply init config /etc/veeam/
vbr init.cfg

systemctl disable veeam-init

EOF

chmod +x /etc/veeam/veeam-init.sh

d. Add a systemd service definition and enable the service to run the script once after the first boot:

cat << EOF >> /etc/systemd/system/veeam-init.service
[Unit]

Description=0One-shot daemon to run /opt/veeam/hostmanager/veeamhostmana
ger at next boot

[Service]

Type=oneshot

ExecStart=/etc/veeam/veeam-init.sh
RemainAfterExit=no

[Install]

WantedBy=multi-user.target

EOF

systemctl enable veeam-init.service

5. Repack the ISO.

6. Mount the ISO file to the machine where you plan to install Veeam Software Appliance, or burn the ISO
file to a flash drive or other removable storage device. If you planto install Veeam Software Appliance on
a virtual machine, use the built-in tools of the virtualization management software to mount the ISO file.

NOTE

To create a bootable USB stick, it is recommended that you use Rufus with the default settings. Note
that you need to select Write in DD Image mode option when prompted.

7. Boot the machine and wait for the installation and configuration processes to finish. When the machine is
ready to use, the Veeam Host Management console will be displayed.

Optional Edits

You can also set the hostname and IP address, but this is optional. To do this, edit the vbr-ks.cfgqg. file as
described in the following sections.

Setting Hostname

To set a specific hostname, edit the hostname parameter in the network command:

network --bootproto=dhcp --nodns --hostname=examplehostname

56 | Veeam Backup Enterprise Manager | User Guide [ 13.0.1.1071


https://rufus.ie/en/

NOTE

If you want to add the machine to a Microsoft Windows domain, the hostname cannot contain more than 15
characters.

Setting Static IP Address

To set a static IP address, edit the bootproto parameter and add the ip, netmask, nameserver, and
gateway parameters:

network --bootproto=static --ip=192.0.2.1 --netmask=255.255.255.0 --gateway=192
.0.2.254 --nameserver=192.168.2.1,192.168.3.1 --hostname=vbr-MACH HASH
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Veeam Software Appliance Update

Update operations are managed by Veeam Updater — a Veeam service that runs on Veeam Software Appliance.

The following updates can be installed:

Operating system and security updates — mandatory, installed automatically and cannot be skipped or
canceled.

Veeam Backup Enterprise Manager security updates — mandatory, installed automatically and cannot be
skipped or canceled.

Veeam Backup Enterprise Manager updates including major releases, minor releases and private fixes —
optional.

You can access Veeam Updater in the following ways:

In the Veeam Host Management console, click Updatesinthe management pane.

In Veeam Backup Enterprise Manager, select Configuration > About and click Check for Updates.

How Updates Work

Update operations work in the following way:

Every 12 hours Veeam Updater sends a request to repository.veeam.com to get information about last
updates and saves information to the service database located on Veeam Software Appliance. If there are
updates for Veeam Updater itself, the service automatically updates and restarts. These operations are
also performed if you click Check for updates inthe Veeam Updater UI.

Veeam Backup Enterprise Manager requests Veeam Updater to check for updates in the following cases:
o When you install a new license.

o When you check for updates manually. For more information, see Checking for Updates.

Veeam Updater sends a request to repository.veeam.com to get information about last updates and saves
the information to the service database. Veeam Backup & Replication savesthe information received from
Veeam Updater to the configuration database.

At the scheduled time or when the user initiates manual installation, Veeam Updater installs required
updates on Veeam Software Appliance. During this operation, Veeam Updater performs the following
steps:

a. Downloads update packages.

b. Validates package dependencies.
c. Installs update packages.

d. Restarts system services.

e. Restarts Veeam core services.

58 | Veeam Backup Enterprise Manager | User Guide [ 13.0.11071



f. Restarts the server if required. Note that during restart, the Veeam Host Management console and
Veeam Backup Enterprise Manager will not be available.

The detailed information on installation process includes the list of the packages that will be installed and
the state of each installation step. Veeam Updater log files are stored in the /var/log/veeam/veeam-
updater/ directory.

£9 Veeam Updater

Details X

O Copy tacipboard

© Downloading update packages See Less ~
81812025, 1138 AM - SN1B/2025, TE38 AM
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libs-252-14.618_2.92ciq Its.3.0.3386_64, systemd-pam-252-14.0192.92ci_Its.3.0.3X86.64, 5ys-
 92ciq_ts.3.0.3noarch,

14.019.2.92iq ts3.0.3.x85.64.
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© Restarting system services
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For more information on automatic and manual update installation, see Installing Updates.

NOTE

If your license has expired or is not valid, update operations will fail, and the Veeam Updater Ul will be
unavailable.

Configuring Updates

To set up Veeam Software Appliance updates, perform the following steps:
1. Log in to the Veeam Host Management console.
2. In the management pane, click Updates.
3. On the Settings tab, configure the following settings:

o Updates for automatic installation. By default, only security updates are installed automatically. You
can alsoinclude optional updates, except for major releases.

o Maintenance window. You can schedule automatic update installation to run on a weekly or monthly
basis. If you want to install updates manually, select Aone.

o Compliance deadline. By default, updates you selected for automatic installation are forcibly installed
after 30 days. You can postpone this operation up to 90 days.

The date of the first found update is used as the start date for calculating compliance deadline. When
the compliance deadline is reached, Veeam Updater installs all available updates selected for
automated installation.
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IMPORTANT
Consider the following:

e If you select manual installation in the maintenance window, mandatory updates will be
still automatically installed when the compliance deadline is reached.

e If you schedule automatic update installation or miss the compliance deadline, updates
will be installed even if you have running jobs. Recovery operations performed by these
jobs will fail.

o Software repository. By default, updates are installed from the Veeam official repository
(https.//repository.veeam.com/vsa). |f your backup server does not have internet access, you can
specify a local mirror of the Veeam repository, for example, Attps://repository.tech.local. For the
HTTPS repository, you also need to specify a certificate.

o Internet proxy. Add a proxy server if you use one.

4. Click Save.
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Checking for Updates

Veeam Backup Enterprise Manager automatically notifies you about updates that must be installed or can be
installed to enhance your experience with the product. Update notifications eliminate the risk of using out-of-
date components in the backup infrastructure or missing critical updates that can have a negative impact on
data protection and disaster recovery tasks.

Veeam Backup Enterprise Manager shows update notifications at the top of the window. Alternatively, you can
check for updates manually.

To manually check for updates, perform the following steps:
1. Log in to the Veeam Host Management console.
2. In the management pane, click Updates.
3. Onthe Updates tab, click Check for updates.

Alternatively, you can open Veeam Backup Enterprise Manager, select Configuration > About > Check for
Updates.
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NOTE

If there are updates for Veeam Updater itself, the service automatically updates and restarts.
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Installing Updates

Updates can be installed manually or automatically. For more details on the installation process, see How
Updates Work.

Installing Updates Manually

To install updates manually, perform the following steps:Installing Updates Manually

To install updates manually, perform the following steps:
1. Log in to the Veeam Host Management console installed on Veeam Backup Enterprise Manager.
2. In the management pane, click Updates.

3. On the Updates tab, select updates that you want to install. To view detailed information about changes
included in updates, click What's new?. For optional updates, a license agreement is also displayed if
applicable.

4. Select the action:

o To install updates immediately, click Install Updates Now and confirm the operation.
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o To schedule update installation, set up the schedule and click Schedule Updates.
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Installing Updates Automatically

To install updates automatically, set up the maintenance window in the update configuration. For more
information, see Configuring Updates.

NOTE

If automatic update installation fails, Veeam Updater will try to install updates again at the same day with
the following intervals: in 1 minute, 10 minutes, 1 hour, 3 hours, 6 hours, and 12 hours. If these attempts
are not successful, Veeam Updater will retry update installation once a day for the next 6 daysand then
repeats the retry cycle from the 1 minute interval.

Installing Private Hotfixes

If you get a private hotfix provided by Veeam, you can install it manually. To do this, perform the following
steps:

1. Make sure that you do not have running jobs. Otherwise, recovery operations performed by these jobs will
fail.

2. Log in to the Veeam Host Management console installed on Veeam Backup Enterprise Manager.
3. In the management pane, click Updates.

4. On the Updates tab, click Upload a hotfix.
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5. Select the file and click Upload.

6. After the file is uploaded, click Install Now. If a hotfix has a license agreement, you need to agree with it
before the installation process starts.

Viewing Update History

To view detailed information about update sessions, do the following:
1. Log in to the Veeam Host Management console.
2. In the management pane, click Updates.
3. Onthe History tab, select the date to view update events.

4. Click View Details.
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To download a full log file, click View Full Log.
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Enterprise Manager Deployment on
Windows

To begin working with Veeam Backup Enterprise Manager, you must install it on a machine that meets the
system requirements. To do this, you can use the setup wizard or install the product in the unattended mode.

You can install Veeam Backup Enterprise Manager either on a physical or virtual machine, co-install it with
Veeam Backup & Replication or install it separately.

In This Section

e Installing Enterprise Manager

e Upgrading to Enterprise Manager 13.0.1
e Uninstalling Enterprise Manager

e Migrating Enterprise Manager

e Silent Installation, Upgrade and Uninstallation
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Installing Enterprise Manager

Before you install Veeam Backup Enterprise Manager, check prerequisites. Then use the setup wizard to install
the product.

1. Start the setup wizard.

2. Select Enterprise Manager as a product to install.

3. Read and accept the license agreements.
4. Provide a license file.

5. Install missing software.

6. Review the default installation settings.
7. Specify a service account.

8. Specify a databaseserver.
9. Specify data locations.
10. Specify service ports.

11. Begin installation.

Before You Begin

Before you install Veeam Backup Enterprise Manager, check the following prerequisites:

e A machine on which you plan to install Veeam Backup Enterprise Manager must meet the system
requirements. For more information, see System Requirements.

e Auser account that you plan to use for installation must have sufficient permissions. For more
information, see Permissions.

e Backup infrastructure components communicate with each other over specific ports. These ports must be
open. For more information, see Ports.

e Local antivirus or antimalware software can interfere with Veeam Backup Enterprise Manager installation.
If you receive the Failed to create website Ox80070020 message, disable your local antivirus or
antimalware software and run the installation process again. You can re-enable your antivirus software
once the installation completes. For more information, see this Veeam KB article.

e .NET 3.5.1 WCF HTTP Activation Windows component prevents Veeam Backup Enterprise Manager from
functioning. Make sure there is no .NET 3.5.1 WCF HTTP Activation Windows component on the Veeam
Backup Enterprise Manager server prior to the installation.

e Make sure there is no Microsoft Search Server installed on the machine. If you have Microsoft Search
Server, uninstall it prior to the Veeam Backup Enterprise Manager installation.

e If you want to use an already installed PostgreSQL instance for the Enterprise Manager configuration
database, make sure the instance can use sufficient resources. For more information, see Configuring
PostgreSQL Instance.
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e If you want to use an already installed PostgreSQL instance for the Enterprise Manager configuration
database, make sure the instance contains the default postgres database. If you allow the setup to install
a new PostgreSQL instance, the postgres database will be created on the instance automatically.

Since Enterprise Manager connects to the postgresdatabaseto access the configuration database, do not
rename the postgres database upon the Enterprise Manager installation.

e Check the Known /ssues section of the Veeam Backup & Replication Release Notes.

Configuring PostgreSQL Instance

When you create a new PostgreSQL instance, the default setup is configured to consume a minimum amount of
resources, which may not be enough for Enterprise Manager performance.

When installing Veeam Backup Enterprise Manager, you can choose what PostgreSQL instance to use for the
Enterprise Manager configuration database. You can use an existing PostgreSQL instance or create a new one.

e Ifyou let the setup create a new PostgreSQL instance, it will be configured automatically.

e If you want to use an existing PostgreSQL instance, make sure that the instance configuration is sufficient
for the Enterprise Manager performance.

To adjust the configuration of an existing PostgreSQL instance, take the following steps before you install
Enterprise Manager:

1. On a backup server, run the Set-VBRPSQLDatabaseServerLimits cmdlet. The cmdlet generates the
necessary PostgreSQL configuration and saves it to a dump SQL file.

Set-VBRPSQLDatabaseServerLimits -0SType <String> -CPUCount <number of CPU
cores> -RamGb <RAM in GB> -DumpToFile <file path>

For example:

Set-VBRPSQLDatabaseServerLimits -0SType Windows -CPUCount 16 -RamGb 32 -Du
mpToFile "C:\config.sqgl"

2. On the machine with the PostgreSQL instance where you want to deploy the Enterprise Manager
configuration database, use the psql tool to apply the configuration from the dump file.

The tool is located in the PostgreSQL installation folder.

psgl -U <user> -f <file path>

For example:

psgl -U postgres -f "C:\config.sqgl"
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3. Include the pg_stat statements library to the PostgreSQL configuration. To add the library, you can
manually edit the shared preload libraries option in the postgres.conf file.

Alternatively, you can do it by by executing the SQL code:

a. Check the content of the shared preload libraries variable.

SELECT * FROM pg settings
WHERE name = 'shared preload libraries';

b. Add the pg stat statements libraryto the shared preloaded libraries.

» |fthe shared preload libraries valueis empty, assign pg stat statements to the
shared preload libraries variable.

ALTER SYSTEM SET shared preload libraries = pg stat statements;

» Ifthe shared preload libraries valueis not empty,addpg stat statements to the
current value separated by comma.

ALTER SYSTEM SET shared preload libraries = <existing libraries>, pg
_stat _statements;

4. Restart the PostgreSQL service for the new configuration to take effect.

5. Install the pg stat statements extension. The extension is used to analyze the PostgreSQL
performance.

CREATE EXTENSION IF NOT EXISTS "pg stat statements";
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Step 1. Start Setup Wizard

To start the setup wizard, take the following steps:

1. Download the latest version of the Veeam Backup & Replication installation image from the Veeam
Product Downloads page.

2. Mount the installation image to the machine where you plan to install Veeam Backup Enterprise Manager
or burn the image file to a flash drive or other removable storage device. If you plan to install Veeam
Backup Enterprise Manager on a VM, use built-in tools of the virtualization management software to
mount the installation image to the VM.

To extract the content of the ISO file, you can also use the latest versions of utilities that can properly
extract data from ISO files of large size and can properly work with long file paths.

3. After you mount the image or insert the disk, Autorun opens a splash screen. If Autorun is not available or
disabled, run the setup.exe file from the image or disk.

4. Click Install.

IMPORTANT

Itis strongly recommended that you install Veeam Backup Enterprise Manager using Autorun or the
Setup.exe file. If you run other installation files from the 1SO folders, you may miss some components

that need to be installed, and Veeam Backup Enterprise Manager may not work as expected.
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Step 2. Select Product

At this step of the wizard, select Install Veeam Backup Enterprise Manager.

To open Veeam Help Center from the setup wizard, click View Documentation.

o Veeam Backup & Replication

Veeam Backup & Replication combines fast, flexible and reliable backup, recovery and
replication for all your workloads and data.

Veeam Backup Enterprise Manager is an optional web-based management and

reporting console for multiple backup servers. k

Veeam Backup & Replication console is a Windows-based graphical user interface
client for managing backup servers.
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Step 3. Read and Accept License Agreements

At the License Agreement step of the wizard, read Veeam License Agreement and licensing policy as well as
license agreements of 3rd party components that Veeam incorporates and license agreements of required
software. To accept the license agreements and continue installing Veeam Backup Enterprise Manager, click |
Accept.

ﬂ Veeam Backup Enterprise Manager - X

License Agreement

Read the license agreements and accept them to procesd.

Please view, print or save the documents linked below.

By clicking "l Accept” button, | hereby accept the following:

* Agree and consent to the terms of Veeam License Agreement and licensing policy
* Agres and consent to each of the license agreements of 3rd party components used

* Agree and consent to each of the license agreements of required software

Back Cancel
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Step 4. Provide License File

At the License step of the wizard, specify what license you want to install for Veeam Backup Enterprise
Manager. You can install the following types of licenses:

e Trial license that was sent to you after you downloaded the product.

e Purchased full license.

If a valid license is already installed on the machine, the setup wizard will display the license details. In this case,
you can skip the License step and move on to the next step of the wizard.

To install a license, choose one of the following options:

e Browse your local server or network locations for a license file:
a. Click Browse to local license file.
b. Choose a valid license file for Veeam Backup Enterprise Manager.

e Select a license from your account at the Veeam website:
a. Click Signin with Veeam.
b. Enter your credentials for accessing the Veeam website and click Sign in.
c. Select one of the availablelicenses and click Install selected license.

To install new licenses automatically when you renew or expand your contract, select the Update license
automatically check box. If you enable the automatic license update, and therefore enable usage reporting, you
will double the number of workloads by which you can exceed your installed license. For more information on
license update, see Updating License.
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To receive proactive technical support services, select the Receive proactive support check box. Selecting this
option also enables diagnostic data sharing. To learn how sensitive data is processed, see Processing of Sensitive
Data in Veeam Technical Support.

m Veeam Backup Enterprise Manager - X

License

Provide license file for Vieeam Backup Enterprise Manager.

Select license provisioning method:

Ah Sign in with Veeam Browse to local license file

License details:

Subscription, Premium, 10000 Instances, License expires on 12/12/2026

Update license automatically (enables usage reporting)

Download and install new license automatically when you renew or expand your contract. This requires

sending the license ID, the installation |D, and workload usage counters to Veeam servers periodically.

Successful usage reporting doubles the number of workloads you can exceed your installed license by.
Receive proactive support (enables usage reporting)

Proactive technical support service require sharing ancnymized backup infrastructure telemetry with Vesam.
For more information on what is being shared, please refer to the User Guide,

Back Mext Cancel
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Step 5. Install Missing Software

At the System Configuration Check step of the wizard, the setup checks whether required software is installed

on the machine.

e If some of the required components are missing, the setup will try to install them automatically. After the
components are installed successfully, reboot is required. When you are ready to reboot the machine, click

Reboot.

e If the setup is not able to install some of the required software automatically, install it manually and click

Retry.

NOTE

If all required software is already installed on the machine, the System Configuration Check step will be
skipped. For more information on the necessary software, see System Requirements.

m Veeam Backup Enterprise Manager

System Configuration Check

System is being verified for potential installation problems.

Requirement

Microsoft Report Viewer Redistributable 2015
Microsoft Visual C++ 2015-2022 Redistributable
Microsoft 15

Default Document Component

Directory Browsing Component

HTTP Errors Component

Static Content Component

Windows Authentication Component

WebSocket Protocol Component

ASP.MET 4.5 Component

MET Extensibility 4.5 Component

Microsoft Internet Information Services (115) must be started

To finalize required components installation, system reboot is required.

Back

Status
ﬂ' Passed

! Reboot required

Q Passed
Q Passed
Q Passed
Q Passed
Q Passed
Q Passed
0 Passed
ﬂ' Passed
ﬂ' Passed
ﬂ' Passed

Cancel
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Step 6. Review Default Installation Settings

At the Ready to Install step of the wizard, you can select to install Veeam Backup Enterprise Manager with
default installation settings or specify custom installation settings.

e To use the default installation settings, click Install.

e To use custom installation settings, click Customize Settings. The setup wizard will include additional
steps that will let you configure installation settings.

The table below lists the default installation settings.

Installation folder  %ProgramFiles%|Veeam|Backup  Folder where Veeam Backup Enterprise Manager is

and Replication installed.
Guest catalog C:|VBRCatalog The VBRCatalog folder on a volume with the
folder maximum amount of free space.

The guest catalog folder stores indexing data for
VM guest OS files. Indexing data is required for
browsing and searching for VM guest OS files inside
backups and performing 1-click restore.

Service account LOCAL SYSTEM Account under which the Veeam Backup Enterprise
Manager runs.

Database engine PostgreSQL The setup installs PostgreSQL locally on the Veeam
Backup Enterprise Manager server.

Database name VeeamBackupReporting The setup deploys the Veeam Backup Enterprise
Manager configuration database on the locally
installed instance of PostgreSQL.

Catalog service 9393 The catalog service port is used by the Veeam Guest

port Catalog Service to replicate catalog data from
backup servers to Veeam Backup Enterprise
Manager.

Service port 9394 The service port is used by Veeam Backup
Enterprise Manager to collect datafrom backup
servers.

Web Ul ports For HTTP protocol: 9080 These ports are used for accessing Veeam Backup

Enterprise Manager web interface.
For HTTPS protocol: 443
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Setting Default Value

REST APl service For HTTP protocol: 9399

ports
For HTTPS protocol: 9398
Certificate Self-signed certificate will be
generated automatically
Check for updates  Automatically

Description

These ports are used for accessing Veeam Backup
Enterprise Manager REST API.

During installation a self-signed certificate is
generated that will be used for all Enterprise
Manager connections. You can update the
certificate upon installation. For more information,
see Managing TLS Certificates.

Veeam Backup Enterprise Manager will check for
product updates weekly. When a new product build
is published on the Veeam update server, a
notification is displayed in the Windows Action
Center.

H Veeam Backup Enterprise Manager

Ready to Install

Installation will begin with the following settings.

Installation folder

Guest catalog folder: EAVBRCatalog

Service account: LOCAL SYSTEM
Database engine: PostgreSQL

Database name: VeeamBackupReporting
Database server: enterpriseem06:5432
Catalog service port: 9393

Service port: 9394

CAProgram Files\Vesam\Backup and Replication

Web Ul ports:
REST API service ports:
Certificate:

Check for product updates:

L} Customize Settings

9080 (HTTF), 9443 (HTTPS)

9399 (HTTP), 9396 (HTTPS)

Self-signed certificate will be generated automatically
Auvtomatically

Cancel

Back Install
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Step 7. Specify Service Account

The Service Account step of the wizard is availableif you have selected to configure installation settings
manually.

You can select an account under which you want to run the Veeam Backup Enterprise Manager Service:
e LOCAL SYSTEM account (recommended, used by default)

e Another user account

The user name of the custom account must be specified in the DOMAIN|USERNAME format.
NOTE

The user account must have Veeam Backup Enterprise Manager service account permissions to run the
Veeam Backup Enterprise Manager Service. For more information, see Permissions.

ﬂ Veeam Backup Enterprise Manager - x

Service Account

Specify account for Veeam Backup Enterprise Manager.

@ LOCAL SYSTEM account (Recommended)

O The following user account:
Username:
‘ EMTERPRISEEMOG Administrator o ‘ & Choose...

Type in the user name in the DOMAINYUSERMNAME format.
The specified user account must have local administrator privileges on this server.

P

d55Wora:

Back Mext Cancel
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Step 8. Specify Database Server

The Database step of the wizard is availableif you have selected to configure installation settings manually.

At this step of the wizard, you can choose a database engine (Microsoft SQL Server or PostgreSQL) for the
Enterprise Manager configuration database, specify a new or existing instance where you want to deploy the
configuration database, and specify the authentication mode.

NOTE

Configuration databases of the Enterprise Manager server and backup servers added to the Enterprise
Manager infrastructure must use the same database engine.

1. Select one of the following database engines that you want to use for the configuration database:
o PostgreSQL
o Microsoft SQL Server

2. Specify instance settings:
o [For PostgreSQL] You can use an existing PostgreSQL instance or create a new one.

= To create a new PostgreSQL instance, select the Install new instance option. The setup will
install PostgreSQL on the Enterprise Manager server and create a database with the
VeeamBackupReporting name.

= To use an existing PostgreSQL instance, select the Use existing instance option. Enter the
instance name in the HOSTNAME:PORT format. In the Database name field, specify a name for
the Enterprise Manager configuration database.

IMPORTANT

If you want to use an existing PostgreSQL instance, make sure that the instance can use
sufficient resources. For more information, see Configuring PostgreSQL Instance.
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m Veeam Backup Enterprise Manager - *

Database

Choose a database engine and an instance for Veeam Backup Enterprise Manager configuration data.

Usze following database engine: PostgreSQL ~

@ Install new instance

O Use existing instance (HOSTNAMEPORT)

| enterpriseem(6:5432 e

Database name:

VeeamBackupReporting |

Connect to PostgreSAL server using:
@ Windows authentication credentials of the backup service account

() Mative authentication using the following credentials:

postgres |

Username:

Password: ‘ |

Back Mext Cancel

o [For Microsoft SQL Server] You can use an already installed Microsoft SQL Server database only.

i. Inthe SQL Server instance field, enter the instance name in the HOSTNAME |INSTANCE format or
select aninstance from the drop-down list. You can also click Browse tochoose a Microsoft SQL
Server on a remote machine.
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ii. Inthe Database name field, specify a name for the Enterprise Manager configuration database.

m Veeam Backup Enterprise Manager - x

Database
Choose database engine and instance for Veeam Backup Enterprise Manager.
Use following database engine:

SQL Server instance (HOSTMAMEVIMNSTANCE):
ENTERPRISEQOS\WVEEAMSQL2016 e | Bl Erowse..

Database name:

VeeamBackupReporting

Connect to SQL Server using:
@ Windows authentication credentials of service account

(O sQL Server authentication using the following credentials:

Back Cancel

3. Select an authentication mode to connect to the database server instance: Microsoft Windows
authentication or native databaseserver authentication. If you select the native authentication, enter
credentials of the database account.

If a configuration database with the specified name already exists (for example, it was created by a previous
installation of Enterprise Manager), the setup wizard will notify about it. To connect to the detected database,
click Yes. If necessary, Enterprise Manager will automatically upgrade the database to the latest version.
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Step 9. Specify Data Locations

The Data Locations stepis available if you have selected to configure installation settings manually and to
install a new instance of the databaseserver.

At this step of the wizard, you can specify aninstallation folder and a folder for the guest file system catalog.
1. To change the default installation folder, click Browse nextto the Installation path field.
The defaultinstallation folder is $ProgramFiles%\Veeam\Backup and Replication.

2. To change a path to the folder where index files must be stored, click Browse nextto the Catalog Location
field. Indexing data is required for browsing and searching for VM guest OS files inside backups and
performing 1-click restore.

By default, the setup wizard creates the VvBRCatalog folder on a volume with the maximum amount of
free space, for example: c: \VBRCatalog.

ﬂ Veeam Backup Enterprise Manager - x

Data Locations

Specify paths for persistent and non-persistent data storage locations.

Installation path:

| C:\Program Files\Veeam\Backup and Replication ‘ Bl Browse..
@ Disk space: 72.07 GB available, 2.01 GB required

Catalog location:

| E:A\VBRCatalog ‘ Ml Browse...

Back Mext Cancel
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Step 10. Specify Service Ports

The Port Configuration step of the wizard is available if you have selected to configure installation settings
manually.

At this step of the wizard, you can customize ports that will be used for communication between backup
infrastructure components. For more information about Veeam Backup Enterprise Manager used ports, see
Ports.

1. Provide HTTP and HTTPS port numbers.

2. Specify the certificate to be used by Veeam Backup Enterprise Manager. This certificate is needed to
establish secure communication with the Enterprise Manager website using HTTPS; Veeam plug-in for
vSphere Client and REST API client also will use this certificate to receive data using HTTPS protocol. If the
setup wizard does not find an appropriate certificate, it will generate a self-signed certificate.

Click View certificate toreview the details of the selected certificate.

3. To enforce TLS 1.2 encryption protocol for network connections, select the High security mode check box.

This option disables using weak ciphers for all communications with the machine on which Veeam Backup

Enterprise Manager runs. This may interfere with the operation of 3rd party software installed on the same
machine.

m Veeam Backup Enterprise Manager - X

Port Configuration
Specify port configuration to be used by Veeam Backup Enterprise Manager.

HTTP port: 9080
HTTPS port: 9443
RestAPI HTTF port: 9399
RestAPI HTTPS port: 9398

Enterprise Manager service port: | 9394

Catalog service port: 9393

Use certificate: | Generate new self-signed certificate ~ | View certificate

High security mode (forces TLS 1.2 usage and disables weak ciphers)

These server-side settings may not be compatible with legacy applications running on the same server.

Back Cancel
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Step 11. Begin Installation

The Ready toInstall step of the wizard is availableif you have selected to configure installation settings
manually.

At this step of the wizard, you can review the Veeam Backup Enterprise Manager installation settings and start
the installation process:

1. Click Install tobegin the installation.

2. Wait for the installation process to complete and click Finish toexit the setup wizard.

m Veeam Backup Enterprise Manager - X

Ready to Install

The wizard is ready to begin the installation.

Installation folder: Ch\Program Files\\Veeam‘\Backup and Replication
Guest catalog folder: EAVBRCatalog

Service account: LOCAL SYSTEM

Database engine: PostgreSQL

Database name: VeeamBackupReporting

Database server: enterpriseem6:5432

Catalog service port: 9393

Service port: 9394

Web Ul ports: 9080 (HTTP), 9443 (HTTPS)

REST APl service ports: 9399 (HTTP), 9398 (HTTPS)

Certificate: Self-signed certificate will be generated automatically

Back Install Cancel
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Upgrading to Enterprise Manager 13.0.1

Before you upgrade Veeam Backup Enterprise Manager to version 13.0, check prerequisites.

To upgrade Veeam Backup Enterprise Manager, take the following steps:

1.

oos W

Start the upgrade wizard.

Select Enterprise Manager as a product to upgrade.

Read and accept the license agreements.

Provide a license file.

Install missing software.

Review the components that will be upgraded and begin the upgrade process.

Finalize the upgrade.

Before You Begin

Before starting the upgrade procedure, read and follow the recommendations below:

To upgrade Veeam Backup Enterprise Manager to version 13.0.1, you must be running version 12.3.1 or
later. To upgrade from earlier versions, contact Veeam Customer Support.

A machine on which you plan to install Enterprise Manager must meet the system requirements. For more
information, see System Requirements.

A user account that you plan to use for upgrade must have sufficient permissions. For more information,
see Permissions.

Backup infrastructure components communicate with each other over specific ports. These ports must be
open. For more information, see Ports.

Check the Known Issues section of the Veeam Backup & Replication Release Notes.

With Enterprise Manager and connected backup servers, begin the backup infrastructure upgrade process
with Enterprise Manager. Backup servers must be upgraded after that. When you use different versions of
Veeam Backup Enterprise Manager and Veeam Backup & Replication, you may not be able to leverage all
features of Veeam Backup Enterprise Manager. Moreover, data collection from backup servers of earlier
versions takes more time, which can be critical if many backup servers are added to Enterprise Manager.

If you have a backup server installed on the same machine, upgradeit immediately after completing
upgrade of the Enterprise Manager server. Otherwise, the Configuration Database Connection Settings
utility will not work properly for Veeam Backup & Replication. For more information about the utility, see
Connecting Enterprise Manager to Another Configuration Database.

In Enterprise Manager, you cannot edit jobs that are managed by backup servers with earlier versions
installed until you upgrade the backup servers. Additionally, you cannot create and edit jobs of such
backup servers in Veeam Self-Service Backup Portal for Cloud Director and vSphere Self-Service Backup
Portal. For example, if you upgrade Enterprise Manager to version 13.0, you will not be able to edit jobs
managed by a backup server with version 12.3 until you upgrade the backup server to version 13.0.

Local antivirus or antimalware software can interfere with Enterprise Manager upgrade. If you receive the
Failed to create website Ox80070020 message, disable your local antivirus or antimalware software and
start the upgrade process again. You can re-enable your antivirus software once the upgrade completes.
For more information, see this Veeam KB article.
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e .NET 3.5.1 WCF HTTP Activation Windows component prevents Enterprise Manager from functioning.
Make sure there is no .NET 3.5.1 WCF HTTP Activation Windows component on the Veeam Backup
Enterprise Manager server prior to the installation.
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Step 1. Start Upgrade Wizard

To start the upgrade wizard, take the following steps:

1. Download the latest version of the Veeam Backup & Replication installation image from the Veeam
Product Downloads page.

2. Mount the installation image to the machine where Veeam Backup Enterprise Manager is installed, or burn
the image file to a flash drive or other removable storage device. If you plan to upgrade Veeam Backup
Enterprise Manager on a VM, use built-in tools of the virtualization management software to mount the
image to the VM.

To extract the content of the ISO file, you can also use the latest versions of utilities that can properly
extract data from ISO files of large size and can properly work with long file paths.

3. After you mount the image or insert the disk, Autorun opens a splash screen. If Autorun is not available or
disabled, run the setup.exe file from the image or disk.

4. Click Upgrade.
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Step 2. Select Product

At this step of the wizard, select Upgrade Veeam Backup Enterprise Manager.

To open Veeam Help Center from the upgrade wizard, click View Documentation.

o5 Veeam Backup & Replication

Install Veeam Backup & Replication

se uparade F

Veeam Backup Enterprise Manager is an optional web-based management and
reporting console for multiple backup servers.

Install Veeam Backup & Replication

1se uparade E arprise anaaer fire
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Step 3. Read and Accept License Agreements

At the License Agreement step of the wizard, read Veeam License Agreement and licensing policy as well as
license agreements of 3rd party components that Veeam incorporates and license agreements of required
software. To accept the license agreements and continue installing Veeam Backup Enterprise Manager, click |
Accept.

ﬂ Veeam Backup Enterprise Manager - X

License Agreement

Read the license agreements and accept them to procesd.

Please view, print or save the documents linked below.

By clicking "l Accept” button, | hereby accept the following:

* Agree and consent to the terms of Veeam License Agreement and licensing policy
* Agres and consent to each of the license agreements of 3rd party components used

* Agree and consent to each of the license agreements of required software

Back Cancel
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Step 4. Provide License File

At the License step of the wizard, specify what license you want to install for Veeam Backup Enterprise
Manager. You can leave the license file used in the previous version of Veeam Backup Enterprise Manager or

install a new one.
To install a license, choose one of the following options:
e Browse your local server or network locations for a license file:
a. Click Browse to local license file.
b. Choose a valid license file for Veeam Backup Enterprise Manager.
e Select a license from your account at the Veeam website:
a. Click Signin with Veeam.
b. Enter your credentials for accessing the Veeam website and click Sign in.
c. Select one of the available licenses and click Install selected license.

To install new licenses automatically when you renew or expand your contract, select the Update license
automatically check box. If you enable the automatic license update, and therefore enable usage reporting, you
will double the number of workloads by which you can exceed your installed license. For more information on
license update, see Updating License.
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To receive proactive technical support services, select the Receive proactive support check box. Selecting this
option also enables diagnostic data sharing. To learn how sensitive data is processed, see Processing of Sensitive
Data in Veeam Technical Support.

m Veeam Backup Enterprise Manager - X

License

Provide license file for Vieeam Backup Enterprise Manager.

Select license provisioning method:

Ah Sign in with Veeam Browse to local license file

License details:

Subscription, Premium, 10000 Instances, License expires on 12/12/2026

Update license automatically (enables usage reporting)

Download and install new license automatically when you renew or expand your contract. This requires

sending the license ID, the installation |D, and workload usage counters to Veeam servers periodically.

Successful usage reporting doubles the number of workloads you can exceed your installed license by.
Receive proactive support (enables usage reporting)

Proactive technical support service require sharing ancnymized backup infrastructure telemetry with Vesam.
For more information on what is being shared, please refer to the User Guide,

Back Mext Cancel
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Step 5. Install Missing Software

At the System Configuration Check step of the wizard, the setup checks whether required software is installed

on the machine.

e If some of the required components are missing, the setup will try to install them automatically. After the
components are installed successfully, reboot is required. When you are ready to reboot the machine, click

Reboot.

e If the setup is not able to install some of the required software automatically, install it manually and click

Retry.

NOTE

If all required software is already installed on the machine, the System Configuration Check step will be
skipped. For more information on the necessary software, see System Requirements.

m Veeam Backup Enterprise Manager

System Configuration Check

System is being verified for potential installation problems.

Requirement

Microsoft Report Viewer Redistributable 2015
Microsoft Visual C++ 2015-2022 Redistributable
Microsoft 15

Default Document Component

Directory Browsing Component

HTTP Errors Component

Static Content Component

Windows Authentication Component

WebSocket Protocol Component

ASP.MET 4.5 Component

MET Extensibility 4.5 Component

Microsoft Internet Information Services (115) must be started

To finalize required components installation, system reboot is required.

Back

Status
ﬂ' Passed

! Reboot required

Q Passed
Q Passed
Q Passed
Q Passed
Q Passed
Q Passed
0 Passed
ﬂ' Passed
ﬂ' Passed
ﬂ' Passed

Cancel
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Step 6. Review Components and Begin Upgrade

At the Upgrade step of the wizard, you can review the components that will be upgraded.

Click Nextto begin the upgrade process. Wait for the upgrade process to complete and click Finishto exit the
wizard.

m Veeam Backup Enterprise Manager - X
Upgrade
Review Veeam Backup Enterprise Manager components to be upgraded.

Product Version

Yeeam Backup Enterprise Manager 12.3.2.3617 = 13.0.1.180

OpenS5L v3.0.0 FIPS 3.0.0.31

Back Cancel
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Step 7. Finalize Upgrade

After you successfully upgraded Veeam Backup Enterprise Manager, consider the following recommendations:

1. If you have Veeam Backup & Replication installed on the same machine, upgradeit immediately after
completing upgrade of the Veeam Backup Enterprise Manager server.

2. Proceed with upgrade of remote backup servers.

After you upgrade backup servers, Veeam Backup Enterprise Manager starts a maintenance job to optimize
the state of its database. The initial maintenance job session may take significant amount of time (up to an

hour, depending on the databasesize). After the job finishes, the database will be brought to an optimal
state, and subsequent maintenance job sessions will take much less time.

3. New features of Veeam Backup Enterprise Manager will be available after all connected backup servers are

upgraded, and initial collection of data from these servers in Veeam Backup Enterprise Manager completes
successfully.

4. Download and install the latest available update (if any).
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Uninstalling Enterprise Manager

When you uninstall Veeam Backup Enterprise Manager, only the application itself is removed. The Enterprise
Manager configuration database (the default name is VeeamBackupReporting) and all configuration data that is
stored in the database remain. This lets you install Enterprise Manager again and use the preconfigured settings.
If you are not going to reuse the Enterprise Manager configuration, you can delete the database manually.

The Enterprise Manager server is also recorded in configuration databasesof added backup servers, which binds
the backup servers to the Enterprise Manager server. If you are not going to use Enterprise Manager on this or
another machine, it is recommended that you unbind the backup servers by removing them from Enterprise
Manager before you uninstall the application. For more information, see Removing Backup Servers.

To uninstall Veeam Backup Enterprise Manager:
1. From the Startmenu, select Control Panel > Programs and Features.
2. Inthe programs list, right-click Veeam Backup & Replication and select Uninstall.

3. Inthe Uninstall window, make sure the check box next to Veeam Backup Enterprise Manager is selected. If
this component is co-installed with the Veeam Backup & Replication server, make sure the check box next
to Veeam Backup & Replication is cleared. Click Remove and wait for the process to complete.

Veearn Backup & Replication Setup — >
Uninstall AV
The companents below will be removed from your system, IE N

] Veeam Backup & Replication S

Weeam Backup Enterprise Manager

Mutanix AHY Plug-In for Veeam Backup & Replication

Red Hat Vitualization Plug-In for Veeam Backup & Replication
AWS Plug-In for Veeam Backup & Replication

Microsoft Azure Plug-In for VYeeam Backup & Replication
Google Cloud Platform Plug-In for Veeam Backup & Replication
Kasten K10 Plug-In for Veeam Backup & Replication

Weeam Plugdns for Erterprise Applications Redistributable

Weeam Agent for Microsoft Windows Redistributable
Veaam Anart far | imw Radistrib tahla

B |

Click Remove to uninstall Veeam Backup & Replication components.

cu
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Migrating Enterprise Manager

You may need to migrate Veeam Backup Enterprise Manager or its configuration database, or both to another
server.

Before you migrate Enterprise Manager, you must export Enterprise Manager keysets and prepare the
credentials stored in the Enterprise Manager configuration database so you will be able to re-enter the
credentials on a new server. If you migrate the Enterprise Manager configuration database only, the credentials
and keysets will remain valid.

For more information on migration scenarios, see this Veeam KB article.

Migrating Enterprise Manager from Microsoft SQL Server to
PostrgeSQL

You can migrate the Enterprise Manager configuration database from Microsoft SQL Server to PostgreSQL. To
perform the migration, back up the Enterprise Manager configuration databasebased on Microsoft SQL Server
and restore it to PostgreSQL.

Enterprise Manager migration lets you change the engine of the Enterprise Manager configuration databaseand
keep existing Enterprise Manager configurations including notification settings, Enterprise Manager accounts
and roles, retention settings for index files and event history, self-service configurations for the Veeam Self-
Service Backup Portal and vSphere Self-Service Backup Portal, SAML authentication settings, directory account
settings, key management settings and encryption keys.

Before You Begin

Before you migrate the Enterprise Manager configuration database from Microsoft SQL Server to PostgreSQL,
consider the following:

e Source Microsoft SQL Server and target PostgreSQL must be set up and running.

e To migrate the configuration databasefrom Microsoft SQL Server to PostgreSQL and attach it to a newer
version of Enterprise Manager, first upgrade Enterprise Manager to the newer version to ensure the
database structure matches the new version, and then migrate the database from Microsoft SQL Server to
PostgreSQL.

e Data that Enterprise Manager collects from backup servers (such as backup jobs, session logs, backed -up

objects and soon) is not migrated. This data will be collected again after the first data collection run after
migration. For details, see Collecting Data from Backup Servers.
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Account Permissions

The Enterprise Manager Database Migration utility requires access to the registry so you must run the
command-line shell as administrator. In addition, make sure that the accounts used to run the utility and

connect to the target PostgreSQL database have the necessary permissions.

Required Permissions

/backupemdatabase The account that runs the /backupemdatabase command must either be the
Enterprise Manager service account or any other account with the following
permissions:

o Local Administrator permissions on the Enterprise Manager server.
e [og on as a service permission.
e The account must also be assigned either of the following roles on the level

of the Microsoft SQL Server database:
o db owner role

o db datareaderand db_datawriter roles

/restoreemdatabase The account that you specify to authenticate against a PostgreSQL server in the
/login parameter must be a superuser. If you don't specify any parameter, the
utility will use the account under which the Veeam Backup Enterprise Manager
Service is running.

Performing Migration

To migrate Enterprise Manager, you can use the Enterprise Manager Database Migration utility. The utility
supports both local (when the databaseis located on the same machine with Enterprise Manager) and remote
Microsoft SQL Server databases (when the databaseis located on another machine).

The Enterprise Manager Database Migration utility comes with Veeam Backup Enterprise Manager and is located

on the Enterprise Manager server in the installation folder. The default pathis the following:
$PROGRAMFILES%\Veeam\Backup and Replication\Enterprise
Manager\Veeam.EM.DB.Migration.exe. To run the utility, use a command-line shell.

To migrating Enterprise Manager from Microsoft SQL Server to PostgreSQL, follow these steps:

1. Back up the Enterprise Manager configuration databaseto an EMCO backup file.

Veeam.EM.DB.Migration.exe /file:"C:\EM Configuration\02.emco" /backupemdat
abase /encryptionpassword:"Password&01l" /encryptionhint:"that password"

where:

o /file:"C:\EM Configuration\02.emco" — file name and location of the backup file. If you
specify a folder that does not exist, the utility will create it. If a file with the specified name already
exists, it will be rewritten.

o /backupemdatabase — utility backup mode.

o /encryptionpassword:"Password&01" — encryption password for the backup file.
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o /encryptionhint:"that password" — password hint.

Microsoft SQL Server connection settings are not required in the command, the utility gets them from the
registry.

2. Restore the Enterprise Manager configuration databasefrom an EMCO backup file to PostgreSQL.

Veeam.EM.DB.Migration.exe /file:"C:\EM Configuration\02.emco" /restoreemda
tabase /encryptionpassword:"Password&01l" /servername:enterprise05 /initial
catalog:VeeamBackupReporting 01 /serverport:5434 /login:postgres /password
:"Password&02"

where:
o /file:"C:\EM Configuration\02.emco" — file name and location of the backup file.
o /restoreemdatabase — utility restore mode
o /encryptionpassword:"Password&01" — encryption password for the backup file.
o /servername:enterprise05 — name of the target PostgreSQL server.
o /initialcatalog:VeeamBackupReporting 01 — target PostgreSQL instance.
o /serverport:5434 — port number of the target PostgreSQL instance.
o /login:postgres — account name used to authenticate against the PostgreSQL server.
o /password:"Password&02" — password used to authenticate against the PostgreSQL server.

3. Connect Enterprise Manager to the restored database using the Configuration Database Connection
Settings utility. For more information, see Connecting Enterprise Manager to Another Configuration
Database.

Utility Syntax
With the Enterprise Manager Database Migration utility, you can perform the following operations:

e Back up a Microsoft SQL Server databaseto an EMCO backup file:

Veeam.EM.DB.Migration.exe /file:value /backupemdatabase [/encryptionpasswo
rd:value] [/encryptionhint:value] [/verbose]

e Restore a Microsoft SQL Server database from a backup file to PostgreSQL:

Veeam.EM.DB.Migration.exe /file:<value> /restoreemdatabase [/encryptionpas
sword:<value>] [/servername:<value>] [/serverport:<value>] [/initialcatalo
g:<value>] [/login:<value>] [/password:<value>] [/verbose]

e Display the utility help:

Veeam.EM.DB.Migration.exe /?
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TIP
Use double quotation marks (") around parameter values that contain spaces or special characters.

Utility Parameters

The table below describes parameters that you can use to back up and restore the Enterprise Manager
configuration database.

/? Displays help.

/file:<value> Specifies file name and location of an EMCO backup file.
/encryptionpassword:<value>  Specifies a password for backup file encryption.
/encryptionhint:<value> Specifies a hint for the encryption password.

/backupemdatabase Backs up the Enterprise Manager configuration databasebased on
Microsoft SQL Server to an EMCO backup file. Note the command cannot
back up a PostgreSQL database.

/restoreemdatabase Restores the Enterprise Manager configuration database from an EMCO
backup file to PostgreSQL.

/servername:<value> Specifies a name or IP address of the target host with PostgreSQL server.
The default value is localhost. If you skip the parameter, the default value
is used.

/serverport:<value> Specifies a port number of a PostgreSQL instance. The default value is

5432, If you skip the parameter, the default value is used.

/initialcatalog:<value> Specifies a name of a target PostgreSQL database. The default value is
VeeamBackupReporting. If you skip the parameter, the default value is
used.

If a database with the specified name (or the default name) exists, the
utility adds an increment postfix to the database name, for example:
VeeamBackupReporting 00, VeeamBackupReporting O1].

/login:<value> Specifies an account name that the utility uses to authenticate against a
PostgreSQL server. By default, the utility uses the account under which the
Veeam Backup Enterprise Manager Service is running. The chosen
PostgreSQL account must be a superuser.

98 | Veeam Backup Enterprise Manager | User Guide| 13.0.1.1071



‘IHHHHHHHHIIIIIIIIIIIIIIIlIi%iHHHHHIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII

/password:<value> Specifies a password that the utility uses to authenticate against a

PostgreSQL server. By default, the utility uses the account under which the
Veeam Backup Enterprise Manager Service is running.

/verbose Enables verbose logging mode. Logs are stored in the following directory:

$PROGRAMDATA%\Veeam\Backup\Utils\Util.EmTransfer.

Connecting Enterprise Manager to Another Configuration
Database

The Configuration Database Connection Settings utility allows you to manage connection settings for Veeam
Backup Enterprise Manager and Veeam Backup & Replication configuration databases.

Using this utility, you can perform the following:

Connect Enterprise Manager and Veeam Backup & Replication to a different database on the same or
another server.

Change authentication method for database connection. Possible options are Microsoft Windows
authentication and database server authentication.

NOTE
e With the Configuration Database Connection Settings utility, you can connect Enterprise Manager

(or Veeam Backup & Replication) to a configuration database of the same product version only. For
example, you can connect Enterprise Manager 13.0 to a configuration database of version 13.0.

e The Configuration Database Connection Settings utility is shared between

Veeam Backup & Replication and Veeam Backup Enterprise Manager. If they are installed on the
same machine, make sure these products are of the same version.

To manage connection settings for the Enterprise Manager configuration database, take the following steps:

1.
2.

Launch the utility.

Select a product.

Specify database connection settings.
Apply connection settings.

Finish working with the wizard.
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Step 1. Launch Utility

You can launch the Configuration Database Connection Settings utility from the Start menuby clicking
Configuration Database Connection Settings.

Alternatively, you can run the Vveeam.Backup.DBConfig.exe file. By default, the path is the following:
$PROGRAMFILES%\Common Files\Veeam\Backup and Replication\DBConfig.

To run the utility, you must have administrative rights on the local machine, aslong as the utility makes changes
to the registry. If prompted at the launch, choose Run as administrator.
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Step 2. Select Product

The Product step of the wizard is displayed if you have both a Veeam Backup Enterprise Manager server and
backup server installed on the local machine. In this case, select a product whose configuration database
settings you want to change.

If a backup server, Microsoft Entra ID backup repository or Enterprise Manager server is not installed on the
machine, the Product step of the wizard is skipped.

%:':l Veearn Backup and Replication Configuration Database Connection Settings >

Product
Select Veeam product to configure database connection settings for.

NS O vecun sy Repcaion

Update configuration database connection settings for Veeam Backup & Replication server.
Connection Settings

Apply
(®) Veeam Backup Enterprise Manager

Summary Update configuration database connection settings for Veeam Backup Enterprise Manager server.

() Microsoft Entra ID backup repository
Update database connection settings for Microsoft Entra D backup repository.

< Previous Mext = Finish Cancel

101| Veeam Backup Enterprise Manager | User Guide | 13.0.1.1071



Step 3. Specify Connection Settings

At the Connection Settings step of the wizard, provide the connection settings for the configuration database.
1. Select one of the following database engines:
o PostgreSQL
o Microsoft SQL Server
2. Specify databasesettings:

o [For PostgreSQL] Specify the instance name in the HOSTNAME:PORT format. Inthe Database name
field, specify a name for the Veeam Backup Enterprise Manager configuration database.

o [For Microsoft SQL Server] Specify the Microsoft SQL Server instance and database name to which you
want the Veeam Backup & Replication installation to connect. Both local and remote Microsoft SQL
Server instances are supported. Microsoft SQL Server instances available on the network are shown in
the Server name list. If necessary, click Refresh toget the latest information.

If a database with the specified name does not exist on the selected Microsoft SQL Server instance, it
will be created anew.

3. Select an authentication method that will be used for database connection:

o Ifyou plan to use the Microsoft Windows authentication, consider that the current service account
will be used (that is, the account under which the Veeam Backup Enterprise Manager Service is
running).

o Ifyou plan to use native database server authentication, provide a login name and password. To view
the entered password, click and hold the eye icon on the right of the Password field.

[For Microsoft SQL Server] When you migrate the configuration databaseto another server, you must use
the Microsoft SQL Server credentials that have CREATE ANY DATABASE permission on the target
Microsoft SQL Server. For details, see Microsoft Docs. After database creation, this account automatically
gets a db_owner role and can perform all operations with the database. If the current account does not
have this permission, a Database Administrator may create an empty databasein advance and grant the
db_owner role to the account that will be used for migration of the configuration database.
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4. Click Next.

%EJ Veearn Backup and Replication Configuration Database Connection Settings X

Connection Settings
ﬁ Specify SOL server database connection settings.
==

Product Database engine

| Comectonsangs T :

Connection (HOSTNAME:PORT)

Appl
PPy Instance name: ||oca|host:5-433 |

Summary Database name: |VeeamBackupREP0fti”9 |

Authentication
(® Windows authentication using credentials of service account

() Mative authentication using the fellowing credentials:

Login name: | TECH\sheila.d.cory

Password:

< Previous Mext » Finish Cancel

5. Before proceeding, the utility validates the specified settings to make sure that the specified user account
has enough privileges to access the database.

To ensure that the account (as well as the account under which the Veeam Backup Enterprise Manager
Service is running) have sufficient privileges for database access, you can contact your database
administrator. Refer to the list of required permissions for detailed information.
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For the new settings to be applied, the utility needs to stop Veeam Backup Enterprise Manager services
that are currently running. Before proceeding to the next step, you must confirm the operation by clicking

Yes.

%_—'J Veeam Backup and Replication Configuration Database Connection Settings X
Connection Settings
ﬁ Specify 50L server database connection settings.
="
Product Database engine
v

| Comectonsemngs o O

Connection (HOSTMNAME:PORT)

Apply
Veeam Backup and Replication |

Summary |

The fellowing Veeam services are running:

Weeam Backup Enterprise Manager
Weearmn RESTul AP| Service

We need to stop them for now. This may take a moment. Continue?

Yes D}J E No ;

< Previous || Mext = Finizh
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Step 4. Apply Connection Settings

At the Apply step of the wizard, the utility applies database connection settings. Wait for the operation to
complete and click Next toproceed to the Summary step of the wizard.

Previously stopped services will be started again at this moment.

%_—':l Veearn Backup and Replication Configuration Database Connection Settings *

Apply
ﬁ Please wait while new configuration is applied.
=

Product Log:

Meszage Duration

C ction Setti
onnecten et £ Modifying configuration database connection settings

_ 2 Product: Veeamn Backup Enterprise Manager

() Database server: PostgreSOL

Summary () Database name: VeearnBackupReporting

2 Server name: localhost

) Authentication: SQL

(23 Saving database VeeamBackupReporting settings

23 Configuration database connection settings have been modified

< Previous Mewt = Finish
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Step 5. Finish Working with Wizard

At the Summary step of the wizard, view the information about the changes in database connection settings and
click Finish.

NOTE

If you are configuring Veeam Backup & Replication database settings and you want the Veeam backup
management console to start automatically after you finish working with the wizard, select the Start the
product automatically check box. The option is not available for Veeam Backup Enterprise Manager.

%:'J Veeam Backup and Replication Configuration Database Connection Settings

Summary
ﬁ Review the settings, and click Finish to exit the wizard.
-

=]
Product Summary:
PostgreSCL: localhost
Connection Settings Database name: VeeamBackupReporting
Authentication: SCL
Apply User: postgres

Password: ==

_ Connection string: Host=localhost;Database=VeeamBackupReporting; Timeout=120;Command

Timeout="180:Integrated Security=False;Username=postgres;Password=""*;Minimum Pool
Size=:Maximum Pool Size=80;Max Auto Prepare=256;Connection |dle Lifetime=30;Connection
Pruning Interval=10:Application Name=Veeam.Backup.DBConfig.exe(12.0.0.1420):8072;Include Error
Detail=False

< Previous Mext = Cancel
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Silent Installation, Upgrade and Uninstallation

You can install, upgrade and uninstall Veeam Backup Enterprise Manager in the silent mode with a special XML
answer file by using the command line interface. The answer file contains all the necessary installation settings
in the proper order and their thorough description.

You can find the template answer file on the Veeam Backup & Replication installation disk in the
\Setup\Silent\AnswerFiles\EM folder. This folder contains the following templates of answer files:

e FEmAnswerFile install.xml — forinstalling Enterprise Manager
e EmAnswerFile uninstall.xml — for uninstalling Enterprise Manager

e EmAnswerFile upgrade.xml — forupgrading Enterprise Manager

In This Section

e Installing Enterprise Manager in Silent Mode
e Upgrading Enterprise Manager in Silent Mode

e Uninstalling Enterprise Manager in Silent Mode

Installing Enterprise Manager in Silent Mode

You can install Veeam Backup Enterprise Manager in the silent mode with a special XML answer file by using the
command line interface. The answer file contains all the necessary installation settings in the proper order and
their thorough description.

Before You Begin

Before starting the installation of Veeam Backup Enterprise Manager in the silent mode, consider the following:

e The user account that you use to run the silent installation must be in the local Administrators group on
the machine where the silent installation will run. The silent installation cannot be run under the
LocalSystem and NetworkService accounts.

e If the user account that you use to run the silent installation is logged on the machine using the network
logon method, the silent installation will fail. To avoid this, use an additional
/SkipNetworkLogonErrors command line key.For example, it is required when the silent installation

is started using a remote PowerShell session.

e When configuring the answer file, remove or comment out unused [Optional] parameters. Otherwise,
the installation session will fail.

Installing Veeam Backup Enterprise Manager

To install Veeam Backup Enterprise Manager in the silent mode with, take the following steps:

1. Copy the EmAnswerFile install.xml file to your local drive.

You can find the template answer file on the Veeam Backup & Replication installation disk in the
\Setup\Silent\AnswerFiles\EM folder.
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2. Configure installation parameters according to your needs. For details, see Configuration Parameters.

Check that the answer file has the correct bundle (Em) and mode (instal1) specified in line 2:

<unattendedInstallationConfiguration bundle="Em" mode="install" version="1
L0">

3. After you make all the necessary changes in your answer file, start the installation by running the
Veeam.Silent.Install.exe file located on the Veeam Backup Enterprise Manager installation disk in

the \Setup\Silent folder. Use the following command line keys in your command:

D:\Setup\Silent\Veeam.Silent.Install.exe /AnswerFile E:\MyAnswerFileEMInst
all.xml /SkipNetworkLogonErrors
where:

o /AnswerFile — required key for specifying the pathto your custom answer file, for example:
E:\MyAnswerFileEMInstall.xml.

o /SkipNetworkLogonErrors — optional key that allows skipping additional pre-installation
validations that do not work under the network logon, which will block the silent installation from
running.

o /LogFolder — optional key for specifying the path where the setup should save log files if it is
different from the default path. The default pathis: C:\ProgrambData\Veeam\Setup\Temp.

Configuration Parameters

The configuration file contains the following parameters:

Parameter Require | Default Value Description
d
ACCEPT_EULA Yes - Specify 1 to accept the Veeam

license agreement.

ACCEPT_LICENSING_POLICY Yes - Specify 1 to accept the Veeam
licensing policy.

ACCEPT_THIRDPARTY_LICENSES Yes - Specify 1 to accept the license
agreement for 3rd party
components that Veeam
incorporates.

ACCEPT_REQUIRED_SOFTWARE Yes - Specify 1 to accept all required
software license agreements.
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Parameter Require | Default Value

d
VBREM_LICENSE FILE No -
VBREM_LICENSE_AUTOUPDATE No 1
VBREM_SERVICE_USER No -
VBREM_SERVICE_PASSWORD No
VBREM_SQLSERVER_INSTALL Yes 1
VBREM_SQLSERVER_ENGINE No 1
VBREM_SQLSERVER_SERVER No localhost:5432
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Description

Path to the license file on the
machine where you want to
install Veeam Backup Enterprise
Manager. If you do not specify
this parameter (or leave it empty
value), Veeam Backup Enterprise
Manager will be installed using
the current license file.

Specify 1 to enable automatic
license update and usage
reporting. Specify 0 if you want
to update the license manually.
For NFR and Evaluation licenses,
specify 1. For licenses without ID
information, specify 0.

User account under which Veeam
Backup Enterprise Manager
Service will run. If you do not
specify this parameter, the
service will run under the
LocalSystem account.

Password for the account under
which Veeam Backup Enterprise
Manager Service will run.

Specify 0 to use an existing SQL
server instance or specify 1 to
create a new SQL server instance.

Specify 0 to use PostgreSQL
engine or specify 1 to use
Microsoft SQL engine. Note that
if you want to create a new SQL
server instance, you can only
choose the PostgreSQL engine.

SQL server and instance (for
Microsoft SQL) or SQL server an
port (for PostgreSQL) where the
configuration database will be
deployed. Note that if you want
to create a new SQL instance, you
can only connect to a local host.



Parameter Require | Default Value Description
d

VBREM_SQLSERVER_DATABASE No VeeamBackupReporti ~ Configuration database name. If
ng you do not specify this
parameter, the default
VeeamBackupReporting name
is used.

VBREM_SQLSERVER_AUTHENTICATI No 0 Authentication mode to connect

ON to the SQL Server where the
Veeam Backup & Replication
configuration databaseis
deployed. Specify 1 to use the
SQL Server authentication mode
or specify 0 to use the Microsoft
Windows authentication mode.

VBREM_SQLSERVER_USERNAME No - LoginID to connect to the SQL
Server in the SQL Server
authentication mode.

VBREM_SQLSERVER_PASSWORD No - Password to connect to the SQL
Server in the SQL Server
authentication mode. The
parameter is required if
VBREM SQLSERVER USERNAME

is specified.

VBRC_SERVICE_PORT No 9393 TCP port to be used by the
Veeam Guest Catalog Service. If
you do not specify this
parameter, the default 9393 port
is used.

VBREM_SERVICE_PORT No 9394 TCP port to be used by the
Veeam Backup Service. If you do
not specify this parameter, the
default 9394 port is used. If the
specified port number is already
occupied, the setup will assign
the next available port number to
the component.

VBREM_TCPPORT No 9080 TCP port be used by the Veeam
Backup Enterprise Manager
website. If you do not specify this
parameter, the default 9080 port
is used.
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Parameter Require | Default Value Description
d

VBREM_SSLPORT No 9443 SSL port be used by the Veeam
Backup Enterprise Manager
website. If you do not specify this
parameter, the default 9443 port
is used.

VBREM_RESTSERVICE_PORT No 9399 TCP port used for communication
with Veeam Backup Enterprise
Manager REST API Service. If you
do not specify this parameter, the
default 9399 port is used.

VBREM_RESTAPISVC_SSLPORT No 9398 SSL port used for Veeam Backup
Enterprise Manager REST API
Service. If you do not specify this
parameter, the default 9398 port
is used.

VBREM_THUMBPRINT No — Certificate to be used by Veeam
Backup Enterprise Manager
Service and Veeam Backup
Enterprise Manager REST API
Service. If you do not specify this
parameter, a new certificate will
be generated by openssl.exe.

INSTALLDIR No C:\Program Path to the directory where
Files\Veeam\Backup Veeam Backup Enterprise
and Replication Manager will be installed. If you
do not specify this parameter, the
default
$ProgramFiles%\Veeam\Back
up and Replication

installation path is used.

VM_CATALOGPATH No C:\VBRCatalog Path to the catalog folder where
index files will be stored.
Indexing datais required for
browsing and searching for VM
guest OS files inside backups and
performing 1-click restore.

If you do not specify this
parameter, a pathis selected
based on the free space across all
available disks.
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Parameter Require | Default Value

d
VBREM_CHECK_UPDATES No 1
VBREM_CONFIG_SCHANNEL No 1
REBOOT_F_REQUIRED No 0

Description

Specify 1 to automatically check
for new product versions and
updates. Specify 0 if you do not
want Veeam Backup Enterprise
Manager to check for updates
automatically.

Specify 1 if you want to use the
TLS 1.2 protocol for secure
communication with the Veeam
Backup Enterprise Manager
website.

Specify 1 if you want to reboot
the machine where you install
Veeam Backup Enterprise
Manager after the installation
finishes. Specify 0 if you do not
want to reboot the machine.

Note that you must specify 7in ACCEPT EULA, ACCEPT LICENSING POLICY,
ACCEPT THIRDPARTY LICENSESand ACCEPT REQUIRED SOFTWARE parameters to proceed with the

installation.

Installation Result Codes

The installation result is written into the installation log file located at your selected log folder. It may show one

of the following result codes:

Result Result

Code

0] success

1603 install failure
3010 reboot required
3011 logoff required
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Installation Error Codes

The installation error codes accompanied by their detailed description are displayed in the command line dialog.
They can also be found in the UnattendedInstallationResult $DATE% %TIME%.xml file in the log folder

(by default, c: \ProgrambData\Veeam\Setup\Temp). The error message may show one of the following error

codes:

Error
Code

n

12

13

14

101

102

103

104

105

106

107

108

109

Description

Installation has been completed successfully.

Product is already installed.

Uninstallation has been completed successfully.

Unable to start the setup program, because machine's reboot is pending.

Reboot is required to finalize prerequisites installation.

Reboot is required to finalize the product installation.

Logoff is required to finalize the product installation.

Failed to start the installer.

Invalid answer file provided.

Invalid launch conditions.

Failed to initialize setup properties.

Failed to validate setup properties.

System configuration check detected some issues.

Failed to install prerequisites.

Failed to install a databaseserver.

Failed to install the product.
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Error Description

Code

110 Failed to update the product.

11 Failed to change a service status.
112 Failed to uninstall the product.
113 Unexpected error occurred.

Upgrading Enterprise Manager in Silent Mode

You can upgrade Veeam Backup Enterprise Manager in the silent mode with a special XML answer file by using
the command line interface. The answer file contains all the necessary upgrade settings in the proper order and
their thorough description.

Before You Begin

Before starting the upgrade of Veeam Backup Enterprise Manager in the silent mode, consider the following:

The user account that you use to run the silent upgrade must be in the local Administrators group on the
machine where the silent upgrade will run. The silent upgrade cannot be run under the LocalSystem and
NetworkService accounts.

If the user account that you use to run the silent upgrade is logged on the machine using the network
logon method, the silent installation will fail. To avoid this, use an additional
/SkipNetworkLogonErrors command line key.For example, it is required when the silent installation

is started using a remote PowerShell session.

When configuring the answer file, remove or comment out unused [Optional] parameters. Otherwise,
the upgrade session will fail.

Upgrading Veeam Backup Enterprise Manager

To upgrade Veeam Backup Enterprise Manager in the silent mode, take the following steps:

1.

Copy the EmAnswerFile upgrade.xml file to your local drive.

You can find the template answer file on the Veeam Backup & Replication installation disk in the
\Setup\Silent\AnswerFiles\EM folder.

Configure installation parameters according to your needs. For details, see Configuration Parameters.

Check that the answer file has the correct bundle (Em) and mode (upgrade) specified in line 2:

<unattendedInstallationConfiguration bundle="Em" mode="upgrade" version="1
L0">
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3. After you make all the necessary changes in your answer file, start the upgrade by running the
Veeam.Silent.Install.exe file located on the Veeam Backup Enterprise Manager installation disk in
the \setup\Silent folder. Use the following command line keys in your command:

D:\Setup\Silent\Veeam.Silent.Install.exe /AnswerFile E:\MyAnswerFileEMUpgr
ade.xml /SkipNetworkLogonErrors

where:

o /AnswerFile — required key for specifying the pathto your custom answer file, for example:
E:\MyAnswerFileEMUpgrade.xml.

o /SkipNetworkLogonErrors — optional key that allows skipping additional pre-installation
validations that do not work under the network logon, which will block the silent installation from
running.

o /LogFolder — optional key for specifying the path where the setup should save log files if it is
different from the default path. The default pathis: C:\ProgrambData\Veeam\Setup\Temp.

Configuration Parameters

The configuration file contains the following parameters:

ACCEPT_EULA Yes — Specify 1 to accept the Veeam license
agreement.

ACCEPT_LICENSING_POLICY Yes — Specify 1 to accept the Veeam licensing
policy.

ACCEPT_THIRDPARTY_LICENSES Yes — Specify 1 to accept the license agreement for
3rd party components that Veeam
incorporates.

ACCEPT_REQUIRED_SOFTWARE Yes — Specify 1 to accept all required software

license agreements.

VBREM_LICENSE_FILE No - Path to the license file on the machine where
you want to upgrade Veeam Backup
Enterprise Manager. If you do not specify
this parameter (or leave it empty value),
Veeam Backup Enterprise Manager will be
upgraded using the current license file.

VBREM_LICENSE_AUTOUPDATE No 1 Specify 1 to enable automatic license update
and usage reporting. Specify 0 if you want to
update the license manually. For NFR and
Evaluation licenses, specify 1. For licenses
without ID information, specify 0.
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VBREM_SERVICE_PASSWORD No — Password for the account under which
Veeam Backup Enterprise Manager Service
will run.

VBREM_SQLSERVER_PASSWORD No — Password to connect to the SQL Server in the

SQL Server authentication mode.

REBOOT_IF_REQUIRED No 0 Specify 1 if you want to reboot the machine
where you install Veeam Backup Enterprise
Manager after the installation finishes.
Specify 0 if you do not want to reboot the
machine.

Note that you must specify 7in ACCEPT EULA, ACCEPT LICENSING POLICY,
ACCEPT THIRDPARTY LICENSESand ACCEPT REQUIRED SOFTWARE parameters to proceed with the
installation.

Upgrade Result Codes

The installation result is written into the installation log file located at your selected log folder. It may show one
of the following result codes:

Result

Code

0] success

1603 install failure
3010 reboot required
3011 logoff required
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Upgrade Error Codes

The installation error codes accompanied by their detailed description are displayed in the command line dialog.
They can also be found in the UnattendedInstallationResult $DATE% %TIME%.xml file in the log folder

(by default, c: \ProgrambData\Veeam\Setup\Temp). The error message may show one of the following error

codes:

Error
Code

n

12

13

14

101

102

103

104

105

106

107

108

109

Description

Installation has been completed successfully.

Product is already installed.

Uninstallation has been completed successfully.

Unable to start the setup program, because machine's reboot is pending.

Reboot is required to finalize prerequisites installation.

Reboot is required to finalize the product installation.

Logoff is required to finalize the product installation.

Failed to start the installer.

Invalid answer file provided.

Invalid launch conditions.

Failed to initialize setup properties.

Failed to validate setup properties.

System configuration check detected some issues.

Failed to install prerequisites.

Failed to install a databaseserver.

Failed to install the product.
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Error Description

Code

110 Failed to update the product.

11 Failed to change a service status.
112 Failed to uninstall the product.
113 Unexpected error occurred.

Uninstalling Enterprise Manager in Silent Mode

You can uninstall Veeam Backup Enterprise Manager in the silent mode with a special XML answer file by using
the command line interface. The answer file contains all the necessary uninstallation settings in the proper order
and their thorough description.

Before You Begin

Before starting the uninstallation of Veeam Backup Enterprise Manager in the silent mode, consider the
following:

e The user account that you use to run the silent uninstallation must be in the local Administrators group on
the machine where the silent uninstallation will run. The silent uninstallation cannot be run under the
LocalSystem and NetworkService accounts.

e If the user account that you use to run the silent uninstallation is logged on the machine using the
network logon method, the silent uninstallation will fail. To avoid this, use an additional
/SkipNetworkLogonErrors command line key.For example, it is required when the silent
uninstallation is started using a remote PowerShell session.

e When configuring the answer file, remove or comment out unused [Optional] parameters. Otherwise,
the uninstallation session will fail.

Uninstalling Veeam Backup Enterprise Manager

To uninstall Veeam Backup Enterprise Manager in the silent mode with the answer file, take the following steps:
1. Copy the EmAnswerFile uninstall.xml file to your local drive.

You can find the template answer file on the Veeam Backup & Replication installation disk in the
\Setup\Silent\AnswerFiles\EM folder.

2. Configure uninstallation parameters according to your needs. For details, see Configuration Parameters.

Check that the answer file has the correct bundle (Em) and mode (uninstall) specified in line 2:

<unattendedInstallationConfiguration bundle="Em" mode="uninstall" version=
"1.0">
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3. After you make all the necessary changes in your answer file, start the uninstallation by running the
Veeam.Silent.Install.exe file located on the Veeam Backup Enterprise Manager installation disk in
the \setup\Silent folder. Use the following command line keys in your command:

D:\Setup\Silent\Veeam.Silent.Install.exe /AnswerFile E:\MyAnswerFileEMInin
stall.xml /SkipNetworkLogonErrors

where:

o /AnswerFile — required key for specifying the pathto your custom answer file, for example:
E:\MyAnswerFileEMUninstall.xml.

o /SkipNetworkLogonErrors — optional key that allows skipping additional pre-installation
validations that do not work under the network logon, which will block the silent installation from
running.

o /LogFolder — optional key for specifying the path where the setup should save log files if it is
different from the default path. The default pathis: C:\ProgrambData\Veeam\Setup\Temp.

Configuration Parameters

The configuration file contains the following parameters:

REBOOT_IF_REQUIRED No Specify 1 if you want to reboot the machine where
you uninstall Veeam Backup & Replication after the
uninstallation finishes. Specify 0 if you do not want
to reboot the machine.

Uninstallation Result Codes

The installation result is written into the installation log file located at your selected log folder. It may show one
of the following result codes:

Result Result

Code

0 success

1603 install failure
3010 reboot required
3011 logoff required
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Uninstallation Error Codes

The installation error codes accompanied by their detailed description are displayed in the command line dialog.
They can also be found in the UnattendedInstallationResult $DATE% %TIME%.xml file in the log folder

(by default, c: \ProgrambData\Veeam\Setup\Temp). The error message may show one of the following error

codes:

Error
Code

n

101

102

103

12

13

Description

Product is already installed.

Uninstallation has been completed successfully.

Unable to start the setup program, because machine's reboot is pending.

Failed to start the installer.

Invalid answer file provided.

Invalid launch conditions.

Failed to uninstall the product.

Unexpected error occurred.
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Migrating Enterprise Manager from
Windows to Linux

You can migrate Enterprise Manager from a Microsoft Windows-based machine to a Linux-based machine. To
perform the migration, back up the Enterprise Manager configuration databaseand restore it to the Linux
machine where Enterprise Manager is already deployed.

Enterprise Manager migration preserves existing Enterprise Manager configurations including notification
settings, Enterprise Manager accounts and roles, retention settings for index files and event history, self -service
configurations for the Veeam Self-Service Backup Portal and vSphere Self-Service Backup Portal, SAML
authentication settings, directory account settings, key management settings and encryption keys.

Before You Begin

Before you migrate the Enterprise Manager configuration database from a Microsoft Windows-based machine to
a Linux-based, consider the following:

e Enterprise Manager of the same build must be installed on both the Microsoft Windows and Linux
machines. For deployment instructions, see Enterprise Manager Deployment on Linux and Enterprise
Manager Deployment on Windows.

e The Microsoft Windows installation of Enterprise Manager must use PostgreSQL as its configuration
database. If the databaseis based on Microsoft SQL Server, first migrate it to PostgreSQL. For details, see
Migrating Enterprise Manager from Microsoft SQL Server to PostrgeSQL.

e PostgreSQL must be set up and running on the source and target machines.

e Data that Enterprise Manager collects from backup servers (such as backup jobs, session logs, backed -up
objects and soon) is not migrated. This data will be collected again after the first data collection run after
migration. For details, see Collecting Data from Backup Servers.

e  After you successfully migrate Enterprise Manager to Linux, local Microsoft Windows users will not be
migrated (local Microsoft Windows groups may appear but cannot be used on Linux). Domain Active
Directory users and groups will be preserved if Veeam Software Appliance is joined to the same Active
Directory domain. The veeamadmin account will be automatically assigned the Enterprise Manager
Administrator role.

Performing Migration

To migrate Enterprise Manager from Microsoft Windows to Linux, you can use the Enterprise Manager Database
Migration utility. The utility supports both local (when the databaseis located on the same machine with
Enterprise Manager) and remote PostgreSQL databases (when the databaseis located on another machine).

The Enterprise Manager Database Migration utility comes with Veeam Backup Enterprise Manager and is located
on the Enterprise Manager server in the installation folder. The default pathis the following:

e On Microsoft Windows-based machine:

$PROGRAMFILES%\Veeam\Backup and Replication\Enterprise Manager\Veeam.EM.DB
.Migration.exe
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e On Linux-based machine:

/opt/veeam/vbem/Veeam.EM.DB.Migration.dll

To migrate Enterprise Manager, follow these steps:

1. On the Microsoft Windows machine, back up the Enterprise Manager configuration databaseto an EMCO
backup file. To create a configuration backup, use the veeam.EM.DB.Migration.exe application. The
utility requires access to the registry so you must run the command-Lline shell as administrator. In addition,
make sure that the account that you specify to authenticate against a PostgreSQL server is a superuser.

Veeam.EM.DB.Migration.exe /file:"C:\em configuration.emco" /backupemdataba
se /encryptionpassword:"Password&01l" /encryptionhint:"that password"

2. Transfer the backup file to the Linux machine where Enterprise Manager is deployed as part of Veeam
Software Appliance:

a. To enable SSH connection on the Linux machine, use Veeam Host Management. For details, see
Configuring Remote Access Settings.

b. To transfer the backup file, you can run, for example, the scp command on the Microsoft Windows
machine:

scp "C:\em configuration.emco" veeamadmin@em.example.com:/tmp/em config
uration.emco

3. Restore the configuration database on the Linux machine:

a. To request root access on the Linux machine, use Veeam Host Management. For details, see
Configuring Remote Access Settings.

b. To restore the configuration database from the backup file, run the veeam.EM.DB.Migration.d11l
application with the dotnet command:

# dotnet /opt/veeam/vbem/Veeam.EM.DB.Migration.dll /file:"/tmp/em confi
guration.emco" /restoreemdatabase /encryptionpassword:'Password&0l'

4. Update the configuration database name in the configuration file
/etc/veeam/veeam backup reporting.conf:

[DatabaseConfigurations]
SglActiveConfiguration=PostgreSql
[DatabaseConfigurations\MsSqgl]
[DatabaseConfigurations\PostgreSql]
SqlDatabaseName=VeeamBackupReporting 00

5. To apply the changes, restart all Enterprise Manager services using Veeam Host Management. For details,
see Performing Maintenance Tasks.

6. To enable Enterprise Manager to collect data from added backup servers, re-enter credentials for each
added backup servers. For details, see Editing Backup Servers.
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Utility Parameters

The table below describes the veeam.EM.DB.Migration parameters that you can use to migrate Enterprise
Manager from Microsoft Windows to Linux.

/? Displays help.
[file:<value> Specifies file name and location of an EMCO backup file.

/encryptionpassword:<value>  Specifies a password for backup file encryption.

/encryptionhint:<value> Specifies a hint for the encryption password.

/backupemdatabase Backs up the Enterprise Manager configuration databaseto an EMCO
backup file.

/restoreemdatabase Restores the Enterprise Manager configuration databasefrom an EMCO
backup file.

/initialcatalog:<value> Specifies a name of a target PostgreSQL database. The default value is
VeeamBackupReporting. If you skip the parameter, the default value is
used.

If a database with the specified name (or the default name) exists, the
utility addsan increment postfix to the database name, for example:
VeeamBackupReporting 0O, VeeamBackupReporting O1].

/verbose Enables verbose logging mode.
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Host Management

If you use Enterprise Manager on Linux, you can manage host configurations using the Veeam Host Management
console. The console allows administrators to perform configuration and maintenance tasks, including managing
network settings, server time, host users and roles, backup infrastructure, OS and Enterprise Manager updates,
maintenance operations, and security settings.
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About Veeam Host Management

Veeam Host Management is the component used to configure Veeam Software Appliance. You can perform
operations through the Veeam Host Management console that has a web Ul and text-based Ul (TUI). For more
information, see Accessing Veeam Host Management Console.

The following table describes operations available in the Veeam Host Management console.

Host Management Web Ul Host Management TUI

Network

Change the server name + +
Manage domain settings + -
Configure network interfaces + +

Configure multiple network

connections B *
Configure HTTP/HTTPS proxies — +
Server Time

Change the time zone + +
Configure time servers + +
Remote Access

Disable the Veeam Host + +
Management web Ul

Enable the Veeam Host - +
Management web Ul

Enable and disable SSH access + +
Open the root shell — +

Users and Roles
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Host Management Web Ul Host Management TUI

Add a Veeam Host Management user + —
Edit a Veeam Host Management user + —
Change the Host Administrator + +
password

Reset a Veeam Host Management + -

user password

Unlock a Veeam Host Management + —
user
Enable and disable multi-factor + —

authentication

Reset multi-factor authentication + —

Reset password recovery token for + —
Security Officer

Backup Infrastructure

Enable remote data collection + -
Update

Configure updates + -
Check for updates + —
Install updates + —
View update history + —

Maintenance

Manage Veeam services + -

Restart Veeam Software Appliance + +
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Host Management Web Ul Host Management TUI

View and export appliance events + —

Import and export Veeam + -
configuration files

Export a Veeam component list + -
Install Veeam components manually + —
Download Veeam logs + -
View certificate thumbprints + +
Generate new Veeam Host - +

Management web Ul certificates

Security
Approve and decline authorization + —
requests
View authorization request events + -
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Accessing Veeam Host Management
Console

You can log in to the Veeam Host Management console under a user account with either the Host Administrator
or Security Officer role.

During the Veeam Software Appliance installation, the following user accounts are created:
e veeamadmin — a default user account with Host Administrator permissions.

e veeamso — a default user account with Security Officer permissions. The account can log in only to the
Veeam Host Management web Ul. This account is available only if you configured it during the Initial
Configuration wizard. For details, see Configure Security Officer Account.

A Host Administrator can add additional user accounts to grant access to Veeam Host Management. For more
information, see Managing Users and Roles.

NOTE

User accounts are locked after three failed login attempts. For more information on how to unlock them,
see Unlocking Users.

Logging in to Web Ul

To log in to the Veeam Host Management web Ul, do the following:

1. In your web browser, navigate to the Veeam Host Management URL. The URL consists of an FQDN or IP
address of the server where the backup infrastructure component is installed, and the Veeam Host
Management port. For example, https://vbrsrv0l.tech.local:10443.

2. Specify user credentials with Host Administrator or Security Officer permissions.
3. Click Signin.
4. If you enable multi-factor authentication (MFA) for the user, specify the confirmation code and click OK.

NOTE
For Security Officer, MFA is enabled by default.
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®

Veeam Host Management

Signin

Logginginto TUI

To log in to the Veeam Host Management TUI, do the following:

1. Connect to the server where the backup infrastructure component is installed through a physical console
or a virtual remote console.

NOTE

You cannot log in to the Veeam Host Management TUI through SSH.

2. Specify user credentials with Host Administrator permissions.

TIP

To view the password, press [F1].

3. Press [Enter].
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4. If you enabled multi-factor authentication (MFA) for the user, specify the confirmation code and press
[OK].

Ueeam Host Management

Username: veeamadmin

Password:

F1 Show Password
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Configuring Network Settings

Users with Host Administrator permissions can perform the following operations within the network settings:
e Change the server name
e Manage domain settings
e Configure network interfaces

e Configure HTTP/HTTPS proxies

Users with Security Officer permissions cannot configure network settings.
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Changing Server Name

Before you change the server name, consider the following:

e If the serveris a part of the domain, remove the server from the domain first. For more information on
how to doit, see Managing Domain Settings.

e After you change the name, all services running on the server will be restarted.
If you use the Veeam Host Management web Ul, perform the following steps:
1. Log in to the Veeam Host Management web Ul as a Host Administrator.
2. In the management pane, click Network.
In the Hostname section, click Edit.

3
4. Specify a new server name.

5. Click OK.

If you use the Veeam Host Management TUI, perform the following steps:
1. Log in to the Veeam Host Management TUI as a Host Administrator.

2. Inthe main menu, select Host configuration > Hostname.
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3. Specify a new server name and press [Enter].

Ueeam Host Management

New hostname

Changing the hostname might cause problems.
Make sure this action is intentional.

Esc [Cancel Enter [Create
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Managing Domain Settings
In the Veeam Host Management web Ul, you can change domain membership of the server. To do this, perform
the following steps:

1. Log in to the Veeam Host Management web Ul as a Host Administrator.

2. In the management pane, click Network.

3. Inthe Domain section, select one of the following options:

o If the serveris not a part of a domain, click Change domain. Inthe Join Domain window, specify the
domain name and credentials with domain joining permissions. Then, click Save.

NOTE

Itis recommended to specify the domain name instead of the FQDN of a specific domain
controller. This can mitigate domain joining issues if this domain controller is unavailable for
some reason.

o If the serveris a part of a domain, click Leave domain and confirm the operation.

After you change the domain membership, all services running on the server will be restarted.

To specify additional DNS suffixes, click Configure next to the setting name.
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Configuring Network Interfaces

You can perform basic and advanced operations with network interfaces:
e Configure default network interface
e Manage network interfaces

e Configure multiple network connections — Virtual Local Area Networks (VLANSs), bonds, tunnels, and other
connection types

Configuring Default Network Interface

By default, Veeam Software Appliance uses one network interface that is configured automatically during the
installation. You can change the default configuration in the Veeam Host Management web Ul or TUI.

If you use the Veeam Host Management web Ul, perform the following steps:
1. Log in to the Veeam Host Management web Ul as a Host Administrator.
2. Inthe management pane, click Network.

3. Select the network adapterand click Edit.
4. Configure required settings and click Save.

TIP

To specify multiple DNS servers, separate them by a comma.

(%) Veeam Host Management Console

<)<

<)<

If you use the Veeam Host Management TUI, perform the following steps:
1. Log in to the Veeam Host Management TUI as a Host Administrator.
2. Inthe main menu, select Host configuration > Network.

3. Select the network adapterand press [Enter].

4. Select the Manualoption.
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5. Configure required settings and press [Apply].

Ueeam Host Management

ens33 settings
IP1 address:
IP4 mask:
IP4 gateway:
IP6 address:
IP6 gateway:
DNS list:

If you want to configure advance settings for the default network interface, do the following:
1. In the main menu, select Host configuration > Advanced network.

2. Select the network adapterand press [Edit].
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3. Configure required settings and press [OK].

Profile name =j=NK]
SN ens33 (BA:58:56:A5:94:808)

= ETHERNET
= 882.1X SECURITY

= IPwv4 CONFIGURATION <Automatic>
= IPv6 CONFIGURATIDN <Automatic>

[X] Automatically connect
[X] Available to all users

{Cancel> <DK>

Managing Network Interfaces

You can do the following operations with the network interfaces:
e Disable network interface
e Enable network interface

e Restart network services

Disabling Network Interface

You can disable a network interface in the Veeam Host Management web Ul and TUI.
If you use the Veeam Host Management web Ul, perform the following steps:

1. Log in to the Veeam Host Management web Ul as a Host Administrator.

2. In the management pane, click Network.

3. Select the network interface and click Disconnect.

NOTE

If you disable the only network interface, the connection to the Veeam Host Management web Ul will be
lost. You can enable the interface againin the Veeam Host Management TUI.
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(%) Veeam Host Management Console

S Koot

Home

Network
@ Overview
Host Seltings Hostname
4 Network vbrsrv01 Edt
G Time
Domain
Securty
Notjoined Change domain.

& Remote Access Aditons! DN suffves: Configurs.

8 Users and Roles
Inegratior / Bt & Disconnect
{ Backup ifrastructure

Adapter Name MAC Address Configuration Status.
£ Updates

ens33 00:50:56:A5:94:80 1Pv4 - Automatic: 172.24.28.28 IPv6 - Automatic: fd00acB:0:1810:0:8d...  Up
Suppor

O Logs and Services

If you use the Veeam Host Management TUI, perform the following steps:
1. Log in to the Veeam Host Management TUI as a Host Administrator.
2. Inthe main menu, select Host configuration > Network.

3. Select the network interface and press [Enter].

4. Select Disableand press[Enter].

Ueeam Host Management

Conf igure ens192
Auto (DHCF)

Manual (static)
D

Enter [Select

138 | Veeam Backup Enterprise Manager | User Guide | 13.0.1.1071



Enabling Network Interface

When you enable a network interface, consider the following:

e |f you use multiple network interfaces and want to enable one of them, you can do it in the Veeam Host
Management web Ul or TUI.

e If you disabled all network interfaces, you can enable them only in the Veeam Host Management TUI.
If you use the Veeam Host Management web Ul, perform the following steps:

1. Log in to the Veeam Host Management web Ul as a Host Administrator.

2. In the management pane, click Network.

3. Select the network interface and click Connect.
If you use the Veeam Host Management TUI, perform the following steps:

1. Log in to the Veeam Host Management TUI as a Host Administrator.

2. Inthe main menu, select Host configuration > Network.

3. Select the network interface and press [Enter].

4. Select Enableand press [Enter].

Ueeam Host Management

Conf igure ens192
Auto (DHCP)

Manual (static)
]

Enter [Select
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Restarting Network Services

To restart network services, perform the following steps in the Veeam Host Management TUI:
1. Log in to the Veeam Host Management TUI as a Host Administrator.

2. In the main menu, select Host configuration > Advanced network and press [F5].

Configuring Multiple Network Connections

In the Veeam Host Management TUI, you can use the nmtui tool to add multiple network connections including
VLANSs, bonds, tunnels, and soon. To do this, perform the following steps:

1. Log in to the Veeam Host Management TUI as a Host Administrator.
2. Inthe main menu, select Host configuration > Advanced network.
3. Press[Add].

4. Select the connection type and press [Create].

5. Configure specific settings for the selected connection type. For more information, see this Red Hat
article.

6. Press [OK].
TIP

To combine a network bond with a VLAN, create the bond first. Then, configure VLAN tagging. For more
information, see these Red Hat articles:

e Configuring a network bond by using nmtui
e Configuring VLAN tagging by using nmtui
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<Edit. ..

ens33

<{Delete>

>

1 New Commection |

:
Ethernet L}
Inf iniBand
Wi-Fi

Bond 4

Select the type of comnection you wish to create.

<Cancel> <Create>
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Configuring HTTP/HTTPS Proxies

In the Veeam Host Management TUI, you can configure HTTP/HTTPS internet proxies. To do this, perform the
following steps:

1. In the main menu, select Host configuration > HTTP proxy.

2. Specify required proxy settings and press [Ok].

Ueeam Host Management

Proxy settings
HTTP proxy: | Fort:
HTTPS proxy: [ Fo-t:
Mo proxy for:

[0k1 [Cancell
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Configuring Server Time Settings

Users with Host Administrator permissions can perform the following operations within the server time settings:
e Change the timezone
e Change the default time server
e Adding time servers

e Delete time servers

Users with Security Officer permissions cannot configure server time settings.

Changing Timezone

In the Veeam Host Management web Ul, you can change the timezone of the server where the backup
infrastructure component is installed. To do this, perform the following steps:

1. In the management pane, click Time.

2. Inthe Server Time section, select the required timezone and click Update.

(% Veeam HostManagement Console

Time
R Overview
Hostsetings Server Time

& Network Server Time: 8/14/2025, 09:56 AMGMT

Timezsne: EuropefBerin v | upsate
® Time

98 Remote Access () SyncNow + Add 2 Edit

25 Users and Roles:
Sarver Type

egatin
[ Backup nfrastrucre

5 Updates

B Logs and Services

Changing Default Time Server

By default, Veeam Software Appliance uses one NTP server time.nist.gov that is configured automatically during
the installation. You can change the default time server in the Veeam Host Management web Ul or TUI.

If you use the Veeam Host Management web Ul, perform the following steps:
1. In the management pane, click Time.
2. To change the default time server, select the name of the server and click Edit.
3. Specify the name and the type of the time server. Enable the NTS support if required.

4. Click Save.
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5. To synchronize server system time with the new time server, click Sync Now.

(®) Veeam Host Management Console

- (oo

) Network Time Securiy (NTS) support

If you use the Veeam Host Management TUI, perform the following steps:

1.
2.

In the main menu, select Host configuration > Time.

Select the name of the server and press [Enter].

Configure required settings:
o In the Address field, specify the name of the time server.
o Enable the NTS support if required.

Press [Ok].
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5. To check the status of the time server, press [Status].

Ueeam Host Management

Time settings
Thu fug 14 13:43:89 UTC 26825
server time.nist.gov iburst maxpoll 16

Edit server address
time.nist.gou

[ 1 Enable NTS support

[Status] [Sync]l [Add] [Deletel [0kl [Cancell

Adding Time Servers
You can add several time servers in the Veeam Host Management web Ul or TUI.

NOTE
Veeam Software Appliance supports NTP and public NTS time servers. It is recommended to use a minimum
of 3 to mitigate timing issues.
If you use the Veeam Host Management web Ul, perform the following steps:
1. In the management pane, click Time.
2. Click Add.
3. Specify the time server settings:
o Inthe NTP Server field, specify the name of the time server.
o From the Typedrop-down list, select the type of the time server:
= Server— Asingle time server.
= Pool — A pool of public time servers.
o Enable the NTS support if required.

4. Click Save.
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5. To synchronize server system time with time servers, click Sync Now.

(®) Veeam HostManagement Console

E 8

(7] Network Time Security (NTS) support

If you use the Veeam Host Management TUI, perform the following steps:
1. In the main menu, select Host configuration > Time.
2. Press[Add].
3. Specify the time server settings:
o In the Address field, specify the name of the time server.
o Enable the NTS support if required.
4. Press [Ok].
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5. To synchronize server system time with time servers, press [Sync].

Ueeam Host Management

Time settings

Thu Aug 14 18:15:21 UTC 2825
server time.nist.gov iburst maxpoll 16

Add server address
Address:

[ 1 Enable NTS support

[Status] [Sync]l [Add] [Deletel [0kl [Cancell

Deleting Time Servers

You can delete time servers in the Veeam Host Management web Ul or TUI.
If you use the Veeam Host Management web Ul, perform the following steps:
1. In the management pane, click Time.

2. Select the time server and click Remove.

veeamadmin

(#) Veeam Host Management Console & Leetieinin
Home .

Time
R overview
Host Settngs Server Time
1 Network Server Time: 8f14/2025, 01:46 PM GMT
® Time Timezone: EeuTC o
{8 Remote Access (2 syneNow + Add F Edt [ Remove
85 Users and Roles. @

agaten
poolrtporg
£ Backup nfrastcture
tme.nistgov
59 Updates

Suppor

O Logs and Services

Type
pool

server
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If you use the Veeam Host Management TUI, perform the following steps:
1. In the main menu, select Host configuration > Time.

2. Select the time server and press [Delete].

Ueeam Host Management

Time settings

Thu Aug 14 13:51:49 UTC 2825
server time.nist.gov iburst maxpoll 16
server pool.ntp.org iburst

[Status] [Syncl [ﬂdd]mwk] [Cancel]
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Configuring Remote Access Settings

Users with Host Administrator permissions can perform the following operations within the remote access
settings:

e Enable and disable access to the Veeam Host Management web Ul

e Enable and disable SSH access

Users with Security Officer permissions can approve or reject requests from Host Administrator users for
temporary access to the root shell. For more information, see Managing Root Shell Access.

Managing Access to Veeam Host Management Web Ul

By default, you can configure Veeam Software Appliance through the Veeam Host Management web Ul. If you
want to disable web Ul access, perform the following steps:

e If you use the Veeam Host Management web Ul, do the following:

a. In the management pane, click Remote Access.

b. Set the Host management Web Ul toggle to Off.

NOTE

If you disable web Ul access, all active Veeam Host Management web Ul sessions will be closed. You
can enable web Ul access againin the Veeam Host Management TUI.

[® Veeam Host Management Console

Remote Access

Remote Access

Intagration

£l Backupinfrastructure
2 Updates
Support

B LogsandSenvices

e If you use the Veeam Host Management TUI, do the following:
a. In the main menu, select Remote access configuration.
b. Select Disable web Ul, press [Enter] and confirm the operation.

NOTE

If you disable web Ul access, all active Veeam Host Management web Ul sessions will be closed. You
can enable web Ul access againin the Veeam Host Management TUI.
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Disable web UI
Enable SSH server
Request shell access

Info

Ueeam Host Management

Press <Enter> to disable host management web UI.

Press <F1> to generate new certificates.

Disable host management

gement web UI is rumming.
web UIT |bprint:
3DCS CDD3

DC1B 5C9F
6189 ABF3

BE11 73DB

Application thumbprint:

582C CZFA DbAd 4E9A
3C4A B1B? 31C8 E4DA
4C49 4669 CEE1 F957
63BB C111 97AB B6ID

To enable web Ul access in the Veeam Host Management TUI, perform the following steps:

1. In the main menu, select Remote access configuration.
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2. Select Enable web Ul and press[Enter].

Ueeam Host Management

Enable web UI Press <Enter> to enable host management web UI.
Enable SSH server
Request shell access Press <F1> to generate new certificates.

Host management web UI is disabled.
Host thumbprint:

9415 1581 3DC5 CDD3
88C4 BB4@ DC1B S5CIF
C323 232E 6189 ABF3
2884 7188 BE11 73DB

Application thumbprint:

582C CZFA D6A4 4E9A
3C4n B1B? 31CA E4DA
4C49 4669 CEE1 F957
6368 C111 97AB B69D

Managing SSH Access

By default, you cannot connect to Veeam Software Appliance through SSH. If required, you can enable SSH
access in the Veeam Host Management web Ul or TUI.

If you did not configure the Security Officer account during the Veeam Software Appliance installation, SSH
access will be available immediately. If you configured the Security Officer account, SSH access will be available
after the Security Officer approves the request.

If you use the Veeam Host Management web Ul, perform the following steps:

1. In the management pane, click Remote Access.
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2. Set the SSH Server toggleto On.

veeamadmin
& et e

(%) Veeam Host Management Console
Remote Access

Host Seltings Remote Access

By Backup nfrastructure

# Updates

If you use the Veeam Host Management TUI, perform the following steps:
1. In the main menu, select Remote access configuration.

2. Select Enable SSH server and press [Enter].

Ueeam Host Management

Disable web UL Press <Enter> to request SSH access.

Enmable 3SH server
Request shell access

NOTE

If you disable SSH access, all active SSH sessions will be closed.
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Managing Root Shell Access

For troubleshooting or other specific purposes, you can use the Veeam Host Management TUI root shell.

IMPORTANT
Consider the following:

e You cannot access the TUI root shell through SSH. Only local connection through a physical console
or a virtual remote console is supported.

e The Host Administrator does not get root privileges. The TUI shell runs under the root account.

e Use the TUI root shell carefully when you run any commands or change configuration files. Custom
configurations are not supported by Veeam.

If you did not configure the Security Officer account during the Veeam Software Appliance installation, users
with Host Administrator permissions have permanent access to the TUI root shell. To run the TUI root shell,
perform the following steps:

1. Log in to the Veeam Host Management TUI.
2. Inthe main menu, select Remote access configuration.
3. Select Enter shelland press [Enter].

If you configured the Security Officer account during the Veeam Software Appliance installation, users with Host
Administrator permissions must request temporary access to the TUI root shell. To do this, perform the
following steps:

e If you use the Veeam Host Management web Ul, do the following:

Q

. Log in to the Veeam Host Management web Ul.
a. In the management pane, click Overview.

a. In the Quick Actions section, click Request root access.

Veeam Host Management Console

Overview
A overview

Hos Setings Quick Actions.

£1 Networic /2 Ghange Password (5 Request root access

G Tme Remote Access

Secury fware Appliance Type:

3 Remote Access SSH Server: Disabled

Certficate thumbprints: Show
&3 Users and Roles
Last login veeamadmin at 8/14/2025 6:11:23 PM

Integration
Networks

£ Backupinfrasiructure
ens33: Pd - Automatc: 72242828

9 Updates PV - AutemaicsT0003CTB CHE100:8086:2028:5CE0

" Time Settings

B Logsand Senvices. NTP Server: time nistgov
Time: 8/14/2025, 06:30 PM GMT

e If you use the Veeam Host Management TUI, do the following:
a. Log in to the Veeam Host Management TUI.

a. In the main menu, select Remote access configuration.
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a. Select Request shell access, press [Enter] and confirm the operation.

Ueeam Host Management

Disable web UI Press <Enter> to request access shell.
Enable 5SH server

Request shell Access

If the Security Officer approves the request, access to the TUI root shell will be granted for 8 hours from the
first login. The access is not revoked after activity timeouts.
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Managing Users and Roles

This section describes how to configure local Veeam Software Appliance users.
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Configuring Users

Users with Host Administrator permissions can perform the following operations related to configuring local
Veeam Software Appliance users:

e C(Create, edit, and remove user accounts
e Assign roles
e Enable and disable multi-factor authentication

Users with Security Officer permissions cannot configure local users.

User Roles

The following table describes roles you can assign to the local users.

_

Host Administrator ~ Can perform all administrative activities in the Veeam Host Management web Ul and
TUI:
e Configure network settings
e Configure server time settings
e Configure remote access settings
e Manage users and roles
o Configure backup infrastructure integrations
e Manage software updates
e Perform maintenance tasks

The default Host Administrator account is veeamadmin.

Security Officer Can perform the following operations in the Veeam Host Management web Ul:

e Reset user passwords

e Reset user multi-factor authentication
e Manage authorization requests

e Manage password recovery tokens

e Manage configuration backups

e Exportevents

Security Officer does not have access to the Veeam Host Management TUI.

The default Security Officer account is veeamso.
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_

User Manages backup and restore operations in accordance with the assigned backup server
role. Use this role to create backup console users when the Veeam Software Appliance
is not joined to a domain.

User must reset their password at first sign-in.

Has limited permissions to the system and no access to the Veeam Host Management
console.

Service Account Provides credentials for standalone backup agents and plug-ins to authenticate with
the backup server.

Service Account cannot be used for interactive logons to management consoles and
does not require password rotation.

Has limited permissions to the system and no access to the Veeam Host Management
console.

To create a new user, perform the following steps:
1. Log in to the Veeam Host Management web Ul as a Host Administrator.
2. In the management pane, click Users and Roles.
3. Click Add.

4. At the User step of the wizard, specify the name of the user, a password, and a description.
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NOTE
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Consider the following:

e The password must meet the following requirements:
o 15 characters minimum.
1 upper case character.
1 lower case character.
1 numeric character.
1 special character.
No more than 3 characters of the same class in a row. For example, more than 3
lowercase or 3 numerical characters in sequence.
o Passwords stay valid for 60 days. When a password expires, a user will need to specify a
new one that follows requirements.
o After you add the user, you cannot change its name.

O O O O O

o Click Next.

o At the Role step of the wizard, select the role and click Next. You can assign only one role
to the user.

o At the MFA step of the wizard, enable or disable multi-factor authentication for the user
and click Next.

NOTE
Consider the following:

o If you add a user with the Security Officer role, you cannot disable MFA.
o If you add a user with the User or Service Account role, this step will be skipped.

o At the Summary step of the wizard, review the data and click Finish.

Editing Users

To edit a user, perform the following steps:

1. Log in to the Veeam Host Management web Ul as a Host Administrator.
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2. In the management pane, click Users and Roles.
3. Click Edit.

4. Change the description and the role if necessary. For Host Administrator accounts, you can
also enable or disable multi-factor authentication.

5. Review the data and click Finish.

User

‘Speciy a username, password and provide an optional description for
this account

Usemame: | userl

Description: | Additional host administrator.

Removing Users

To remove a user, perform the following steps:
1. Log in to the Veeam Host Management web Ul as a Host Administrator.
2. In the management pane, click Users and Roles.
3. Select the user, click Remove and confirm the operation.

NOTE

You cannot remove the default veeamadmin and veeamsouser accounts.
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Enabling Multi-Factor Authentication

To enable multi-factor authentication for Host Administrator accounts, perform the following steps:
1. Log in to the Veeam Host Management web Ul as a Host Administrator.
2. In the management pane, click Users and Roles.
3. Select the user.

4. Click Settings >Enable MFA.

For Security Officer accounts, multi-factor authentication is always enabled.

[®) Veeam Host Management Console

Home

Users and Roles
() Overview
Host Settings. Usemame Q = Fiter(None) + Add 2 Edit W Remove £33 Settings A~

Network

2 & Unlock user s

Usemame Role MFA Description Status
53 Time

veeamacmin Host Admin Enabled 2 Change password oo Liost Management administrator.  Active
Security

veeamso Security Officer Enabled [ Enable MFA Veeam Host Management security officer.  Active
3 Remote Access @

userl Host Admin Disabled ©) ResetMFA ‘Additional host administrator. Active

& Users and Roles

Integration
£ Backup Infrastructure
£ Updates

Support

[ Logs and Services

Disabling Multi-Factor Authentication

To disable multi-factor authentication for Host Administrator accounts, perform the following steps:

1. Log in to the Veeam Host Management web Ul as a Host Administrator.
2. In the management pane, click Users and Roles.
3. Select the user.

4. Click Settings > Disable MFA.

For Security Officer accounts, multi-factor authentication cannot be disabled.
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(%] Veeam Host Management Console

Home

Users and Roles
Q) Overview
Host Settings. Usemame Q = Fiter(None) + Add 2 Edit W Remove  £53 Settings ~

Network

2 & Unlock user A

Usemame Role MFA Description Status
5 Time

vesamadmin Host Admin Enabled 2 Change password oo Liost Management administrator.  Active
Security

veeamso Security Officer Enabled [ Disable MFA Veeam Host Management security officer.  Active
3 Remote Access

user! Host Admin Enabled A ‘Additional host administrator. Active
8¢ Users and Roles 0 Reset P

Integration
Ep Backup Infrastructure
£ Updates

Support

[ Logs and Services
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Performing Initial Security Officer Login

When you first log in to the Veeam Host Management as a Security Officer, perform the following steps:
1. Log in to the Veeam Host Management web Ul.
2. Specify a new password that meets the following requirements:

o 15 characters minimum.

1 upper case character.

o

o 1lower case character.
o 1 numeric character.
o 1special character.

o No more than 3 characters of the same class in a row. For example, more than 3 lowercase or 3
numerical characters in sequence.

Security Officer Initialization Wizard

© Password Change password
You must change your password now.

m Canee!

3. Click Next.
4. Configure multi-factor authentication:

a. Open your authentication application. Enter the code or scan the QR code.
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b. Specify the one-time code provided by the application.

Security Officer Initialization Wizard

© Password Configure multi-factor authentication (MFA)

© Multi-factor authentication 1. Use your authenticator app to scan QR code below:
(MFA)
Alternatively, enter the following key manually:

34GFGYKN7QXGFALAYXDC7CIKEM

2. Enter the one-time password shown in your app:

563386

Ciick Next to apply the newly configured password, MFA settings and recovery token to the system.

5. Copy the recovery token and save it in a secure place.

Security Officer Initialization Wizard

© Recovery Token Recovery Token
The recovery token below can be used to restore access to your account. Write it down and store itin a
safe place.

2bbf894f-2ae1-4fe0-ad09-21ceca2039e9

6. Click Finish.
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Managing User Authentication

Users with Host Administrator permissions can perform the following operations related to authentication of the
tocal Veeam Software Appliance users:

e Change own password

e Unlock users

e Reset multi-factor authentication
e Reset user passwords

Users with Security Officer permissions can only approve authorization requests to reset user passwords. For
more information, see Performing Security Officer Tasks.

Changing Own Password

A Host Administrator can change a password in the Veeam Host Management web Ul or TUI:
e Inthe Veeam Host Management web Ul, do the following:
a. Log in to the Veeam Host Management web Ul as a Host Administrator.
b. In the management pane, click Users and Roles.
c. Select the user.
d. Click Settings > Change password.

e. Specify the current password and a new password and click Apply.

Password Reset

Reset the password for user veeamadmin and click apply to proceed.

e In the Veeam Host Management TUI, do the following:

a. Log in to the Veeam Host Management TUI as a Host Administrator.

b. In the main menu, select Change password.
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c. Specify a new password and press [Enter].

Ueeam Host Management

Change password of [veeamadminl

New passvord:  [EEIEIEETTN

Conf irm password : B ——" I

NOTE

If you are the only Host Administrator and have authentication issues, see Resetting Passwords.

Unlocking Users

Users are locked after three failed login attempts. Consider the following:

e If you did not configure the Security Officer account during the Veeam Software Appliance installation, the
user will be automatically unlocked in 15 minutes. Alternatively, you can unlock the user manually.

e |f you configure the Security Officer account, the user will not be automatically unlocked. You can unlock
the user only manually.

To unlock the user manually, perform the following steps:
1. Log in to the Veeam Host Management web Ul as a Host Administrator.
2. In the management pane, click Users and Roles.

3. Select the user.
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4. Click Settings > Unlock user.

[®] Veeam Host Management Console O veeamadmin

© Host Admin

Home

Users and Roles
() Overview
Host Settings. Username Q = Filter (None) ~ + Add /7 Edit  Ti] Remove 33 Settings ~
£ Network

& Unlock user -

Username Role MFA &) pescription Status
G Time

veeamadmin Host Admin Enabled & Changepassword \eoam iost Management administrator.  Active
Security

veeamso Security Officer Enabled [& Disable MFA Veeam Host Management security officer. ~ Active
£33 Remote Access

userl Host Admin Enabled ) ResetMFA Additional host administrator. Active

& Users and Roles

Integration

[ Backup Infrastructure
£2 Updates
Support

B Logsand Services

You can also unlock the user by resetting the password. For more information, see Resetting Passwords.

Resetting Multi-Factor Authentication

To reset multi-factor authentication for Host Administrator accounts, perform the following steps:

—_

Log in to the Veeam Host Management web Ul as a Host Administrator.

2. In the management pane, click Users and Roles.

w

Select the user.

»

Click Settings > Reset MFA.

o veeamadmin

[®) Veeam Host Management Console & loaran
Home

Users and Roles
() Overview
Host Settings Usemarme Q= Filter(None) + Add /7 Edit [ Remove £33 Settings ~
£ Network

& Unlock user -

Username Role MFA Description Status
5 Time

veeamadmin Host Admin Enabled p Change password Veeam Host Management administrator. Active
Security

veeamso Security Officer Enabled [& Disable MFA Veeam Host Management security officer. ~ Active
£33 Remote Access

userl Host Admin Enabled ) ResetMFA Additional host administrator. Active
&3 Users and Roles &

Integration

[g Backup Infrastructure
£2 Updates
Support

B Logsand Services

Alternatively, you can reset multi-factor authentication through the password reset operation. For more
information, see Resetting Passwords.
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NOTE

A Host Administrator cannot reset multi-factor authentication for Security Officers. To do this, a Security
Officer must use a recovery token. For more information, see Using Recovery Token.

Resetting Passwords

A Host Administrator can reset passwords for users including other Host Administrators to solve the following
authentication issues:

e A user account is locked after three failed login attempts
e Auser lost or forgot their password

e A user lost or change a mobile device with the mobile authentication application and does not have a code
for multi-factor authentication

NOTE
A Host Administrator cannot reset passwords for Security Officers. To do this, a Security Officer must use a
recovery token. For more information, see Using Recovery Token.
To reset a user account password, perform the following steps:
1. Log in to the Veeam Host Management web Ul as a Host Administrator.
2. In the management pane, click Users and Roles.
3. Select the user.
4. Click Settings > Change password.

5. Specify a new password and click Apply. After password reset, the user will also need to set up multi-
factor authentication.

Password Reset

Reset the password for user user! and click apply to proceed.
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If you are the only Host Administrator and you have authentication issues, you can reset your password in one of
the following ways:

e If you did not configure the Security Officer account during the Veeam Software Appliance installation,
you can only use Veeam LiveOS to restore access to the Veeam Host Management console. For more
information, see this KB article.

e If you configured the Security Officer account, you can reset the Host Administrator password through the
authorization request. To do this, perform one of the following operations:

o On the Veeam Host Management web Ul sign-in page, click Forgot password?, specify your user name
and click Submit.

o On the Veeam Host Management TUI logon screen, specify your user name and press [F2].

After the Security Officer approves the request, the next time you log in you will also need to set up
multi-factor authentication.

®

Veeam Host Management
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Configuring Backup Infrastructure Settings

By default, other Veeam monitoring and data management solutions including Veeam ONE, Veeam Recovery
Orchestrator and Veeam Service Provider Console cannot install their agents on Veeam Software Appliance. To
allow this operation, perform the following steps:

1. Log in to the Veeam Host Management web Ul as a Host Administrator.
2. In the management pane, click Backup Infrastructure.
3. Inthe Data Collection section, click Submit Request:

o If you did not configure the Security Officer account during the Veeam Software Appliance
installation, remote connections for Veeam Agents will be allowed immediately for 60 minutes.

o If you configured the Security Officer account, remote connections for Veeam Agents will be allowed
for 60 minutes after the Security Officer approves the request.

If required, you canrevoke permission before expiration. To do this, click Revoke.

(%) Veeam HostManagement Console

Backup Infrastructure
R Overview

Host Settings Data Collection
£ Network Allow this host to be registeredin remote manitoring and management systems.

Revoke

& Time
Request oxires: 811412025 10:57:12 P

8 Remote Access

&5 Users and Roles.

B Backup nfrastrucure

£ Updates

O Logs and Services

170 | VeeamBackup Enterprise Manager | User Guide | 13.0.11071



Managing Updates

For more information on how to check for and install Veeam Software Appliance updates through Veeam Host
Management console, see Veeam Software Appliance Update.
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Performing Maintenance Tasks

Users with Host Administrator permissions can perform the following maintenance tasks:

e Start, stop and restart Veeam services

Restart Veeam Software Appliance

e Import and export configuration files

e Managing Veeam components

e View and export Veeam Software Appliance events
e Download logs

e Generate new certificate for the Veeam Host Management web Ul

Managing Veeam Services

You can monitor and manage Veeam services in the Veeam Host Management web Ul. To view the list of the
Veeam services, log in to the Veeam Host Management web Ul as a Host Administrator and click Logs and
Servicesinthe management pane. Then, click on the Services tab.

For more information, see Enterprise Manager Components.

© veeamadmin
© Host Admin

[# Veeam Host Management Console

Home

Logs and Services
() Overview
Services Host Configuration Components Events Logs
Host Settings ——
£ Network
Name Q  State: Al ® @
G Time
Securlty
ecurity 3t Restart [> stat [ Stop
32 Remote Access
88 Users and Roles Name 1 State Description
Selected: 0of 27
Integration
[} veeam-platform-service-ahv.service ® Running Veeam Nutanix AHV Platform Service
[l Backup Infrastructure
[] veeam-platform-service-aws service (® Running Veeam AWS Service
£ Updates
[} veeam-platform-service-azure.service ® Running Veeam Microsoft Azure Platform Service
Support
["] veeam-platiorm-service-kasten.service (® Running Veeam Kubernetes Service
B Logsand Services
[[] veeam-piatform-service-pve service (® Running Veeam Proxmox Virtual Envirenment Platform Service
[} veeam-platform-service-scp.service ® Running Veeam Scale Computing HyperCore Platform Service
[} veeam-updater-package-manager.service (® Running Veeam Updater package manager
["] veeam-updaterservice ® Running Veeam Updater
["] veeambackupsve.service (® Running Veeam Backup Service -

Restarting Appliance

You can restart Veeam Software Appliance in the Veeam Host Management web Ul or TUI.
If you use the Veeam Host Management web Ul, perform the following steps:

1. Log in to the Veeam Host Management web Ul as a Host Administrator. For more information, see
Accessing Veeam Host Management Console.

2. Inthe management pane, click Logs and Services.
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3. On the Host Configuration tab, click Restart now.

o veeamadmin
[®) Veeam HostManagement Console S tHosthdmin
Home .
Logs and Services
() Overview
— Services Host Configuration Components Events Logs
41 Network
Server
5 Time
Restartnow  This action will restart the host immediately.
Security
€3 Remote Access Configuration Files
&3 Users and Roles
Filename Q
Integration
[ Backup Infrastructure
£2 Updates Filename Modification Date
S Jete/VeeamAgentConfig /17/2025 12:48:18 PM
B Logsand Services fetc/hosts MN7/2025 4:10:13 PM
Jetc/krb5.conf 1/5/2024 1:52:00 PM
Jetc/veeam-updater/appsettings.json 10/30/2025 2:31:15 PM
Jete/veeam/explorerstandbyservice/config.ini not available
Jete/veeam/identity-service-connection.conf 1/18/202512:13:33 PM

If you use the Veeam Host Management TUI, in the main menu, select Reboot system and press [Enter].

Ueeam Host Management

Host configuration Press <Enter> to reboot.
Remote acce conf iguration

Change password

Reboot system

Sign out

Shutdown

Managing Configuration Files

You can export and import required configuration files to customize Veeam Software Appliance configuration.
To do this, perform the following steps:

1. Log in to the Veeam Host Management web Ul as a Host Administrator. For more information, see
Accessing Veeam Host Management Console.

173 | Veeam Backup Enterprise Manager | User Guide | 13.0.1.1071



2. In the management pane, click Logs and Services.

3. Onthe Host Configuration tab, select the file in the Configuration Files section and click Export.

4. After you edit the file and update configuration parameters, click Importtoupload the updated file. To

apply new configuration, you may need to restart the service or the server.

[ Veeam Host Management Console

Home

Logs and Services
() Overview

Services Host Configuration Components Events Logs
Host Settings
£ Network

Server
G Time

Restartnow  This action will restart the host immediately.
Security
€3 Remote Access Configuration Files
&3 Users and Roles

Filename Q
Integration
1 import L Export

[ Backup Infrastructure
£9 Updates Filename Modification Date

Jetc/veeam/veeam_hostmanager.ini not available
Support

Jetc/veeam/veeam_mount_service.conf T/18/202512:13:32 PM

B Logsand Services

o veeamadmin _,
© Host Admin

Jetc/veeam/veeam_threat_hunter.conf T1/17/2025 3:02:50 PM

Jetc/veeam/veeamdeployment.conf 11/18/2025 12113:31 PM

Jete/veeam/veeamenvironment.conf not available
Jetc/veeam/veeamguestinteraction.conf 1/17/2025 3:02:29 PM
letc/veeam/veeamimmurepo.conf not available

Managing Veeam Components

You can manage components installed on the Veeam Software Appliance. To view the list of components, log in
to the Veeam Host Management web Ul as a Host Administrator and click Logs and Services inthe management

pane. Then, click on the Components tab.

Components and their versions are updated automatically when you add backup infrastructure components
through the Veeam Backup & Replication console or install updates and hotfixes. You can also add a component

manually. To do this, click Add component, selectan installation package and click Upload.
To export all components in the CSV format, click Export.

[# Veeam Host Management Console

Home

Logs and Services
() Overview
Services Host Configuration Components Events Logs
Host Settings
£ Network
Name Q
5 Time
Securty ©) Addcomponent L Export
€33 Remote Access
85 Users and Roles Name Version
B Veeam Backup &Replication 1301180
ntegration
s Veeam D Service 1301180
2 Updates Veeam Updater 1210.25
Veeam Host Management Console 1301106
Support
B Logs and Services Veeam Plug-in for Nutanix AHV 1390212
Veeam Plug-in for AWS 13100.225
Veeam Plug-in for Microsoft Azure 1382230
Veeam Plug-in for K10 132160
Veeam Plug-In for Proxmox VE 1330237
Veeam Plua-in for Scale Comouting HberCore 1320245
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Viewing Appliance Events

You can monitor system, security, configuration and other types of events occurred on the Veeam Software
Appliance. To view the list of events, log in to the Veeam Host Management web Ul as a Host Administrator and
click Logs and Services inthe management pane. Then, click on the Events tab.

To export all events in the CSV format, click Export.

o veeamadmin _,
< Host Admin

[# Veeam Host Management Console

Home

Logs and Services
A Overview
Services Host Configuration ‘Components Events
Host Settings
£ Network
Event Q= Filter (None) AlTime | Export
G Time
Security Event Date | Type Details. Username
€3 Remote Access Create external manager installation req...  11/18/2025 3:28:13 PM Configuration — veeamadmin
&8 Users and Roles Set lockdown mode 11/18/2025 3:27:48 PM Configuration — ‘veeamadmin
Integration Set lockdown mode 1/18/2025 3:25:49 PM Configuration - ‘veeamadmin
& p Set MFA status for the user, 1/18/2025 2:50:05 PM Security For Veeam
52 Updates Set MFA status for the user. /18/2025 2:42:34 PM Security For Veearn
Support User Login. 1/18/2025 2:40:43 PM Security Logged in with password only. veeamadmin
B Logsand Services User Logout. 1/18/2025 1:46:03 PM Security = veeamadmin
Set MFA status for the user, 1/18/2025 1:31:49 PM Security For Veeam Administrator user! ‘veeamadmin
Set MFA status for the user, 1/18/2025 1:29:04 PM Security For Veeam Administrator user! veeamadmin
Create user 1/18/2025 1:25:54 PM Security New account: Veeam Administrator userl  veeamadmin
Check new username 11/18/2025 1:24:10 PM Security For user with name user! ‘veeamadmin

Downloading Logs

For troubleshooting, you can download all Veeam logs as an archive file. To do this, perform the following
steps:

1. Log in to the Veeam Host Management web Ul as a Host Administrator. For more information, see
Accessing Veeam Host Management Console.

2. In the management pane, click Logs and Services.
3. Onthe Logstab, click Create support logs bundle.

4. To include operating system and Veeam logs to the archive, make sure that the Include application logs
check box is selected. You can also select the Include configuration database check box to add a
configuration databasefile to the archive.

5. Click OK.

6. When the archive is prepared, click Download.

7. After you download the archive, you can delete it from the server. To do this, click Remove.
TIP

For more information on how to attach logs to a Veeam support case, see this KB article.
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[#) Veeam Host Management Console S :5?»":&”“ ki

Home s

Logs and Services
() Overview

Services Host Configuration Components Events Logs
Host Settings —
£1 Network

Support Bundle
G Time .

~+ Create support bundle No support bundia ie neanarad 97 Nowninar - Til Damoue
Secuity Create Support Bundle X
&3 Remote Access Product information

Collects JeOS logs required for trol base appliance functionality. Depending on the

&2 Users and Roles Build number: 13.01106 issue, our Customer Support may also require appiication logs and the configuration database.

Integration Include configuration database

Technical documentation: Veeam Help Center
Bl el Include application logs
; u ure

P Community resources:  Veeam R&D Forums

£2 Updates Technical support: Veeam Customer Port n Cancel

Support

B Logs and Services

Generating Certificates

In the Veeam Host Management TUI, you can generate new certificate for the Veeam Host Management web Ul.
To do this, perform the following steps:

1. Log in to the Veeam Host Management TUI as a Host Administrator. For more information, see

2. Inthe main menu, select Remote access configuration.

3. Press [F1] to generate new certificate. The web service will be restarted.

Ueeam Host Management

Disable web UI Press <Enter> to disable host management web UI.
Enable S5H server
Request shell access Press <F1> to generate new certificates.

Host management web UI is rumning.
Host thumbprint:

9415 1581 3DC5 CDD3

868C4 BB4@ DC1B SCIF

C323 232E 6189 ABF3
£884 7188 BE11 73DB

Application thumbprint:

582C CZFA DbAd 4E9nA
3C4n B1B? 31CA E4DA
4C49 4669 CEE1 FI57
6388 C111 97AB B6ID

176 | Veeam Backup Enterprise Manager | User Guide | 13.0.11071



Performing Security Officer Tasks

Users with Security Officer permissions can perform the following tasksin the Veeam Host Management web Ul:
e Approve or decline authorization requests
e View authorization request events
e Reset own password
e Reset MFA
e Reset password recovery token
e Use password recovery token to resolve authentication issues
e View and export Veeam Software Appliance eventsManaging Authorization Requests
You can approve or decline the following requests from Host Administrators:
e Enable SSH
e Stop a Veeam service
e Grant temporary root access
e Reset password for the locked user
e Import configuration files
e Change a domain membership
e Add a Security Officer account

e Allow remote connections for Veeam AgentsTo manage authorization requests, perform the
following steps:

1. Log in to the Veeam Host Management web Ul as a Security Officer
2. In the management pane, click Overview.

3. Select the request and click Approve or Decline.

[®) Veeam Host Management Console

A Overview .
Overview
£ Events

£} Configuration Quick Actions.

£ ChangePassword ) Create password recovery token

© approve ® Decine

saws  Created Modified

8/14/2025 6:42:51PM 8/14/2025 6:42:51PM

8/14/2025 8:00:37 PM 8/14/2025 8:00:37 PM

User veeamacimin requests password reset. Requested /1512025 5:06:07 AM 8/15/2025 8:06:07 AM
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Viewing Authorization Request Events

Events related to Security Officer authorization requests include information about:
e Approved and rejected requests
e Locked and unlocked Host Administrator accounts

As a Security Officer, you can view these events in the Veeam Host Management web Ul. For more information,
see Viewing Appliance Events.

Resetting Own Password

As a Security Officer, you can reset your password in the Veeam Host Management web Ul. To do this, perform
the following steps:

e Log in to the Veeam Host Management web Ul as a Security Officer.
e In the management pane, click Overview.

e Click Change password.

e Specify the current password and a new password and click Apply.
NOTE

If you forgot or lost the password, or your Security Officer account locked after three failed login attempts,
you can use a recovery token to restore access to your account. For more information, see Using Recovery
Token.

Password Reset X

‘Specify a new password for your account and click apply to proceed.

-
-
-]

Resetting MFA

If you have multi-factor authentication issues, lose or change a mobile device with the mobile authentication

application, you can use a recovery token to restore access to your account. For more information, see Using
Recovery Token.
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Resetting Password Recovery Token

You can reset your current password recovery token. To do this, perform the following steps:
1. Log in to the Veeam Host Management web Ul as a Security Officer.
2. In the management pane, click Overview.
3. Click Create password recovery token and confirm the operation.
4. Enter a 6-digit confirmation code generated in the mobile authenticator application.
5. Copy new recovery token and save it in a secure place.
NOTE

A new recovery token is also generated when you use your current recovery token to solve authentication
issues. For more information, see Using Recovery Token.

Recreate Password Recovery Token

@ wiereviousy ssued tokens wil be invalidated. Procasd?

Using Recovery Token

If you forgot or lost the password, your Security Officer account locked after three failed login attempts, or you

have multi-factor authentication issues, you can restore access through the recovery token generated during the
initial Security Officer logon. To do this, perform the following steps:

1. In the Veeam Host Management web Ul sign-in page, click Forgot password?.
2. Click I have a password recovery token.

3. Specify your recovery token and click Sign in.

4

Complete the Security Officer Initialization wizard to enter new password, set up multi-factor
authentication and get new recovery token.
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5. Click Finish.

®

Veeam Host Management

« Back
Recovery token

Typein a password recovery token for Security Officer.

cBB0C2-c045-BIBS~C147-013028ckfa6

Viewing Appliance Events

You can monitor system, security, configuration and other types of events occurred on the Veeam Software
Appliance. To view the list of events, log in to the Veeam Host Management web Ul as a Security Officer and
click Eventsinthe management pane.

To export all events in the CSV format, click Export.

[#) Veeam Host Management Console

R Overview
Events
== Events
3 Configuration Event Q = FiterNone) [ AlTime L Export
Event Date | Type Detais Usemame
User Login. T/20/2025 T:51:22 AM Security Logged in with MFA. veeamso 2
User Logout. 11/20/2025 T1:00:58 AM Security — veeamso I
User Login, T1/20/2025 10:47:58 AM Security Logged in with MFA. veeamso
User Logout. T/20/2025 10:47:27 AM Security - veeamadmin
User Loain, T1/20/2025 10:47:20 AM Security Logged in with password only. veeamadmin
User Login, T/20/2025 10:26:57 AM Security Logged in with password only. veeamacmin
User Logout. /2042025 10:26:46 AM Security -_— vesamso
Change user password T1/20/2025 10:26:08 AM Request has been submilted to Security .. For Veeam Administrator user] veeamso
Check new password /2042025 10:25:57 AM Security _— veaamso
Chenge user password 11/20/2025 10:25:36 AM Request has been submitted to Security .. For Veeam Administrator userl vesamso
Check new password T/20/202510:2514 AM Security - veeamso
User Loain, T1/20/2025 10:24:37 AM Security Logged in with MFA. veeamso
User Login, 11/20/2025 10:24:12 AM Security - Unknown user
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Accessing Enterprise Manager

You can access Veeam Backup Enterprise Manager using Enterprise Manager credentials or single sign-on (SSO).
When you open Enterprise Manager for the first time, you must log in as a user with administrative privileges:

e For Microsoft Windows-based Enterprise Manager, enter credentials of a user account with local
administrative rights or the account that was used to install Enterprise Manager.

e For Linux-based Enterprise Manager, log in using the veeamadmin account.
To access the Veeam Backup Enterprise Manager website, follow these steps:
1.  Open your browser and enter the Enterprise Manager URL in one of the following formats:

o For Microsoft Windows-based Enterprise Manager:
https://<hostname>:9443
o For Linux-based Enterprise Manager (the port number is optional):

https://<hostname>:443

If you cannot access the website over HTTPS, possible causes may include configuration or connectivity
issues. For more information, see this Veeam KB article.

2. From the language drop-down list, select the desired display language. For details on adding new
languages, see Managing Languages.

3. Log in to Enterprise Manager:
o To log in with Enterprise Manager credentials:

i. Inthe Usernameand Password fields, specify your Enterprise Manager credentials. To log in to a
Microsoft Windows-based Enterprise Manager with a domain account, enter the user name in
the DOMAIN|Username format. To log in to a Linux-based Enterprise Manager with a domain
account, enter the user name in the UPN format.

ii. To savethe entered credentials for future access, select the Remember me option.
iii. Click Signin.

o To log in with the credentials of the Microsoft Windows account that you are currently signed in on
the machine where you are launching Enterprise Manager, click Sign in as current user option.

o To log in with SSO, click Sign in with SSO. Enterprise Manager will redirect you to the login webpage
of the single sign-on service. Complete the sign-in procedure on the login page. If the account is
already authenticated in the single sign-on service, you will immediately access the Enterprise
Manager website.

The Signin with SSO option is available if SAML authentication is configured for Veeam Backup
Enterprise Manager. For more information, see Configuring SAML Authentication Settings.
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NOTE

If you log in under a user account that is not assigned an Enterprise Manager role, you will be
automatically redirected to the Veeam Self-Service File Restore Portal. On this portal, you can
browse and restore only machines on which your user account has local administrative rights. For
more information on configuring Enterprise Manager security roles, see Configuring Accounts and
Roles.

After you finish working with Enterprise Manager, or if you need to switch user accounts, click the user name in
the upper-right corner of the main window and then click Sign Out.

Related Topics

e Exploring Enterprise Manager

e Configuring Accounts and Roles
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Exploring Enterprise Manager

The user interface of Veeam Backup Enterprise Manager consists of two views.

e The Home viewallows you to view on-going statistics on added backup servers, manage jobs and CDP
policies, and perform recovery operations.

e The Configuration view allows you to add backup servers to Enterprise Manager, modify Enterprise
Manager settings, and configure self-service restore portals.

TIP

To open online help, click the question mark at the top-right of the window. You will be redirected to the
section of the user guide that explains the features and options available on the open tab.

Home View

After you log in to Veeam Backup Enterprise Manager, the Home view opens. In the Home view, you can
navigate through tabsto perform management and restore operations. A user can navigate only the tabs they
are authorized to view in accordance with their security role. For more information on the Enterprise Manager
roles and operations allowed to them, see Configuring Accounts and Roles.

Below is the list of operations that you can performin the Home view of the Veeam Backup Enterprise Manager
ul:

e View on-going statistics for your backup infrastructure using the Dashboard tab. For more information,
see Viewing Dashboard.

e View detailed information about backup servers managed by Enterprise Manager using the Reports tab.
For more information, see Reports on Backup Servers.

e Manage jobs on all managed backup servers using the Jobs tab. For more information, see Managing Jobs.

e Manage CDP policies on all managed backup servers using the Policies tab. For more information, see
Managing CDP Policies.

e Browse for unstructured databackups, search for specific items, delete file shares and recover items from
unstructured databackups using the Unstructured Data tab. For more information, see Working with
Unstructured Data.

e Browse for machine backups, search for machines, delete machines and perform failover and replication
operations with managed virtual or physical machines using the Machines tab. For more information, see
Working with Machines.

e Browse the guest OS file system in a machine backup, search for guest OS files and restore necessary files
using the Filestab. For more information, see Guest OS File Restore.
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e Perform item-level recovery from application-aware backups created by Veeam Backup & Replication
using the Items tab. For more information, see Application Item Restore.

Click to open
Tabs Working area Click to log out Configuration view Click for Help

Dashboard Reports Jobs Policies Unstructured Data Machines Files Items Requests @ TECH\sheila.d.cory ¥ ic}} Configuration
Last 24 hours Last 7 days ) Refresh
summary Image Data File Data Last 24 hours | Status
Backup servers 2 Processing speed 1 MB/s Processing speed 0KB/s ® Total job runs 6 Backups © oK
Jobs 9 Source size 134.5GB Source size 3.6GB @ Success 5 Backup servers @ oK
Machines 10 Full backups 64.2 GB Backup 34GB 1 Warning 1 Management server @ oK
File shares 1 Restore points 11GB Archive 0B Q Error 0 License @ oK

Backup Servers

Name Show: All | None

56.23

® appsrv0i.tech.local

@ srviztechlocal
31.62

17.78

10.00

Throughput (MB/s)

1.00

09:00 pm 11:00 pm 01:00 am 03:00 am 05:00 am 07:00 am 09:00 am 11:00 am 01:00 pm 03:00 pm 05:00 pm 07:00 pm

Configuration View

If you log in with an administrative account, you can click Configuration toopen the Configuration view.

The navigation pane, located on the left of the window, allows you to navigate to the configuration settings you
need, for example, notifications, security roles, and others. The working area is located on the right; it allows
you to view data, perform the necessary operations or manage the settings you need.

Below is the list of operations that you can performin the Configuration view of the Veeam Backup Enterprise
Manager Ul:

e Add, edit or remove Veeam Backup servers using the Backup Servers tab. For more information, see
Managing Backup Servers.

e  Work with vCenter Servers managed by Enterprise Manager using the vCenter Servers tab. For more
information, see Viewing vCenter Servers.

e Manage VMware Cloud Director organizations and vSphere tenant accounts using the Self-Servicetab. For
more information, see Veeam Self-Service Backup Portal for Cloud Director and vSphere Self-Service
Backup Portal.

e View and manage data collection job sessions using the Sessionstab. For more information, see Collecting
Data from Backup Servers.

e Configure Enterprise Manager security roles using the Rolestab. For more information, see Configuring
Accounts and Roles.

e Configure Enterprise Manager settings using the Settingstab. For more information, see Managing
Encryption Keys, Configuring SAML Authentication Settings, Customizing Dashboard Chart and
Configuring Retention Settings for Index and History.
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e Manage licenses and view detailed reports on license consumption using the Licensing tab. For more
information, see Licensing.

e Set email notifications using the Notificationstab. For more information, see Configuring Notification
Settings.

e View product versions, URLs and log locations using the Abouttab. For more information, see Viewing
Information About Enterprise Manager.

Click to open
Home view Tabs Working area Click to log out Click for Help

E@ Dashboard Reports Jobs Policies Unstructured Data Machines Files Items Requests @ TECH\sheila.d.cory ¥ @
@ Bxit Configuration b sartcollecing | B* Add.. dit Remove | [ schedule. Audit report... 0 export | ) Refresh
¥ Backup Servers Name T Login Build | Server Description

R
e appsrv01.tech.local appsrv01\administrator 13.01.180
vCenter Servers
srvi2.tech.local srviZadministrator 13.01.180

=

W Self-service
@© Sessions
F 3

Roles

¥

Settings

e

Licensing
Notifications

a4
@ About
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Viewing Dashboard

On the Dashboard tab of the home page, you can see on-going statistics on backup servers and a chart that
shows date and time when backup jobs were performed, and the network throughput rate during the backup
jobs.

Backup Servers Statistics

Veeam Backup Enterprise Manager displays on-going statistics on backup servers, their jobs, processed
machines and file shares as well as data size, processing speed and so on.

You can view statistics for one of the following time ranges:
e Last 24 hours
e Last7 days
To switch between the ranges, select the necessary tab in the upper-left corner.
The Summary widget contains the following information:
e Backup servers — number of backup servers added to the Enterprise Manager infrastructure.

e Jobs — number of jobs configured on the added backup servers (including backup, backup copy,
replication, sure backup, backup to tape and file to tape jobs). This number also includes Veeam Agent
backup jobs managed by Veeam Agent.

e Machines — number of machines processed by the backup servers (including VMware VMs, Microsoft
Hyper-V VMs, and Veeam Agent machines) and machines that are processed by Veeam Agent backup jobs
managed by Veeam Agent. If a machine is processed by multiple jobs, it is counted as a single machine.

e  file shares — number of file shares processed by the backup servers.

The Image Data widget contains information about backups of VMware VMs, Microsoft Hyper-V VMs, and
Veeam Agent machines managed by backup servers. Note that the data covers all Veeam Agent backup modes:
image-level, volume-level and file-level.

e Processing speed — average processing speed.

e  Source size — total size of processed machines. If a machine is processed by multiple jobs (including
backup copy jobs), it is counted as a single machine.

o full backups — total size of full backups. This number does not include backups created by backup copy
jobs.

Restore points — total size of incremental backups. This number does not include backups created by
backup copy jobs.

The File Data widget contains the following information about unstructured data backups:
e Processing speed — average speed of file share processing.
e Source size — total size of processed source files.
e Backup — total size of backup files.

e Archive — total size backup files moved to the archive repository.
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The Last 24 hours /Last 7 days widget reports on the job session results for the selected period.
e Jotal job runs — total number of job runs.
e  Success — number of jobs completed successfully.
e Warning — number of jobs completed with a warning.
e  Error— number of failed jobs.
The Status widget contains the following information:
e  Backups— status of backups that are verified by SureBackup jobs.
e Backup servers — status of the last collection job session.
o Management server— status of the Veeam Backup Enterprise Manager management server.
e License — status of licenses.
o OK—current license is valid
o Warning — working in grace period, or failed to update the license
o Error— license is expired, and grace period is over

You can use the links in these blocks to drill down into detailed reports on specific aspects of the backup
infrastructure.

Backup Servers Chart

The Backup Servers chartshows date and time when backup jobs were performed, and the network throughput
rate during the backup jobs. Jobs related to each backup server have their own color on the chart. The legend on
the right interprets the color scheme used for all backup servers added to the Enterprise Manager

infrastructure.

You can view the chart for one of the time following ranges:
e Last 24 hours

e lLast7 days

To switch between the ranges, select the necessary tab in the upper-left corner.
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In the Last 24 hours view, the highlighted part of the chart represents the configured backup window. You can
configure the backup window in the chart settings. For more information, see Customizing Dashboard Chart.

Dashboard Reports Jobs Policies Unstructured Data Machines Files Requests ® TECH\sheila.d.cory v {g} Configuration @
Last 24 hours Last 7 days ) Refresh
summary Image Data File Data Last 24 hours | Status
Backup servers 2 Processing speed 70 MB/s Processing speed 0KB/s ® Total job runs 128 Backups QoK
Jobs 19 Source size 804.4GB Source size 345MB @ Success 20 Backup servers © oK
Machines 33 Full backups 395.2GB Backup 13.9 MB & Warning 2 Management server © oK
File shares 2 Restore points 53.8GB Archive 08 © Error 102 License @ oK
Backup Servers Show: Al | None
17783 Name
100.00 — @ enterprise0t.tech.local
@ enterprise0S.tech.local
6.03
s162
5
£ 1778
L)
=
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1.00 —
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Configuring Enterprise Manager

As part of the Veeam Backup Enterprise Manager configuration process, you can perform the following tasks:

Manage backup servers

Collect data from backup servers

View vCenter Servers and install Veeam plug-in for vSphere Client on necessary servers
Configure retention settings for index and history

Configure Enterprise Manager accounts and roles

Configure SAML authentication settings

Configure notification settings

Install TLS Certificates

Manage display languages

To start working with Veeam Backup Enterprise Manager, you must perform initial configuration. For more
information, see Initial Configuration.

NOTE

Configuration backup and restore is not supported for Veeam Backup Enterprise Manager.
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Initial Configuration

To start working with Veeam Backup Enterprise Manager, perform the following steps:

1. Log in to the Veeam Backup Enterprise Manager website. For more information, see Accessing Enterprise
Manager.

2. Add backup servers you want to manage. For more information, see Adding Backup Servers.
3. Retrieve data from added backup servers. For more information, see Collecting Data from Backup Servers.

4. Assign the Portal Administrator, Restore Operator or Portal User roles to users who will work with Veeam
Backup Enterprise Manager. For more information, see Configuring Accounts and Roles.

5. Provide email notification settings to be able to receive emails with summary on performed backup and
replication jobs, labrequest status changes and file restore operations. For more information, see
Configuring Notification Settings.

Once you have performed initial configuration, you can start working with managed backup servers. You can
change the necessary settings in the Configuration view at any time.

NOTE

The initial configuration taskscan be performed either by the user who installed Veeam Backup Enterprise
Manager or any of the users listed in the local Administrators group (these accounts are automatically
included in the Portal Administrators group).

Related Topics

e Configuring Retention Settings for Index and History

e Viewing Dashboard

190 | Veeam Backup Enterprise Manager | User Guide | 13.0.11071



Managing Backup Servers

Veeam Backup Enterprise Manager allows you to manage jobs across multiple Veeam Backup & Replication
servers and perform recovery operations from backups and replicas using the information from these backup
servers.

In This Section

e Adding Backup Servers

e Editing Backup Servers

e Removing Backup Servers

e Collecting Data from Backup Servers
e Reports on Backup Servers

e Audit Reports

191 | Veeam Backup Enterprise Manager | User Guide| 13.0.1.1071



Adding Backup Servers

Veeam Backup Enterprise Manager allows you to manage jobs across multiple backup servers and perform
recovery operations within a single application. To retrieve information about configured jobs and backup
infrastructure of added backup servers, Enterprise Manager runs a data collection job. For more information, see
Collecting Data from Backup Servers.

Before You Begin

Before you add backup servers, consider the following:

Enterprise Manager uses Kerberos authentication to communicate with backup servers. For details on
Kerberos, see the Kerberos Authentication section of the Veeam Backup & Replication User Guide.

You cannot add a backup server that is running a newer version than Enterprise Manager. The Enterprise
Manager version must be equal to or later than the version of any backup server you add. Before adding a
backup server of a newer version, upgrade Enterprise Manager first. For details, see Veeam Software
Appliance Update or Upgrading to Enterprise Manager 13.0.1.

Enterprise Manager supports adding backup servers running Veeam Backup & Replication 12.3 or later.
When Enterprise Manager and Veeam Backup & Replication run different major or minor versions, some
Enterprise Manager features may not be available:

o Enterprise Manager does not support editing jobs that are managed by backup servers of earlier major
or minor versions. This includes Veeam Agent backup jobs, file backup jobs, object storage backup
jobs, and backup copy jobs.

o In Veeam Self-Service Backup Portal for Cloud Director and vSphere Self-Service Backup Portal, you
cannot create and edit jobs managed by backup servers of earlier major or minor versions.

o Data collection from backup servers of earlier major and minor versions takes more time, which can be
critical if many backup servers are added to Enterprise Manager.

To add a backup server that is part of a High Availability (HA) cluster, add it using the cluster virtual IP
address or cluster full DNS name. In this case, after a node switchover, Enterprise Manager will
automatically collect the data from the active node.

If a backup server that is already added to Enterprise Manager becomes part of an HA cluster, you must
re-add it using the cluster virtual IP address or cluster full DNS name after assembling the cluster. If you
do not re-add the backup server, Enterprise Manager will not be able to collect data from it after a node
switchover. For more information on HA clusters, see the High Availability (HA) Cluster section of the
Veeam Backup & Replication User Guide.

Do not add the same backup server to multiple instances of Enterprise Manager, as well as a backup server
cloned from an already added backup server.

Do not add a backup server that holds the same configuration databaseas an already added backup server,
even after you remove the original backup server from Enterprise Manager.

Two backup servers may have the same configuration databaseif you migrate a configuration database
from one backup server to another. To avoid conflicts when adding the server to Enterprise Manager,
follow the steps in the Migrating Veeam Backup & Replication to Another Backup Server section of the
Veeam Backup & Replication User Guide. During migration, the database will be restored with a new ID on
the target backup server.
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Adding Backup Server

To add a backup server to Enterprise Manager, take the following steps:
1. Log in to Enterprise Manager using an administrative account.

2. To open the Configuration view, click Configuration inthe upper-right corner.

3. Select the Backup Servers section on the left of the Configuration view.
4. At the top of the Backup Servers section, click Add.
5. In the DNS name or IP address of the Veeam backup server field, enter the DNS name, IPv4 or IPv6

address of the server you want to add.
o When specifying a DNS name, ensure that Enterprise Manager can resolve it.

o If the backup server is part of a High Availability (HA) cluster, enter the cluster virtual IP address or
cluster full DNS name. After a node switchover, Enterprise Manager will automatically collect the data

from the active node. For more information on HA clusters, see the High Availability (HA) Cluster
section of the Veeam Backup & Replication User Guide.

o For more information on IPv6 support, see the IPv6 Support section of the Veeam Backup &
Replication User Guide.

6. In the Server description field, specify a description for the backup server.
7. Enter the name and password of the backup server account.

o The account must be assigned the Veeam Backup Administrator role. For more information, see
Configuring Backup Server Roles.

o When adding a Linux-based backup server, use the UPN format to specify a domain user.

o [For Linux-based Enterprise Manager] If you are adding a backup server with

Veeam Backup & Replication 12.3.x and you want to use an Active Directory account, specify the user
name in the UPN format with a capitalized domain name (for example, user@DOMAIN).

8. Specify the port used by the Veeam Backup Service on the backup server.

9. Click OK to add the backup server.
10. In the certificate validation window, review the certificate thumbprint:

o Click Yes ifyou trust the server.
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o Click Noif you do not trust the server. Enterprise Manager will display an error message, and the
connection will not be established.

@ Exit Configuration StatCollecting | B® Add. o Edi. 3 Remowe | B Schedule. | [ Auditreport 08 Export | T Refresn
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Configuring Backup Server Roles

Veeam Backup Enterprise Manager communicates with backup servers using TLS certificates that you specify
when adding the backup servers. For more information, see Adding Backup Servers.

All operations on the backup server side are performed by Veeam Backup Service. The service verifies
beforehand if Enterprise Manager has rights to accomplish the necessary actions. The account used by
Enterprise Manager must have the Veeam Backup Administrator role assigned in Veeam Backup & Replication.

By default, when you install Veeam Backup & Replication on a backup server, the Veeam Backup Administrator
role is assigned to the Windows Server Administrators group, so you canchoose a user from the Administrators
group as anaccount that will be used to communicate with the backup server. As soon as the group settings can
be changed, it is recommended to explicitly assign the Veeam Backup Administrator role to the user account.
For more information on assigning roles, see the Roles and Users section of the Veeam Backup & Replication
User Guide.
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Editing Backup Servers

After a backup server was added to the Enterprise Manager infrastructure, you can edit connection settings.
After you specify new connection settings, Enterprise Manager will try to connect to the backup server using
these settings. If you specify credentials, Veeam Backup Enterprise Manager Service will send them to the
backup server for the initial authentication. Otherwise, the Enterprise Manager certificate will be used.

To edit connection settings of a backup server, do the following:

1.

2.

5.

Log in to Enterprise Manager using an administrative account.

To open the Configuration view, click Configuration in the upper-right corner.
Select the Backup Servers section on the left of the Configuration view.
Select a backup sever from the list and click Editon the toolbar.
Alternatively, you can right-click the selected backup server and select Edit.

Specify new connection settings and click OK.

Backup Server Settings X

DMS name or IP address of the Veeam Backup server:

enterprisevbri3.tech.local

Username;

sheila.d.cory

Password:

Server description:

Windows-based backup server
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Removing Backup Servers

To disconnect a backup server added to the Veeam Backup Enterprise Manager infrastructure, you must remove
it from Enterprise Manager. After you remove a backup server, Enterprise Manager stops collecting data from
the backup server and showing the backup server data such as jobs, backed up machines and so on.

On the backup server side, a record about the Enterprise Manager instance is deleted from the configuration

database. The backup server continues using the license that Enterprise Manager pushed to the backup server
until you remove the license or install a new one.

To remove a backup server, do the following:

1.

2.

Log in to Enterprise Manager using an administrative account.

To open the Configuration view, click Configuration inthe upper-right corner.
Select the Backup Servers section on the left of the Configuration view.

Select a backup sever from the list and click Remove on the toolbar.
Alternatively, you can right-click the selected backup server and select Remove.

In the open window, click Yes toconfirm the removal.
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Collecting Data from Backup Servers

Veeam Backup Enterprise Manager retrieves data from added backup servers using a data collection job. The
data collection job collects information from configuration databases of backup servers. The collected datais
stored to the Veeam Backup Enterprise Manager configuration databaseand can be accessed by multiple users
of Veeam Backup Enterprise Manager.

There are two options for running the data collection job:
e Periodic data collection (default)
e Manual data collection

Every run of the data collection job initiates a new job session. For more information, see Data Collection Job
Sessions.

NOTE

e Enterprise Manager automatically starts a data collection job right after you add a backup server.

e Data collection job collects datafrom all added backup servers at once.

e To ensure periodic update of the information available to Veeam Backup Enterprise Manager users,
use periodic data collection.

e Data collection from backup servers of earlier versions takes more time, which can be critical if many
backup servers are added to Enterprise Manager. If you notice a low performance of the data
collection job, consider upgrading the backup servers.

Periodic Data Collection

By default, Veeam Backup Enterprise Manager collects data from added backup servers every 15 minutes.
To change the data collection interval, do the following:

1. Log in to Enterprise Manager using an administrative account.

2. To open the Configuration view, click Configuration inthe upper-right corner.

3. Select the Backup Servers section on the left of the Configuration view.

4. Click Scheduleon the toolbar.

5. In the Data Collection Settings window, specify the desired interval in the Periodically every option.

197 | Veeam Backup Enterprise Manager | User Guide | 13.0.11071



6. Click OK.

E@ Dashboard Reports obs Policies Unstructured Data Machines Files ltems Requests (&) Techsheila.d.cory v

@ Exit Configuration P start Collecting ‘ E* add.. ° Edit. ¥ Remove | EE Schedule... ‘ [ Audit report... ‘ [5 Update certificate B export ‘ @ Refresh

] Backup Servers s t  Login Build Server Description

backupsrvs2.tech.local <certificate-based authentication= 13.0.1.180 Microsoft Hyper-v

[ vCenter Servers
enterprise01.tech.local <certificate-based authentication> 13.0.1.180 VMware vSphere
W Self-Service enterprise02.tech.local <certificate-based authentication> 13.0.1.180 Microsoft Entra ID
© Sessions
2 Roles
Data Collection Settings
3§ settings
Collect statistics from Veeam Backup servers:
®  Licensing -
() Manually
A& noufications (@) pericdically every: | 15 minute(s) ~
@ About

“ Cancel

You can also disable periodic data collection. In this case, you can only start the data collection job manually.
To disable periodic data collection:

1. Select Backup Servers on the left of the Configuration view and click Schedule onthe toolbar.

2. In the Data Collection Settings window, select the Manually option.

3. Click OK.

Manual Data Collection

You can start the data collection job manually at any time.

To start the data collection job manually:
1. Select Backup Servers on the left of the Configuration view.
2. Click Start Collecting on the toolbar.

3. To view the details on the started job session, click the Sessions link at the top or open the Sessions
section of the Configuration view.

Data Collection Job Sessions

Every run of the data collection job initiates a new job session.
To view details on job sessions, to the following:
1. Select Sessions onthe left of the Configuration view.

2. Inthe list of sessions, select the necessary session and click the link in the Status column.
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3. Inthe displayed window, Veeam Backup Enterprise Manager shows the list of the job session events. For
each job session event, Enterprise Manager shows the time of the event, its current status and information
about the event.

O8 export | 0D Refresh

Time Status Information

2/13/2023 09:05:29... o Success Starting data collection job...

2/13/2023 09:05:30... @ success Job successfully started.

2/13/2023 09:05:30, @ success Checking deleted backup servers removal

2/13/202300:0521... @ Success Preparing te collect data from enterprise01.tech.local
2/13/202309:0531... @ Success Retrieving data from enterprise01.tech.local...

2/13/202309:05147... @ Success Data collection from enterprise01.tech. local completed successfully.
2113/202309:05:47... @ Success Preparing to collect data from backupsrv52.tech.local
2113/202309:05:47... @ Success Retrieving data from backupsrvs2.tech.local...

2/13/202308:06:03.. @ Success Data collection from backupsr52.tech.local completed successfully.
213/202308:06:04.. @ Success Preparing to collect data from enterprise0S.tech.local

2/13/2023 09:06:04... @ Ssuccess Retrieving data from enterprise0s.tech.local...

2/12/2023 09:06:21... @ success Data collection from enterpr .tech.local

2/12/2023 09:06:21... @ success Data collection job finished.
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Reports on Backup Servers

On the Reports tab, you can view statistical information about backup servers added to the Enterprise Manager
infrastructure.

For each backup server, the report contains the following data.

Backup Server Name of the backup server.

Status Status of the last data collection job session for the backup server. For more
information on data collection, see Collecting Data from Backup Servers.

Possible values:

o MNever processed — data collection has never been started for the
backup server

e Processing — data collection is in progress

e (OK— data was collected successfully

e Warning — data collection completed with a warning

e Frror— datacollection failed

Jobs Number of jobs on the backup server.

Machines Number of machines processed by the backup server, including the machines
from imported or orphaned backups.

Unstructured Data Number of object storage systems and file shares processed by the backup
server, including the file shares from imported or orphaned backups.

Verification Jobs Count Number of SureBackup jobs on the backup server.
Source Data Size Size of source dataprocessed by the backup server.
Server Description Backup server description that was specified when adding the server to the

Enterprise Manager infrastructure.

You can drill down into this data by clicking a link in the Backup Server column to move through the levels in the
following succession: Backup servers > Jobs > Job sessions > Session details. Each level contains a list of entries
with details for that particular level.

NOTE

You can export displayed information to a file using the Export link on the toolbar. To open the file on your
machine, use the associated application.
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Dashboard Unstructured Data Machines Files Items Requests Configuration

All Servers
B8 export T Refresh
Backup Server +  Status Jobs Machines Unstructured Data Verification Jobs Count Source Data Size  Server Description
backupsrv52.tech.local © Error 1 12 1 0 628.1 GB
enterprise01 tech local @ ok 7 7 0 0 239.6GB
enterprise0s.tech local @ Error 9 28 2 0 657.8GB
75 @ ok 15 a 15 0 73.6GB

hitpsi//enterpriscD3.techlocal:9443/indexaspi®ireports
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Audit Reports

Audit reports contain records of user activity performed on the selected backup server for the specified period.
Users with the Portal Administrator role can generate audit reports for backup servers added to the Veeam
Backup Enterprise Manager infrastructure. For more information, see Generating Audit Report.

Audit Report Overview

Audit reports include the following details about user activity:
e Date and time when a user performed an operation
e User name
e User security identifier (SID)

e Name of the operation initiated by the user

For more information on operations included in the report, see Audited Operations.

e Operation result

e Details on the performed operation

A E C D E =
1 |Time luser siD Operation Result  Details
2 [13.08.2024 13:11:487 ENTERPRISEOI\Administrator | S-1-5-21-2719578985-1448457244-4053409463-500  Login Success
3 |26.08.2024 19:03:262 | TECH\sheila.d.cory 5-1-5-21-4081262488-3246261347-3296280108-2170  Login Success
4 |26.08.2024 19:05:232 | TECH\sheila.d.cory 5-1-5-21-4081262488-3246261347-3296280108-2170  JobDisable Success  jobName='Organization0l Backup';jobUid='153d52d4-1535-489a-8¢7a-809c9d083bab’
5 |28.08.2024 10:49:57Z | TECH\sheila.d.cory 5-1-5-21-4081262488-3246261347-3296280108-2170  Login Success
6 |28.08.2024 13:24:402 | TECH\sheila.d.cory 5-1-5-21-4081262488-3246261347-3296280108-2170  JobEnable Success  jobName='Apache Replication’;jobUid='c38b35db-5e48-2a68-9747-d0d01541336b"
7 |29.08.2024 10:28:087 | TECH\sheila.d.cory 5-1-5-21-4081262488-3246261347-3296280108-2170  Mount Success  mountHostNames="enterprise0l.tech.local ;mountSer : ise01.tech.local’; ‘uby
8 |29.08.2024 10:28:532 | TECH\sheila.d.cory 5-1-5-21-4081262488-3246261347-3296280108-2170  StartFilelevelRestore  Success  sessionUid='bBa3c5adcdcf4fc199249aefdd4d1973"
9 |29.08.2024 10:28:562  TECH\sheila.d.cory 5-1-5-21-4081262488-3246261347-3296280108-2170  InstantRestore Success  sessionUid='79910792574f4cBc9a02b0ec3ea38246' , vmName="apache0d'
10 |29.08.2024 10:30:532 | TECH\sheila.d.cory 5-1-5-21-4081262488-3246261347-3296280108-2170  CopyToOperation Success 'C\ProgramData\ \Backup\Audir|2024\8\29\CopyTo-2024-08-29-10-30-362-TECH-5
11 29.08.2024 10:32:31Z | TECH\sheila.d.cory 5-1-5-21-4081262488-3246261347-3296280108-2170  QuickMigration Success  jobName='Quick Migration Job';sessionlUid='23c3ffebcd1944308302004686873491'
12 |29.08.2024 10:33:57Z | TECH\sheila.d.cory 5-1-5-21-4081262488-3246261347-3296280108-2170  Mount Success  mountHostName="enterprise0l.tech.local’;mountServerName="enterprise0l.tech.local ;ymName="EV
13 |29.08.2024 10:44:092Z | TECH\sheila.d.cory 5-1-5-21-4081262488-3246261347-3296280108-2170  StartFailover Success  sessionUid='61bfeab0720c481b8d6f57bc28a58435' vmName="apache05' E
14

audit-report-enterprise01.tech. ‘ (O] (4] | v

Generating Audit Report

When you generate an audit report, it is downloaded in the CSV format to the local machine.

The generated file is also saved on the Enterprise Manager machine. Enterprise Manager does not clean up
these files. You can find all reports in the following folder: $Programbata%\Veeam\Backup\WebRestore.

To generate an audit report:
1. Log in to Enterprise Manager using an administrative account.
2. To open the Configuration view, click Configuration inthe upper-right corner.
3. Select the Backup Servers section on the left of the Configuration view.
4. Select a backup server whose report you want to export.

5. Click Auditreport.
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6. Inthe Audit Report window, specify a time period covered by the report and click Generate.

The report contains only the audit records whose retention period is not expired. The retention period is
defined by the Event history setting of Enterprise Manager. For more information on retention settings,
see Configuring Retention Settings for Index and History.

reall
r fol

oo r activity on the selected backup
serve

usel
r the following time period:

From:
‘ 114172023 ] ‘

To:

‘ 12172023 [ ‘

Audited Operations

Audit reports contain records about the following operations performed on a backup server:

Operation Type Operation Name Description

User Activity Login User login

Operations with Jobs JobEnable Enabling a job
JobDisable Disabling a job
JobStart Starting a job
JobStop Stopping a job
JobRetry Retrying a job
JobActiveFullStart Starting active full backup
JobClone Cloning a job
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Recovery Operations

JobEdit

JobDelete

BackupDelete

MoveCopyBackup

VmRestore

AzureVmRestore

InstantRestore

VappRestore

VmDiskRestore

QuickMigration

StartFileLevelRestore

RestoreOperation

FlrDownloadFromEm

CopyToOperation

StartFailover

NasRestore

NasInstantRestore

FileShareMigration

NasFileLevelRestore
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Editing a job

Deleting a job

Deleting a backup

Moving or copying a backup to another
backup job

Restoring entire VM

Restoring entire Azure VM

Performing Instant Recovery

Restoring entire vApp

Performing virtual disk restore

Performing quick migration of VMs or
disks

Starting file-level restore

Restoring files to the original location

Downloading files to the local machine

Restoring files to a new location

Performing failover to the VM replica

Restoring entire file share,

Performing instant file share recovery

Migrating a file share

Performing file-level restore



Mount Mounting backup content to a mount
server
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Customizing Dashboard Chart

You can customize the appearance of the Backup Servers chartthat you can see on the Enterprise Manager
dashboard.

Bac
use

IMPORTANT

kup window interval that you specify here, effects the job settings that you configure for tenants that
the following portals:

vSphere Self-Service Backup Portal
Veeam Self-Service Backup Portal for Cloud Director

To customize the appearance of the chart, do the following:

1.

oos W

Log in to Enterprise Manager using an administrative account.

To open the Configuration view, click Configuration inthe upper-right corner.

Select the Settings section on the left of the Configuration view.

Select the Chart Settings tab.

Use the Activity graph scale options to switch between graph types: Linear and Logarithmic.

Select the Show backup window check box to highlight the backup window on the dashboard chart.

Specify time interval for the backup window. Default interval is from 8:00 PM to 8:00 AM. You can
change the interval to correlate with your planned backup window by editing the start and stop time.

To save the changes, click Save.

@ sessions
& Roles
3 settings

R Ucensing

0 About

@ vCenter Servers Activity graph scale: (@) Logarithmic

& Notifications

Search Catalog Key Management SAML Authentication Directory Account Chart Settings SessionHistory  Certificates

@ Changes have not been saved yet
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Viewing vCenter Servers

On the vCenter Servers tab of the Configuration view, you can view information on vCenter Servers added to
your Veeam backup infrastructure.

You can perform the following operations with vCenter Servers:

e Check version — use this command to request vCenter Server version and operation status. If Veeam Plug -
in for VMware vSphere Client is deployed, its version, status and installation account will be also
displayed.

e Install — use this command to install Veeam Plug-in for VMware vSphere Client on the selected server.

e Remove — use this command to uninstall Veeam Plug-in for VMware vSphere Client from selected server.

For more information on the plug-in, see Veeam Plug-in for VMware vSphere Client.

IMPORTANT

To perform these operations, you should supply a user account with sufficient permissions to access
vCenter Server. User account information is not imported from the Veeam Backup & Replication
configuration databaseto the Enterprise Manager database for security reasons.

E@ Dashbeard Reports Jobs Policies Unstructured Data Machines Files Items Requests @ TECH\sheila.d.cory v @
@ Exit Configuration Check version .. nsta Remove T Refresh
P serer ' - Puginversion  mtled by

@ vcenter servers veenter001.tech.local 670 @ OK Unknown

veenter01.tech.local 670 @ OK Unknown

W Seffservice veentercdp-virt.tech.local 701 @ oK Unknown

@® Sessions

&L Roles

3§ Settings

@ Licensing

A Notifications

@ About
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Managing Encryption Keys

Veeam Backup Enterprise Manager provides you with an alternative way for data encryption. It lets you decrypt
the data if you have lost or forgotten the password used for data encryption or if a KMS server used for data
encryption is not available. For more information on the concept, terms and procedures of data encryption, see
the Data Encryption section of the Veeam Backup & Replication User Guide.

For encryption, Veeam Backup Enterprise Manager uses an Enterprise Manager keyset — a pair of matching keys:

e Public Enterprise Manager key encrypts storage keys on backup servers connected to Veeam Backup
Enterprise Manager.

e Private Enterprise Manager key decrypts storage keys in case a password for encrypted backup or tapeis
lost.

To let Veeam Backup & Replication encrypt and decrypt data with Enterprise Manager keys, make sure
Enterprise Manager keys are enabled in Veeam Backup Enterprise Manager.

To enable Enterprise Manager keys, do the following:
1. In Veeam Backup Enterprise Manager, open the Settings section of the Configuration view.
2. On the Key Management tab, select the Enable encryption password loss protection check box.
3. To savethe changes, click Save.

During Veeam Backup Enterprise Manager installation, the setup automatically generates an Enterprise Manager
keyset. You can perform the following operations with Enterprise Manager keysets using Enterprise Manager:

e Generate a new Enterprise Manager keyset

e Activate an Enterprise Manager keyset

e Specify retention settings for an Enterprise Manager keyset
e Exportand import an Enterprise Manager keyset

e Delete an Enterprise Manager keyset
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Generating Enterprise Manager Keyset

For safety's sake, periodically generate a new pair of Enterprise Manager keys. Regular change of encryption
keys raises the encryption security level.

Enterprise Manager keys are created in the inactive state. To make the keysactive and use them for encryption
and decryption, you need to activate the keys. For details, see Activating Enterprise Manager Keyset.

To generate a new Enterprise Manager keyset:
1. In Veeam Backup Enterprise Manager, open the Settings section of the Configuration view.
2. On the Key Management tab, in the Managed keys section, click Generate.

3. Inthe Generate Keyset window, enter a description for the created keyset. The keyset description will
help you to distinguish the created keyset in the list.

4. Click Generate.

@ Exit Configuration Search Catalog. Key Management SAML Authentication Directory Account Chart Settings. Session History Certificates
# Backup Servers Save
vCenter Servers [s#] Enable encryption password lass protection
@ Sessions
Managed keys
A FRoles
3% settings & Password Recovery # Generate '\ Import T Refresh —

Created

R Leensing

ew keyset
2 THI2025 05:28:47 pm Yes

@ About

weeks
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Activating Enterprise Manager Keyset

Active Enterprise Manager keys are the keys that are currently used in the encryption process. After you
generate a new keyset, you need to activate it. As a result of activation, Veeam Backup Enterprise Manager
performs the following actions:

e Public Enterprise Manager key is propagated to all Veeam backup servers connected to Veeam Backup
Enterprise Manager.

e Private Enterprise Manager key remains on Veeam Backup Enterprise Manager and marked as active.

Enterprise Manager keys can be activated automatically or manually. If you want your automatically generated
keysets to be activated automatically upon creation, configure the retention policy settings. For more
information, see Specifying Retention Settings for Enterprise Manager Keyset.

You can perform manual activation for any keyset (generated manually or automatically). Manually generated
keysets require manual activation.

To activate a keyset manually, do the following:
1. In Veeam Backup Enterprise Manager, open the Settings section of the Configuration view.

2. On the Key Management tab, in the Managed keys section, select an inactive keyset in the list and click
Activate.

@ Exit Configuration Search Catalog Key Management SAML Authentication Directory Account Chart Settings Session History Certificates

# Backup Servers
@ vCenter Servers 7] Enabie encryption password (oss protection
@ sessions

& Roles

3 settings

@ Uicensing <

74172025 09:24:10 pm
A nNotifications "

74542025 05:28:47 pm erated key set 7/9/2025 3:28:45 PM ves

0 About

210 | Veeam Backup Enterprise Manager | User Guide | 13.0.11071



Specifying Retention Settings for Enterprise

Man

ager Keyset

Government regulations and internal company policies may require you to regularly change encryption keys.
The shorter the lifetime of an encryption key, the less data is encrypted with this key, which results in a higher
level of encryption security.

The lifetime of Enterprise Manager keys is determined by the key retention period. The key retention period

specifies how long the keys must remain active and be used for encryption and decryption operations.
You can configure the retention period for Enterprise Manager keysets as follows:
1. In Veeam Backup Enterprise Manager, open the Settings section of the Configuration view.

2. Onthe Key Management tab, in the Managed keys section, select the necessary options:

o To setaretention period for Enterprise Manager keysets, select the Key retention period check box

and specify the number of weeks for which Enterprise Manager keys must remain in effect (default is
4 weeks). When the retention period ends and key auto-generation is turned off, a user will receive a
notification email and must manually create and activate a new keyset. After a new keyset is ready,
the old keyset is marked as inactive.

To enable automatic generation of new keysets, select the Auto-generate new keys check box. When
the current keyset expires, Veeam Backup Enterprise Manager will automatically generate a new
keyset and mark it as active. During the next data synchronization session, Veeam Backup Enterprise
Manager propagates the new public Enterprise Manager key to all added backup servers. The private
Enterprise Manager key remains on Veeam Backup Enterprise Manager and is used for data
decryption.

3. Click Save toapply the settings.

M Backup Servers
& vCenter Servers
@ Sessions

& Foles

3 Settings

@ Licensing
A nNotifications

0@ About

@ Exit Configuration

Search Catalog Key Management SAML Authentication Directory Account Chart Settings Session History  Certificates

@ Changes have not been saved yet

senerated key set 7/9/2025 3:28:45 PM
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Exporting and Importing Enterprise Manager
Keyset

Itis important to regularly back up your Enterprise Manager keys or save their copies in a safe place. If you lose
a password for an encrypted backup or tape, you can unlock this backup or tape with the private Enterprise
Manager key and the Enterprise Keys Restore wizard.

However, in some situations, a matching private Enterprise Manager key may be not available. This can happen,
for example, if your Veeam Backup Enterprise Manager database has failed or you use a new installation of
Veeam Backup Enterprise Manager and a new database. In this case, Veeam Backup Enterprise Manager will not
find a matching private Enterprise Manager key in the database and will be unable to unlock the backup or tape
encrypted with the public Enterprise Manager key.

You can create a backup copy of an Enterprise Manager keyset with the export operation in Veeam Backup
Enterprise Manager. The exported keyset is saved as a file of the PEM format and contains private and public
Enterprise Manager keys. You can save the exported keyset on the local disk or on a network share. An exported
keyset can be imported back to Veeam Backup Enterprise Manager any time you need.

To export a keyset:
1. In Veeam Backup Enterprise Manager, open the Settings section of the Configuration view.

2. Onthe Key Management tab, in the Managed keys section, select a keyset you want to back up and click
Export.

3. Save the resulting PEM file on the local disk or in a network shared folder.
To import a previously exported keyset:
1. In Veeam Backup Enterprise Manager, open the Settings section of the Configuration view.
2. Onthe Key Management tab, in the Managed keys section, click Import.
3. Click Browse nextto the File field and select a previously exported keyset.

4. In the Hint field, Veeam Backup Enterprise Manager displays a hint that you provided when creating the
imported keyset.

5. Click Import.

When you import a keyset, it is saved to the Veeam Backup Enterprise Manager database and displayed in the
keyset list in Veeam Backup Enterprise Manager.

NOTE

An imported keyset has the Inactive state. You must activate it to be able to use the keys from the keyset
for backup encryption (for restore procedures, activation is not necessary). For more information, see
Activating Enterprise Manager Keyset.
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Deleting Enterprise Manager Keyset

You can delete an Enterprise Manager keyset in case it is no longer needed.
Only keys in the Inactive state can be deleted. You cannot delete keys that are currently active.
To delete a keyset:

1. In Veeam Backup Enterprise Manager, open the Settings section of the Configuration view.

2. Onthe Key Management tab, in the Managed keys section, select the necessary keyset in the list and click
Delete Key.

IMPORTANT

Itis strongly recommended that you export a keyset before you delete it. If you delete a keyset and do not
make its backup copy, you will not be able to restore data from a backup or tape encrypted with keys from
this keyset in case a password is lost. For more information, see Exporting and Importing Enterprise
Manager Keyset.
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Handling Password Recovery Requests

When an encrypted backup file or tape media is imported on a backup server, a user key with password or a KMS
server key is required to decrypt the data. However, the password can be lost or forgotten, or the KMS server
may not be available. Veeam Backup Enterprise Manager lets decrypt such backups.

To decrypt your data, use the Password Recovery wizard within the following context:

1. In Veeam Backup & Replication, you generate a request message for password restore. For more
information, see the Create Request for Data Restore section of the Veeam Backup & Replication User
Guide.

2. In Veeam Backup Enterprise Manager, you start the Password Recovery wizard by clicking the Password
Recovery button in Configuration > Key Management, and insert the text of the request to the wizard.

@ Exit Configuration Search Catalog Key Management SAML Authentication Directory Account Chart Settings Session History Certificates
— [ [ ——
vCenter Servers [#] Enable encryption password loss protection
@ sessions
Managed keys
& Roles Paste challenge request provided by the restore wizard
. iz | dhGreer i @ Refresh Expart
Created Active
@ Licensing -
‘ 71142025 08:24:10 pm No
77872025 05:28:47 pm. ves
0 Avout

N =

Key retention settings

[#] keyretention period 4 o weeks

[#] Auto-genarate new keys

3. Veeam Backup Enterprise Manager finds a matching public backup server key in Veeam Backup Enterprise
Manager database and decrypts the signature with this key.

4. The wizard decrypts storage keyswith the private Enterprise Manager key available on Veeam Backup
Enterprise Manager, and generates a response. The response represents a text document and contains

decrypted storage keys. Consider that the response is also encrypted and can be used only on the backup
server where the request was issued.

5. Then you can send the response back to requester, for example, by email. The requester will input this
response to the Enterprise Keys Restore wizard on the Veeam backup server where the request was
issued; Veeam Backup & Replication will process the response, retrieve the decrypted storage keys and
use them to unlock encrypted backups or tapes and retrieve their content.

IMPORTANT

In case your organization encrypts configuration backups of a backup server, and you want to be ableto
serve password restore request for these backups, ensure the original backup server and its public key
(used for configuration backup encryption) are present on the Enterprise Manager server by the moment
you receive such a request. Consider the following:

e |fabackup serveris removed from Enterprise Manager, its public key will be deleted from the
Enterprise Manager database.

e If a new configuration databaseis created on a backup server, then a new public key will be
automatically generated for that backup server on Enterprise Manager, replacing its existing key.
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For details on Enterprise Manager keysets, encryption passwords and password restore, see the Data Encryption
section of the Veeam Explorers User Guide.
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Configuring Accounts and Roles

Veeam Backup Enterprise Manager implements security based on user roles by limiting access to features and
data. This empowers the administrator to delegate permissions in a granular way, on an as-needed basis. For
example, the administrator can grant permissions to another user to recover files without being ableto see the
content of the files.

Administrators grant users and groups access to Enterprise Manager by adding accounts. When adding an
account, administrators assign a role to the account to provide it with permissions.

Enterprise Manager offers the following roles:
e Portal Administrator
e Portal User
e Restore Operator

For the Portal User and Restore Operator roles, administrators can also configure restore scope and provide
permissions for guest OS file restore and application item restore.

NOTE

This section describes management of user accounts and roles required to work with the main Enterprise
Manager Ul. If you planto provide a user with access to vSphere Self-Service Backup Portal (and not to the
main Enterprise Manager Ul), you do not need to configure an account for this user on the Roles tab of the
Configuration view. Such accounts are configured on the Self-service tab of the Configuration view. For
more information, see Managing Tenant Accounts.

In This Section

e Accounts and Roles Overview
e Managing Accounts
e Configuring Restore Scope

e Configuring Permissions for File and Application Item Restore
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Accounts and Roles Overview

Accounts

Administrators can add accounts to Veeam Backup Enterprise Manager to grant users access to the website.
Enterprise Manager offers the following account types: User, Group, External User and External Group.

[ ]

o Windows-based
User Local or AD user By specifying a user name and

password Enterprise Manager:

DOMAIN|Username
(domain is optional)

e Linux-based Enterprise
Manager:
Username@DOMAIN
(domain is mandatory
for AD users)

o e Windows-based
Group Local or AD group By specifying a user name and

password Enterprise Manager:

DOMAIN|Groupname
(domain is optional)

e Linux-based Enterprise
Manager:
Groupname@DOMAIN
(domain is mandatory
for AD groups)

External User IdP user By using single sign-on* Username@Suffix
External Group IdP group By using single sign-on* Free-form string

vSphere Role VMware vCenter — —
Server role used to
access the Veeam
Plug-in for VMware
vSphere Client

* Formore information on thesingle sign-on capability, see SAML Authentication Support.
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Roles

To provide an account with permissions, administrators assign one of the following roles to the account: Portal
Administrator, Portal User or Restore Operator.

How Is Assigned Access to Permissions

Configuration

e Initially by default to

Portal th listed in th Yes Full access to all available
Administrator € users tisted in the operations on all tabs of the web
local Administrators Ul

group and the user
who installed
Enterprise Manager

e By Portal
Administrator in
Configuration > Roles

. . e Access objects from the
Portal User By Portal Administrator in No

Configuration > Roles restore scope on the

Machines and Files tabs

e Run Quick Backup for
machines from the restore
scope on the Machines tab

e Perform restore
operations as permitted by
the delegation settings

e View information about all
backup servers and jobs on
the Dashboard, Reports,
Jobs and Policies tabs

. . e Access objects from the
Restore Operator By Portal Administrator in No

Configuration > Roles restore scope on the

Machines and Files tabs

e Perform restore
operations as permitted by
the delegation settings

Users with the Portal User or Restore Operator role can access their restore scope — a list of objects that can be
recovered by appropriate personnel. For example, the restore scope of database administrators is database
servers (Microsoft SQL Server, Oracle or other), the restore scope of Exchange administrators is Exchange server
machines, and so on. For more information on configuring restore scope, see Configuring Restore Scope.
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IMPORTANT

You can customize the restore scope if you have the Enterprise Plus edition of Veeam Backup &
Replication. In other editions, this list includes all objects and cannot be customized. However, you can
delegate recovery of entire machines, guest files, or selected file types. For more information, see
Configuring Permissions for File and Application Item Restore.
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Managing Accounts

Users with the Portal Administrator role can perform the following actions with accounts:
e Add account
e Editaccount
e Remove account

When you add or edit an account, you can configure permissions for restore operations that the user can
perform. The permissions are defined by restore scope and restore type. For more information, see the
following sections:

e Configuring Restore Scope
e Configuring Permissions for File and Application Item Restore

If you have Veeam ONE deployed in your backup infrastructure, you can view a report that lists Enterprise
Manager users, their roles and restore permissions. For details, see the Delegated Restore Permissions Overview
section of the Veeam ONE Reporting Guide.

Adding Account

To add an account, take the following steps:
1. Log in to Enterprise Manager using an administrative account.
2. To open the Configuration view, click Configuration inthe upper-right corner.

3. Select the Rolessection on the left of the Configuration view.

E@ Dashboard Reports Jobs Policies Unstructured Data Machines Files Items Requests @ TECH\sheila.d.cory ¥ @
@ Exit Configuration Search by account name Q Y Account Types (All)

& Add.. Edit. Remove (¥ Rebuild Roles @8 Export ® Refresh
¥ Backup Servers

Account T Role
[ vCenter Servers
v 2k BUILTINVAdministrators Portal Administrator
Self-service

&  TECHsheila.d.cory Portal Administrator
@ sessions
& Roles
3% settings
®  Licensing
A Notifications
©@ About

4. Click Add onthe toolbar.

5. From the Account type list, select a type of the account: User, Group, External Useror External Group. For
more information, see Accounts and Roles Overview.
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6. Inthe Accountfield, specify an account name in the DOMAIN|Username or Username@Suffix format
depending on the account type. For more information, see Accounts and Roles Overview.

7. From the Role list, select a role you want to assign to the account: Portal Administrator, Portal User or
Restore Operator. For more information, see Accounts and Roles Overview.

NOTE

To be ableto assign any of portal roles to Active Directory domain users or groups, make sure that
Veeam Backup Enterprise Manager service account has sufficient rights to enumerate Active
Directory domains (by default, Active Directory users have enough rights to enumerate Active
Directory domains).
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8. [For Portal User or Restore Operator] In the Restore scope section, you can allow a user to restore all
objects (machines and file shares) processed by managed backup servers or the selected objects only. For
more information, see Configuring Restore Scope.

In the Allow restore of section, you can configure additional restrictions for the restore scope. For more
information, see Configuring Permissions for File and Application Item Restore.

Add Role X

Account type: User b
Account: techwwilliam.fox
Role: Restore Qperator b

Restore scope:
(®) All objects

[ ) Selected objects only Choose

Allow restore of:

|:| Entire machines and disks

|:| Files and folders

=]

|:| Microsoft Exchange itemns

Databases

|:| Microsoft SQL Server databases

Oracle databases

|:| PostgresQL instances

|:| Deny in-place database restores (safer)
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Editing Account

To edit settings of an added user or group, select it in the list of roles and click Editon the toolbar. Then edit
user or group settings as required.

Removing Account

To remove an added user or group, select it in the list and click Remove on the toolbar.

Configuring Restore Scope

Restore scope is a list of objects (machines and file shares) that can be recovered by appropriate users. By
default, the restore scope for users with a non-administrative role (Portal User and Restore Operator) includes
all objects from available backups. If you have the Enterprise Plus edition of Veeam Backup & Replication, you

can customize the restore scope.

To customize the restore scope, perform the following steps when adding or editing a Portal User or Restore
Operator account:

1. Log in to Enterprise Manager using an administrative account.
2. To open the Configuration view, click Configuration inthe upper-right corner.
3. Select the Rolessection on the left of the Configuration view.

4. Click Add toadd anaccount, or select an existing account and click Edit.
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5. In the Restore scope section, select the Selected objects only option and click Choose.

Add Role b 4

Account type: User A
Account: techwilliam.fox
Role: Portal User A4

Restore scope:

() Al objects

iiﬁ' Selected objects only

Allow restore of:

Entire machines and disks

|:| Files and folders

|:| Microsoft Exchange items

|:| Databases
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6. In the Manage Scope Objects window, click Add object and select what type of objects to display. You can

select from the following types: Hyper-V, vSphere, Cloud Director, Protection Group, Unstructured Data
or Nutanix AHV.

Manage Scope Objects X

4= Add object v e

Fda Hyper-v
[g vSphere Type Host
& Cloud Director

(& Protection Group

@ Unstructured Data

% Mutanix AHV @

OK Cancel

7. In the Add Objects window, select the objects you allow the user to restore. Consider that reverse DNS
lookup on the Veeam Backup Enterprise Manager server must be functional. Otherwise, the Add Objects
window may display incomplete infrastructure.

To search for an object, type a name or its part in the search field. Specify the type of the object from the
drop-down list next to the search field.

You can also use the buttons in the upper-right corner to switch between virtual infrastructure views:

o For Microsoft Hyper-V objects, you can switch between the Hosts and VMs, Hosts and Volumes, and
Hosts and VM Groups views.

o For VMware vSphere objects, you can switch between the Hosts and Clusters, VMs and Templates,
Datastores and VMs and Tags and VIMs views.
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o For VMware Cloud Director, protection groups, unstructured data and Nutanix AHV, switching the
views is not available.

Add Objects x

Type in an object name to search for Q, | 3 everything W
) Reload Gn E| 4

FY

B8 CDP-CLUSTER
+E esx03-virt.tech.local
+E esx04-virt.tech.local
-G VCLS (2)
—GvCLs (@)
(51 virt03-sqlo1
- virt03-srv01
f-d virt03-ubuntu0
H = .
A virtd3-ubuntu01_
(51 virt03-vmo1

‘5 virt03-vm02 -

8. Click OKto save the settings.

After the users log in to Enterprise Manager, they will be ableto view objects included in their restore scope.

NOTE

The Machines and Unstructured Data tabs display only machines and unstructured data (file shares and
object storage systems) that have been backed up. The Filestab displays guest OS files only for machines
that have been backed up with guest file indexing enabled. For more information on indexing, see
Preparing for File Browsing and Searching.

Restore scope is automatically refreshed daily on built-in schedule and after any role modification. It may
happen that some newly created machines, file shares and backups are not yet presented to users in the
Machines, Unstructured Data or Files tabs right after the login to Enterprise Manager. If you cannot find an
object after making a search query, click the | don't see my VM link to refresh the view. This link, however, is not

visible until you get unsuccessful search results.
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Users with the Portal Administrator role can click Rebuild Roles torefresh all scopes of all accounts manually.
This operation will affect all configured roles. You can watch the progress of the security scope rebuild in the
Sessions section.

E@ Dashbeard Reports Jobs Policies Unstructured Data Machines Files Items Requests ® TECH\sheila.d.cory v @
@ Exit Configuration Search by account name Q Y Account Types (All)
T B & Add. Edit Remove € Rebuild Roles H8 =xport @) Refresh
i Backup Servers
Account T Role

@ vCenter Servers
- 4% BUILTIN\Administrators Portal Administrator

Self-service

& TECH\sheila.d.cory Portal Administrator

(@® Sessions
& Roles
3% settings
@ Licensing
A Notifications
@ About

Configuring Permissions for File and Application Item Restore

Accounts that you want to use for guest OS file restore and application item restore must have sufficient
permissions.

By default, users can restore all types of files from available backups and replicas. Files can be restored either to
the local machine or the original location. For security purposes, you can configure additional restrictions for the
restore scope. For example, you can specify the list of file types available to the user or prohibit downloading of
restored files at all.

To let users restore application items, you must assign a security role to the user account and allow the account
to access and restore application items. For example, users responsible for Oracle databaserestore must be
assigned an Enterprise Manager role and be able to restore Oracle databases.

To configure permissions for file and application item restore, take the following steps:
1. Log in to Enterprise Manager using an administrative account.

2. To open the Configuration view, click Configurationinthe upper-right corner.

w

Select the Rolessection on the left of the Configuration view.
4. Click Add toadd anaccount, or select an existing account and click Edit.

5. In the Allow restore of section, to allow restore of entire machines and VM disks of machines included in
the restore scope, select the Entire machines and disks check box.

6. To allow restore of guest OS files, select the Files and folders check box. If you select this check box, you
can also select the following options:

o Allowin-place file restores only — select this option to allow file-level restore to the original location
only. Consider that the restored files will be available only to accounts that have access to the original
machine.
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o Allow restore of files with these extensions only — select this option to define which file types are

allowed for restore. In the text box, enter a list of extensions for allowed file types, separated by
commas.

7. To allow restore of Microsoft Exchange items (mail, calendars, tasks), select the Microsoft Exchange items
check box.

8. To allow restore of databases, select the Databases check box. If you select this check box, you can also
select the following options:

o Select Microsoft SQL Server databases toallow restore of Microsoft SQL databases on machines
included in the user's restore scope.

o Select Oracle databases toallow restore of Oracle databases on machines included in the user's
restore scope.

o Select PostgreSQL instances to allow restore of PostgreSQL instances on machines included in the
user's restore scope.

o Select Deny in-place database restores torestrict the user from overwriting the original databases
during the databaserestore process.

9. Click OK to save the changes.
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10. [For Microsoft Exchange items restore] Configure the settings of an Active Directory account that will be
used to restore Microsoft Exchange items. For more information, see Configuring Active Directory

Account.
Account type: User hd
Account: techwwilliam.fox
Role: Restore Operator hd

Restore scope:

() All objects

ii) Selected objects only

Allow restore of:

Entire machines and disks

|:| Files and folders

|:| Microsoft Exchange items

Databases

Microsoft SQL Server databases
Oracle databases

PostgresQL instances

|:| Deny in-place database restores (safer)
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Configuring Active Directory Account

You can either preconfigure an Active Directory account that will be used to restore Microsoft Exchange items or

choose to

specify an account every time you perform the restore operation.

To configure Active Directory account settings, take the following steps:

1. Open the Settings section of the Configuration view.

2. On the Directory Account tab, selectone of the following options:

(0]

Select Prompt for AD account credentials every time tospecify an account every time you perform the
restore operation. This allows you to avoid storing account credentials in the Enterprise Manager
configuration database.

This option must be selected if you have Microsoft Exchange servers in different domains.

Select Always use the specified AD account touse a specific account every time you restore Microsoft
Exchange items with Veeam Backup Enterprise Manager. This option is useful if you want to delegate
restore operations to a non-administrative user.

With this option selected, Microsoft Exchange servers must belong to the same Microsoft Active
Directory forest.

In this case, specify an Active Directory account name and password. Make sure the account meets the
following requirements:

= The account must be a member of the Organization Management group.

= The account must have sufficient rights to access mailboxes. To assign these rights, you can use
Exchange Impersonation or grant the Full Access permission to the account. For more
information on Exchange Impersonation, see Microsoft Docs.

3. Select Use secure LDAP connection over SSL toset Enterprise Manager to connect to the domain
controller over the SSL or TLS protocol.

4. Click Save tosave the changes.

] Backup Servers
& vCenter Servers
@ sessions

& Roles

3 Settings

@ Licensing

A nNotifications

0@ About

@ Exit Configuration

Search Catalog Key Management SAML Authentication Directory Account Chart Settings Session History  Certificates
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Configuring VMware vSphere Roles

Before you can use the Veeam Plug-in for VMware vSphere Client, you must map the VMware vSphere role that
you will use to work with the plug-in with one of the Veeam Backup Enterprise Manager roles. For more
information on the plug-in, see Veeam Plug-in for VMware vSphere Client.

To map a VMware vSphere role, take the following steps:
1. Log in to Enterprise Manager using an administrative account.
2. To open the Configuration view, click Configuration inthe upper-right corner.
3. Select the Rolessection on the left of the Configuration view.
4. Click Add onthe toolbar.
5. From the Account type list, select vSphere Role.

6. From the vSphere role list, select a vCenter Server role created in VMware vSphere that you will use to
work with Veeam Plug-in for VMware vSphere Client.

7. From the Role list, select a role you want to assign to the account: Portal Administrator, Portal User or
Restore Operator. For more information, see Roles.

NOTE

To be ableto assign any of portal roles to Active Directory domain users or groups, make sure that
Veeam Backup Enterprise Manager service account has sufficient rights to enumerate Active

Directory domains (by default, Active Directory users have enough rights to enumerate Active
Directory domains).
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8. [For Portal User or Restore Operator] In the Restore scope section, you can allow a user to restore all
objects (machines and file shares) processed by managed backup servers or the selected objects only. For
more information, see Configuring Restore Scope.

In the Allow restore of section, you can configure additional restrictions for the restore scope. For more
information, see Configuring Permissions for File and Application Item Restore.

Add Role x

Account type: vSphere Role v
vSsphere role: Administrator v
Role: Portal User A4

Restore scope:

() All objects

'ZEZ' Selected objects only

Allow restore of:

Entire machines and disks

Files and folders

|:| Allow in-place file restores only

|:| Allow restore of files with these extensions only:

|:| Microsoft Exchange items

Databases

Microsoft SQL Server databases

Oracle databases
PostgresSQL databases

|:| Deny in-place database restores (safer)
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Configuring SAML Authentication Settings

Organizations who use single sign-on (SSO) in their IT infrastructure can allow users to access the Veeam Backup
Enterprise Manager website and vSphere Self-Service Backup Portal with their SSO credentials. To do this, the
Enterprise Manager administrator must configure SAML authentication settings.

NOTE

If SAML authentication is enabled, users can log in to vSphere Self-Service Backup Portal under SSO
accounts only.

To configure SAML authentication settings:
1. Log in to Enterprise Manager using an administrative account.

2. To open the Configuration view, click Configuration inthe upper-right corner.

3. Open the Settings section on the left of the Configuration view.
4. Click the SAML Authentication tab.
5. Select the Enable SAML 2.0 option.

6. Inthe Identity Provider Configuration section, specify identity provider settings. For more information, see
Specifying Identity Provider Settings.

7. [Optional] If you want to use a certificate to encrypt and sign service provider SAML requests, specify
certificate settings. For more information, see Selecting Service Provider Certificate.

8. [Optional] Click the Advanced Settings link and specify advanced SAML authentication settings. For more
information, see Specifying Advanced SAML Authentication Settings.

9. In the Enterprise Manager Configuration section, export or manually copy metadata of the service provider
(the Veeam Backup Enterprise Manager website, vSphere Self-Service Backup Portal, or both) for which
you configure SSO. Use the metadata to register the service provider on the identity provider side. For
more information, see Obtaining Service Provider Settings.

10. Click Save.

After you configure SAML authentication settings, you can register user accounts that will be able to log in to
the Veeam Backup Enterprise Manager website or vSphere Self-Service Backup Portal using SSO. For more
information, see Configuring Accounts and Roles and Managing Tenant Accounts.

Specifying Identity Provider Settings

To set up SAML authentication, you must obtain SAML authentication settings from the identity provider and
specify them in Enterprise Manager. You can specify identity provider settings in one of the following ways:

e Import identity provider settings from a SAML metadata file obtained from the identity provider.
e Specify identity provider settings manually.

To import identity provider settings from the SAML metadata file, in the Identity Provider Configuration section
of the SAML Authentication view, click the Import from File link and browse to the metadata file. The metadata
file structure must conform to the SAML 2.0 Metadata Schema.
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Alternatively, you can specify identity provider settings manually:

1. Inthe Identity Provider Configuration section, in the Entity ID field, specify a unique ID of the identity
provider.

2. Inthe Login URL field, specify the URL of the single sign-on login page provided by the identity provider.

3. From the Binding list, select a SAML binding used by the identity provider to send SAML responses:
HttpRedirect or HttpPost.

4. In the IdP certificate field, specify a certificate that will be used to validate the signature of the signed
authentication assertions and decrypt assertions sent by the identity provider.

NOTE

Veeam Backup Enterprise Manager does not support identity provider certificate rollover.

SearchCatslog  KeyManagement  SAMLAUthentication DirectoryAccount  ChanSetings  SessionMistory  Certficates

Selecting Service Provider Certificate

If you want to sign and encrypt authentication requests sent from Veeam Backup Enterprise Manager to the
identity provider, you must select a certificate with a private key that will be used for encryption and signing. To
select a certificate:

1.

In the Enterprise Manager Configuration section of the SAML Authentication view, click the Select link
next to the Certificate field.

In the Select Service Provider Certificate window, Veeam Backup Enterprise Manager will display
certificates located in the certificate store on the Enterprise Manager server. Choose the necessary
certificate from the list and click Select.

If you use a certificate to sign end encrypt SAML authentication requests, you must pass the public key
certificate to the identity provider. The identity provider will use this certificate to encrypt requests and validate
the request signature. For more information, see Obtaining Service Provider Settings.
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TIP

Consider the following:

e To change the service provider certificate, click the Remove link next to the Certificate field. Then
select another certificate from the certificate store.

e You can choose whether to include the certificate in the service provider metadata. For more
information, see Specifying Advanced SAML Authentication Settings.

Specifying Advanced SAML Authentication Settings

In the SAML Advanced Settings window you can specify advanced settings for SAML authentication.

1.

To include in the service provider SAML metadata a security certificate required to decrypt service
provider authentication requests, select the Include encryption certificate in metadata check box.

To validate the signature of the signed requests, select the Include signing certificate in metadata check
box.

From the Minimum accepted incoming signing algorithm and Outbound sign algorithm lists, select what
type of signed requests and responses Enterprise Manager will be able to send and receive. By default, the
SHAZ256 option is selected. With this option selected, Enterprise Manager will send and receive requests
and responses signed using the SHA256 or stronger algorithm.

By default, to provide for single sign-on authentication for groups of users, Veeam Backup Enterprise
Manager accepts information about groups from the identity provider in statements of the Group type. If
it is required to use for this purpose statements of a different type, in the Group claim type field, specify
the necessary type.

If you want to sign authentication requests sent from Enterprise Manager to the identity provider with a
digital certificate, in the Identity Provider Settings section, select the Sign AuthnRequests to IdP check
box.

From the Authentication context comparison list, select a comparison method for authentication context:
Exact, Minimum, Maximum or Better.

From the Authentication context class list, select one of the classes to specify an authentication method
used by the Identity Provider. By default, the Password option is selected. For details on authentication
context classes, see Authentication Context for the OASIS Security Assertion Markup Language (SAML)
V2.0.
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8. Click Apply.

SAML Advanced Settings

Service Provider Settinge

Include encryption certificate in metadata

Include signing certificate in metadata

Mininimum accepted incoming signing SHAZSE w
algorithm:

Duthound signing algorithm: SHAZSE A
Group claim type: httpischemas.xmlsoap.orgiclaims/Group

Identity Provider Settings

Sign AuthnReguests to IdP
Authentication context comparison: Exact ~

Authentication context class: Passwaord ~

Obtaining Service Provider Settings

To set up SAML authentication for the Veeam Backup Enterprise Manager website and vSphere Self-Service
Backup Portal, you need to register each of them individually as a service provider on the identity provider side.
To do this, you need to obtain service provider settings and pass them to the identity provider.

You can obtain service provider settings in one of the following ways:
e Export service provider settings to an XML file

e Copy service provider settings

Exporting Service Provider Settings

You can export settings of each service provider to a SAML metadata file — an XML file that conforms to the
SAML 2.0 Metadata Schema. If you plan to use a certificate to sign end encrypt SAML authentication requests,
and need to pass the public key certificate to the identity provider, you must include the certificate in the
metadata file. For more information, see Specifying Advanced SAML Authentication Settings.

e To export service provider settings of the Veeam Backup Enterprise Manager website, click the Download
link next to the Veeam Backup Enterprise Manager field.

e To export service provider settings of vSphere Self-Service Backup Portal, click the Download link next to
the vSphere Self-Service Backup Portal field.
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Copying Service Provider Settings

To copy service provider settings:
1. Copy the links next to the SP Entity ID / Issuer and Assertion consumer URL fields.

2. If you have selected a certificate that will be used to sign end encrypt SAML authentication requests, you
must also passthe public key certificate to the identity provider. To copy the certificate, click the
Download link next to the Certificate field.

Related Topics

SAML Authentication Support
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SAML Authentication Support

Veeam Backup Enterprise Manager supports single sign-on authentication based on the SAML 2.0 protocol.
Enterprise organizations who use a single sign-on (SS0) service in their IT infrastructure can extend single sign-
on capabilities to Veeam Backup Enterprise Manager. Once a user of the organization is logged in to the single
sign-on service, the user can access Veeam Backup Enterprise Manager without the need to provide their
credentials.

You can enable SSO for the following Veeam Backup Enterprise Manager components:
e Veeam Backup Enterprise Manager website
e vSphere Self-Service Backup Portal
SAML authentication scenario in Veeam Backup Enterprise Manager comprises the following parties:
e User that logs in to the Veeam Backup Enterprise Manager website or vSphere Self -Service Backup Portal.

e Service provider (SP) — an application accessed by the user. In the Veeam backup infrastructure, the
service provider is the Veeam Backup Enterprise Manager website or vSphere Self -Service Backup Portal.

e Identity provider (IdP) — an external service (hosted on premises or in the public cloud) that facilitates
SSO. The IdP keeps user identity data in a user store (or attribute store). Upon requests from the SP, the
IdP issues SAML authentication assertions, that is, identifies the user and provides the SP with required
information about the user.

Veeam Backup Enterprise Manager supports identity providers that support the SAML 2.0 protocol, for
example, Active Directory Federation Services (AD FS), Azure Active Directory (Azure AD), Okta, AuthO,
Keycloak and so on.

The SP and IdP exchange information in the XML format in accordance with the SAML V2.0 Standard. The
Enterprise Manager administrator can specify what information is required from the IdP to set up SAML
authentication in Enterprise Manager and how SAML requests and responses are sent.

How It Works

In Veeam Backup Enterprise Manager, SAML authentication is performed in the following way:

1. The user accesses the website under an account of the £Externaltype. The account must be registered in
advance in Enterprise Manager by the Enterprise Manager administrator.

2. Veeam Backup Enterprise Manager redirects a SAML authentication request to the IdP.

3. If the user has not previously logged in with the single sign-on service of the IdP, the IdP redirects the
user to the URL of the single sign-on webpage.

Alternatively, if the user is already logged in with the single sign-on service, the user proceeds directly to
the step 6.

4. |If the user has not previously logged in with the single sign-on service, the user specifies the password of
their account on the single sign-on webpage.

5. The IdPissues a SAML assertion and redirects it to Veeam Backup Enterprise Manager in the SAML
response. The SAML assertion must meet the following requirements:

o Contain a User Principal Name (UPN) of the user in the <Name/D>element of the SAML response.

o Specify that the UPN typeis Persistent.
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6. The user gains access to the website and can perform operations according to the role and restore scope

specified for the user account.

User Identity Provider
[External User or (On-premizes or cloud-based
External Group account) senvice)

Service Provider
[Veeam Backup
Enterprise Manager)

Getting Started

To set up SAML authentication, the Enterprise Manager administrator must complete the following tasks in
Enterprise Manager:

1.

Obtain SAML metadata from the IdP and import this metadata to Veeam Backup Enterprise Manager. The
IdP metadata includes the IdP entity ID, login URL, SAML binding and public key certificate that will be
used to validate authentication assertions sent by the IdP. For more information, see Specifying Identity
Provider Settings.

[Optional] If you want to use a digital certificate to encrypt and sign SP SAML requests, specify certificate
settings. For more information, see Selecting SP Certificate.

[Optional] Specify advanced settings for SAML authentication. These settings define how the SP and IdP
will exchange SAML information. You may want to adjust the settings to strengthen SAML information
exchange between the SP and IdP. For more information, see Specifying Advanced SAML Authentication
Settings.

Export SP SAML metadata in Veeam Backup Enterprise Manager and pass this metadata to the IdP. The SP
metadata includes the SP entity ID, assertion consumer URL and public key certificate that will be used to
encrypt SAML responses sent by the IdP. For more information, see Obtaining Service Provider Settings.

Create user accounts. To provide users of a SSO service with access to the Veeam Backup Enterprise
Manager website or vSphere Self-Service Backup Portal, the administrator must create for these users
accounts of the External Useror External Group type. For more information, see Configuring Accounts and
Roles and Managing Tenant Accounts.

On the IdPside, the IdP must configure trust relationship with Veeam Backup Enterprise Manager and configure
rules that define what information to provide to the SP. Depending on the IdP, these rules may be configured in
the form of claims, attribute statements and so on. For an example of how to perform this task in AD FS, see
Configuring AD FS for SAML Authentication.

Related Tasks

Configuring SAML Authentication Settings

Configuring Accounts and Roles
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Configuring AD FS for SAML Authentication

Active Directory Federation Service (AD FS) is a hosted identity provider implemented as a feature in the
Windows Server OS. It provides single sign-on capabilities for Active Directory (AD) users. If AD FS is used as the
identity provider in the organization, to let AD users log in to the Veeam Backup Enterprise Manager website
and vSphere Self-Service Backup Portal using the single sign-on service, an IT administrator must register the
Veeam Backup Enterprise Manager website and vSphere Self-Service Backup Portal as service providers in AD

FS.

To add a service provider in AD FS:

1.

Obtain the service provider metadata exported from Veeam Backup Enterprise Manager. For more
information, see Configuring SAML Authentication Settings.

In AD FS, add a Relying Party Trust using the service provider metadata.

Edit the Claim Issuance Policy for the added Relying Party Trust to add an issuance transform rule with the
following properties:

o Claimrule template = 7ransform an Incoming Claim
o Incoming claim type = UPN

o Outgoing claim type = NamelD

o Outgoing name ID format = Persistent Identifier

[Optional] To provide single sign-on capabilities to AD groups, add to the Claim Issuance Policy an
issuance transform rule with the following properties:

o Claimrule template = Send Group Membership as a Claim
o User'sgroup = <Name>
where <Name>is a name of the AD group that includes users that will access the service provider.

When a user that belongs to the specified group attempts to access the service provider, the identity
provider will issue an authentication assertion confirming that the user belongs to the group.

o Outgoing claim type = Group

Alternatively, if a different value is specified for the Group claim type option of advanced SAML
settings in Enterprise Manager, the same value must be specified as the outgoing claim type in AD FS.

o Outgoing claim value = <Name>

where <Name> is a name of the group that will be returned to the service provider in authentication
assertions.

This value can be different from the User's group value, for example, if you do not want the service
provider to display AD group names. This value must be the same as the name of the account of the
External Group type added in Enterprise Manager. For more information, see Configuring Accounts

and Roles and Adding Tenant Account.

For example, you want to provide single sign-on capabilities to users that belong to the Backup AD group.
In Enterprise Manager, you have the EnterpriseUsers account of the External Group type, and the default
group claim type is specified in advanced SAML settings.

To allow these users to log in to Enterprise Manager with the single sign-on service, you must create an
issuance transform rule with the following properties:

o Claimrule template = Send Group Membership as a Claim
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o User's group = Backup
o Outgoing claim type = Group

o Outgoing claim value = EnterpriseUsers

Related Topics

e SAML Authentication Support

e Configuring SAML Authentication Settings
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Configuring Retention Settings for Index
and History

Veeam Backup Enterprise Manager allows you to configure retention settings for index files and event history.
For details on dataindexing, see Veeam Backup Catalog.

e If you use the Standard edition of Veeam Backup & Replication in your virtual environment, Veeam Backup
Enterprise Manager keeps index files only for those backups that are currently stored on disk (that is, the
backups are available on backup repositories).

e If you use the Enterprise or Enterprise Plus edition, Veeam Backup Enterprise Manager keeps index files
for backups that are currently stored on disk and for archived backups (for example, backups that were
recorded to tape). Thus, you will be able to browse and search through backup contents even if the
backup in repository is no longer available or it was removed by Remove from Backups or Remove from
Disk command in Veeam Backup console. For more information, see Managing Backups and Managing
Replicas sections of the Veeam Backup & Replication User Guide.

IMPORTANT

Consider that, by default, backup repository is the primary destination for the search. This means, in
particular, that if a backup (with indexed guest) is stored in both locations — repository and tape — then
Enterprise Manager search results will only include files from backup stored in the repository. Files from
tape-archived backup will appearin search results only if not found in the repository.

To configure retention settings, take the following steps:
1. Log in to Enterprise Manager using an administrative account.
2. To open the Configuration view, click Configuration inthe upper-right corner.
3. Open the Settingssection on the left of the Configuration view.

4. On the Session History tab, in the Guest file system catalog section, specify how long index files must be
stored on the Enterprise Manager server:

a. Enter the desired number of months in the Retention period, months field. The default value is
3 months, the minimum allowed value is 1 month, and the maximum allowed value is 99 months.

b. When finished, click the Save button under the Event history section. New retention settings will be
saved in the Enterprise Manager database, and a message notifying you on the update will be
displayed at the top of the window.

5. In the Event history section, specify the period for which Enterprise Manager should keep historical data
availablein the main working area of the Enterprise Manager website.

a. Enter the desired number of weeks or select Keep all. By default, the retention period for session data
is set to 13 weeks. The minimum allowed value is 1 week, and the maximum allowed value is
999 weeks.
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b. When finished, click Save. New retention settings will be saved in the Enterprise Manager database,
and a message notifying you on the update will be displayed at the top of the window.

@ Exit Configuration Search Catalog Key Management SAML Authentication Directory Account Chart Settings Session History Centificates.

# Backup Servers

& vCenter Servers Guest file system catalog

@ Sessions Retention ad: | 3 o | monthis)
& Roles

3 Settings

LEEs Event history

e
A nNotifications -
[i]

About ® oyl |3 D wesk
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Note that the retention settings you specify in Enterprise Manager are propagated to all backup servers
connected to it. These settings override the Session history retention values specified in

Veeam Backup & Replication. For example, if the retention option of a backup server is set to keep the session
history for 75 weeks, and in Enterprise Manager you select to Keep only last 73 weeks, the Enterprise Manager
value will be propagated to the backup server; so the history will be kept for 73 weeks.

Options %
140 Contral Security Ernail Settings Event Forwarding
Weearn Intelligence MWotifications History

Sessions

Showe all sessions

@ Show only last 500 A sessions

Session histarny retention
keep all sessions

Keep only last 13 v oA wveeks

This server's session history settings are managed by the Weearn Backup Enterprise
Manager,

Ok Cancel Sy
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Managing TLS Certificates

TLS certificates ensure a secure connection with Veeam Backup Enterprise Manager over HTTPS. By default,
Veeam Backup Enterprise Manager uses the same TLS certificate for all connections. If you want to use different
certificates for different components, you can install new certificates. For more information, see Installing
Certificates. The certificate is bound to Enterprise Manager, the REST API and their ports.

e During the Enterprise Manager installation on Linux, a self-signed certificate is generated.

e During the Enterprise Manager installation on Microsoft Windows, you can select an existing certificate or
generate a new self-signed certificate.

TLS certificates are used for the following purposes:

e The Veeam Backup Enterprise Manager Service and Veeam Guest Catalog Service use the server certificate
to communicate with backup servers added to the Enterprise Manager infrastructure. For more
information, see How Enterprise Manager Authenticates to Backup Servers. The same certificate is used by
the Veeam Backup Enterprise Manager REST API Service to communicate with REST API clients.

e The Veeam Backup Enterprise Manager web application and Veeam vSphere Client plug-in use the web Ul
certificate to communicate with a browser.

@ Exit Configuration Search Catalog Key Management SAML Authentication Directory Account Chart Settings Session History Certificates

# Backup Servers ] install v

Service certificate
& vCenter Servers
Friendly name Veeam Backup Enterprise Manager Server Certficate

W Self-Service e Ch=ubr13emupdate
s

@ Ssessions

& Foles

§  settings

Licensing

Notifications

e = w ¥
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How Enterprise Manager Authenticates to
Backup Servers

When communicating with backup servers, Veeam Backup Enterprise Manager uses a TLS certificate for
authentication so that Veeam Backup Enterprise Manager does not store backup server account credentials. For
connections with backup servers with earlier versions of Veeam Backup & Replication, Veeam Backup Enterprise
Manager uses backup server account credentials for authentication.

Certificate-based connection works in the following way:

1.

When adding a backup server, you specify connection settings including anaccount with Veeam Backup
Administrator role assigned on the backup server.

For more information, see Adding Backup Servers.

Veeam Backup Enterprise Manager sends the credentials as well as the certificate thumbprint that will be
used by Veeam Backup Enterprise Manager Service and Veeam Guest Catalog Service for authentication.

Veeam Backup & Replication validates the credentials and saves Enterprise Manager data including the
certificate thumbprint.

Veeam Backup & Replication sends its certificate thumbprint to Enterprise Manager.

For more information on managing backup server certificates, see the Backup Server Certificate section of
the Veeam Backup & Replication User Guide.

You validate the certificate. If you trust the certificate, Enterprise Manager adds the backup server to the
infrastructure and saves the thumbprint to the database.

If a backup server is not available at the moment, Enterprise Manager stores the backup server account
credentials until the connection is established. Then the credentials are deleted from the Enterprise
Manager database.

The next time Enterprise Manager connects to Veeam Backup & Replication, the Enterprise Manager
certificate is used for authentication.

If a backup server certificate is updated, you will have to validate it from Enterprise Manager. Until you
validate the certificate, Enterprise Manager cannot collect data from the backup server.

Thirty days before the Enterprise Manager certificate is expired, you are prompted to update it.

For more information, see Installing Certificates.
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Installing Certificates

If an existing TLS certificate expires, or if you want to replace it (for example, with a certificate obtained from a
Certificate Authority) you can install a new certificate. When using a certificate obtained from a CA, ensure that
the Enterprise Manager IP address or fully qualified domain name is included in the certificate subject or subject
alternative name.

If you plan to use a certificate signed by aninternal Certificate Authority (CA), add the certificate to the
certificate store before starting the installation. For details, see Using Certificate Signed by Internal CA.

NOTE

For Microsoft Windows-based Enterprise Manager, to update the certificate used by the Enterprise
Manager web application and Veeam vSphere Client plug-in, you can also use Internet Information Services
(11S) Manager as an alternative method. For more information, see this Microsoft Docs article.

To install a new certificate, follow these steps:
1. Log in to Enterprise Manager using an administrative account.
2. To open the Configuration view, click Configuration inthe upper-right corner.
3. Open the Settings section.
4. On the Certificates tab, click Installand then choose the type of certificate to install:

o Select Server toinstall the certificate used by the Veeam Backup Enterprise Manager Service and
Veeam Guest Catalog Service to connect to backup servers. This certificate will also be used by the
Veeam Backup Enterprise Manager REST API.

o Select Web Ul toinstall the certificate used by the Veeam Backup Enterprise Manager web app and
Veeam vSphere Client plug-in to connect to the web browser.

@ Exit Configuration Search Catalog ~ Key Management SAML Authentication Directory Account  Chart Settings Session History  Certificates

W Self-Service
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3% Settings

@ Licensing
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5. At the Certificate Type step of the Manage Certificate wizard, select one of the following options:
o Selecta certificate from the certificate store

o Generate new certificate
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o Upload a custom certificate

Manage Certificate x

Certificate Type Certificate Type
Choose a certificate to be used for encrypted TLS connection.

mport Certificate -
() Select a certificate from the certificate store

Use an existing certificate already present in the local Certificate Store of the server,

(__) Generate new certificate

Generate a new self-signed certificate that is verifiable with the thumbprint.

'61' Upload a custom certificate

Provide a certificate issued by your trusted certification authority,

=y =

6. At the next step step of the wizard either provide a certificate friendly name for a self -signed certificate or
choose an existing certificate that you want to install.

Manage Certificate x

Import Certificate

Certificate Type
Import a certificate from a file.

Import Certificate

Certificata:
Password:

Password is required only if this certificate was exported with the password protection enabled.

Previous m Cancel

7. To install the certificate, click Finish.
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Using Certificate Signed by Internal CA

You can use a certificate signed by an internal Certificate Authority (CA) to secure communication between
Enterprise Manager and connected components.

Before installing a certificate signed by aninternal CA, you must add the certificate to the certificate store on
the Enterprise Manager machine to ensure that Enterprise Manager trusts the CA.

Certificate Requirements

A certificate signed by a CA must meet the following requirements.
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Subject Must be set to the fully qualified domain name (FQDN) of the Enterprise
Manager server.

Subject Alternative Name Must include both the FQDN and the NetBIOS name. You can specify
(SAN) multiple DNS entries in the following format:

DNS:emserver.domain.local, DNS:emserver
Key Size The minimum key size is 2048 bits.

Key Usage Extensions The following key usage extensions are enabled in the certificate:

e Digital Signature

e Certificate Signing

e Off-line CRL Signing
e CRL Signing (86)

Basic Constraints The Path Length Constraint parameter must be set to O.
Key Type Must be set to Exchange.
IMPORTANT

The following certificates are not supported:

e Certificates issued by public CAs
e Elliptic Curve Signature (ECC) certificates
e Cryptography API: Next Generation (CNG) certificates

CRL Requirements

Ensure that Certificate Revocation List (CRL) published by a CA and containing revoked certificates is accessible
from the Enterprise Manager server to verify certificate status. The CRL must meet the following requirements:

e CRL is accessible from the Enterprise Manager server to verify certificate status.
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e CRL must have an HTTP endpoint.

e CRL must be signed with a strong cryptographic algorithm such as RSA-SHA256.

Configuring Certificate Templates in Windows Server CA

If you use Windows Server Certification Authority for managing certificates, perform the following steps to
configure a suitable certificate template:

1. Open the Certificate Templates Microsoft Management Console (MMC) snap-in.
2. Select a template based on the built-in Subordinate Certification Authority template or a similar template.
3. Onthe Extensions tab, enable the Do not allow subject to issue certificates to other CAs option.

4. Issue an Enterprise Manager certificate based on this template.

Adding Certificate to Certificate Store

If you want to use a certificate signed by an internal CA, ensure that Enterprise Manager trusts the CA. After you
add the certificate to the certificate store, you can install the certificate. If you attempt to install a certificate
without adding it to the store first, the installation will fail. For details on how to install an Enterprise Manager
certificate, see Installing Certificates.

e For Microsoft Windows-based Enterprise Manager, add the certificate to the Trusted Root Certification
Authority store.

e For Linux-based Enterprise Manager, copy the CA certificate to the /etc/pki/ca-
trust/source/anchors/ directory in the PEM format, and then run the following command as the root
user.

update-ca-trust extract
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Licensing

The Veeam Backup & Replication infrastructure requires a license to process backup and replication jobs. Using
Enterprise Manager to manage Veeam Backup & Replication licenses reduces administration overhead. You can
manage and activate licenses for the entire backup infrastructure from a single web console. Enterprise Manager
allows you to view what workloads consume instances in the license, install a new license, and revoke the

license from protected workloads.

Veeam Backup Enterprise Manager collects information about the type of license installed on added backup
servers and the number of instances in the license. When Enterprise Manager collects data from backup servers,
it also synchronizes license data by checking if the license installed on the backup server matches with the
license installed on the Enterprise Manager server. If the licenses do not match, the license on the backup server
is automatically updated to match the license of the Enterprise Manager server.

When you run a job, Enterprise Manager uses instances required for each type of protected workloads. If a
workload is protected by multiple backup servers added to the Enterprise Manager infrastructure, the workload
will consume the Enterprise Manager license only once.

Consider the following:
e Enterprise Manager on Linux is supported only with the Enterprise Plus edition license.
e Socket licenses are supported for Enterprise Manager on Windows only.

e You cannot use the same Enterprise Manager server to manage backup servers that require different
licenses, for example, a backup server of a Veeam Cloud Connect service provider and a regular backup
server used to process Veeam Backup & Replication jobs. For example, you add to Enterprise Manager a
backup server with the Veeam Cloud Connect service provider license installed. Enterprise Manager will
obtain information about the license and saveit to its database. If you then add another backup server
with a different type of license installed, Enterprise Manager will install the Veeam Cloud Connect service
provider license on this backup server. As a result, you will be able to use the second backup server to
configure the Veeam Cloud Connect infrastructure, and will not be able to use this server to run backup
and replication jobs.

e For information on Veeam Backup & Replication license types, see the Licensing section of the
Veeam Backup & Replication User Guide.

e For information on Veeam Cloud Connect license types and license management tasks, see the Licensing
for Service Providers section of the Veeam Cloud Connect Guide.

e For more information on Veeam licensing, see Veeam Licensing Policy.

In This Section

e Installing License
e Viewing License Details
e Updating License
e Revoking License
e Removing License

e Managing Monthly Usage Reports
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Installing License

When you first log in to Veeam Backup Enterprise Manager after the deployment, you must install a license. The
license will be automatically applied to all backup servers added to Enterprise Manager. This approach simplifies

tracking license usage and license updates across multiple backup servers.

NOTE

To install a license, take the following steps:

e Enterprise Manager on Linux is supported only with the Enterprise Plus edition license.
e If a backup server running an earlier version uses a different license type than Enterprise Manager,
the backup server existing license will remain unchanged and the Enterprise Manager license will
not be applied to the backup server. However, all workloads protected by the backup server will still
be count toward the Enterprise Manager license.

1. Signin to Veeam Backup Enterprise Manager using an account with the Portal Administrator role.

2. To open the Configuration view, click Configuration inthe upper-right corner.

w

4. On the Summary tab, click Install license.

In the Configuration view, open the Licensing section.

5. Select the necessary LIC file and click Open.
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‘You have exceeded your licensed limit of 100 instances by more than 10. Additional workloads will

not be processed.

To avoid service interruptions from future growth, we recommend you deploy a license for at least

140 instances,
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Viewing License Details

You can view information about the license edition, license state and a spreadsheet of the available and used
instances per each type of protected workloads: Microsoft Entra tenants, virtual machines, physical servers and
physical workstations, cloud machines, applications, file shares.

When you run a job, Enterprise Manager uses instances required for each type of protected workloads for per-
instance licenses or applies a license to the protected hosts for per-socket licenses. If a workload is protected by
multiple backup servers added to the Enterprise Manager infrastructure, the workload will consume the
Enterprise Manager license only once.

For more information on Veeam licensing, see Veeam Licensing Policy.
To view license details:
1. Signin to Veeam Backup Enterprise Manager under an account with the Portal Administrator role.

2. To open the Configuration view, click Configuration inthe upper-right corner.

3. In the Configuration view, open the Licensing section.

JE Dashboard Reports Jobs Palicies Unstructured Data Machines Files Items. Requests TECH\sheila.d.cory v
[EE| P q
@ Exit Configuration Summary Instances

License edition: Enterprise Plus

You have exceeded your licensed limit of 100 instances by more than 10. Additional workloads will
not be processed.

Self-service To avoid service interruptions from future growth, we recommend you Geploy 3 license for at least
140 instances.

vCenter Servers

Instances

Roles
Type Count Multiplier Instances

2]
™
(@ sessions
F 3
3% settings
Applications
@ Licensing Cloud Databases

A Notifications
Cloud Machines

0 1
0 1
Cloud File Shares 0 1
o 1
@ About File Shares (500 GB) 0 1
Microsoft Entra ID (10 users) 120 1
Object Storage (500 GB) 0 1
Servers 0 1
virtual Machines 13 1

Waorkstations (3 PCs) 4 0323 0

TIP

You can configure Veeam Backup Enterprise Manager to send notifications about expiring license. For more
information on the Veeam Backup Enterprise Manager notification functionality, see Configuring
Notification Settings.

NOTE

Veeam Backup Enterprise Manager does not display information about instances consumed in the Veeam
Cloud Connect service provider license by tenant workloads. This information is available only on the
backup server of the service provider. For more information, see the Licensing for Service Providers section
of the Veeam Cloud Connect Guide.
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You can display detailed information about the current license, including license type, expiration date and the

number of instances. To do this, click the Details link. To view information about license usage, click the Report
link.

License Details X

License Information

Status WValid

Type Subscription

Package Premium

Support ID 02067762

Licensed to Veeam Software Group GmbH
Instances

Instances 1000 (2 used)

Expiration date 12/12/2026 (472 days left)

Update license key automatically

Receive proactive support (enables diagnostic data sharing) €

Update now
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Updating License

To be ableto use all data protection and disaster recovery features, you must update your license upon expiry.
You can use the following methods to update the license:

e Updating license manually

e Updating license automatically

NOTE

When updating the license, Veeam Backup Enterprise Manager requires internet access to connect to the
Veeam License Update Server. If your network is not connected to the internet, you can download a new

license file from my.veeam.com and install a new license. For more information on license installation, see
Installing License.

Updating License Manually

You can update the license manually on demand. When you update the license manually, Veeam Backup
Enterprise Manager connects to the Veeam License Update Server, downloads a new license from it (if the
license is available) and installs it.

To update the license, take the following steps:

1. Sign in to Veeam Backup Enterprise Manager using an account with the Portal Administrator role.
2. To open the Configuration view, click Configuration inthe upper-right corner.
3. In the Configuration view, open the Licensing section.

4. On the Summary tab, click Details.
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5. Click the Update now link.

License Details X

License Information

Status Valid

Type Subscription

Package FPremium

Support ID 02067762

Licensed to Veeam Software Group GmbH
Instances

Instances 1000 (2 used)

Expiration date 12/12/2026 (472 days left)

Update license key automatically

Receive proactive support (enables diagnostic data sharing) €@

Update now

U

pdating License Automatically

You can instruct Veeam Backup Enterprise Manager to schedule automatic connection with Veeam License
Update Server and periodically send requests for a new license. When the automatic update is enabled,
Enterprise Manager requests a new license weekly, and 7 days before current license expiration date — daily.

To

1.

2.

enable automatic update, do the following:

Sign in to Veeam Backup Enterprise Manager using an account with the Portal Administrator role.
To open the Configuration view, click Configuration inthe upper-right corner.

In the Configuration view, open the Licensing section.

On the Summary tab, click Details.

In the Details window, select the Update license key automatically check box. If this option is enabled in
Enterprise Manager (even if it is disabled in the Veeam Backup & Replication console), automatic update
will be performed anyway and Enterprise Manager will obtain a new key from Veeam licensing server and
propagate it to all managed Veeam backup servers.
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6. To receive proactive technical support services, select the Receive proactive support check box. Selecting
this option also enables diagnostic data sharing. To learn how sensitive datais processed, see Processing
of Sensitive Data in Veeam Technical Support.

NOTE

Grace Period

For information on license management in Veeam Backup & Replication, see the Licensing section of the
Veeam Backup & Replication User Guide.

For information on license management for Veeam Cloud Connect Server Providers, see the Licensing for
Service Providers section of the Veeam Cloud Connect Guide.

Veeam Backup Enterprise Manager supports a grace period after the license expiration date. For Subscription
license, it lasts for 30 days, for Rental license — 2 months. During this period the product will be running, buta
warning about license expiration (grace period) will appearon the Dashboard tab and in the sessions
information. You must update your license before the end of the grace period.

Messages that appearin the automatic license update session log are listed in the License Update Session Data
section. Similar messages are received as pop-ups after you force the immediate update.

License Update Session Data

The table below lists the messages that can appearin the automatic license update session log. Similar
messages are received as pop-ups after you force the immediate update. Recommendations for users (if
applicable) are provided in the Comment field.

Message Reason Comment

This sequence of messages
means automatic license key
update procedure has
completed successfully.

“New license key has been
received”

“New license key has been
installed”

“License key has been auto-
updated”

“License key type is not

supported at the moment”

“License key is invalid"

"Your existing license key is
up to date"”

License key generation failed
due to currently
unsupported license type.

License signature (identifier)
is invalid.

License expiration date is
more than 7 days from now.
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You can open the License Information dialog in
Veeam backup console or the Licensing

section in Enterprise Manager to examine the
details.

Currently, automatic update is supported only
for licenses associated with Hosting Rental
contract type.

Contact your Veeam sales representative.

This message could probably been issued due
to an accidental attempt to update the license
manually. Select to update the license key
automatically, and the system will notify you
on time.


https://www.veeam.com/processing_of_sensitive_data_in_support_ds.pdf
https://www.veeam.com/processing_of_sensitive_data_in_support_ds.pdf
https://helpcenter.veeam.com/docs/vbr/userguide/licensing.html?ver=13
https://helpcenter.veeam.com/docs/vbr/cloud/cloud_connect_licensing.html?ver=13
https://helpcenter.veeam.com/docs/vbr/cloud/cloud_connect_licensing.html?ver=13

Message RGCER ] Comment

"Your contract has expired,  Your contract has expired
so the license key cannot be and needs to be renewed.
updated automatically.

Please contact your Veeam

sales representative to

renew your contract.”

"General license key Web licensing server did not

generation error has return a new key upon

occurred” request due to some other
reason.
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Contact your Veeam sales representative for
contract renewal.

Wait for 24 hours (Veeam will re-try to update
the key). Retries will take place for 1T month
after key expiration date.



Revoking License

You can use Enterprise Manager to revoke instances from machines — that is, reclaim the instance used for a
machine to apply it to another machine.

To revoke the license, take the following steps:

—_

Sign in to Veeam Backup Enterprise Manager using an account with the Portal Administrator role.

N

To open the Configuration view, click Configuration inthe upper-right corner.

w

In the Configuration view, open the Licensing section.
4. Select the Instances tab.
5

Select the required object in the list and click Revoke.

E@ Dashboard Reports Jobs Policies Unstructured Data Machines Files Items Requests : TECHsheila.d.cory v :
@ Exit Conflguration Summary Instances
B Revoke 8 export T Refresh

#2 Backup Servers

Name + Host License

[ vCenter Servers

= e \\srvi2\share srvi2 File Share

- apache02 172.7.52.34 Virtual Machine

© sessions apache02_replica (c8c3c313-5172-4162-aaa1-5aef503e75ac) 172175215 Virtual Machine

& Roles apache02_replica_restored271119T1516 (1b96bddc-4007-4b84-9... 17217.5215 Virtual Machine
appsnv001 17217.5244 Virtual Machine

3 settings crmot 172175234 Virtual Machine

9 Licensing dbserver01 172.17.52.34 Virtual Machine
desktop03 17217.52.34 Virtual Machine

A Notifications
filesrvo3 17217.52.34 Virtual Machine

@ About filesrvo4 172.7.52.34 Virtual Machine
filesrv06 17217.52.34 Virtual Machine
sandbox01 17217.52.34 Virtual Machine
servds 172.17.52.34 Virtual Machine
sglsrvD3 172.17.52.14 Virtual Machine
srvi2.tech.local Windows Servers Server
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Removing License

Since Veeam Backup Enterprise Manager does not work without a license, you cannot remove an installed
license completely. You can replace the already installed license by installing a new one.

If you have a merged license installed, you can remove a partof it: a socket license or aninstance license. After
you remove a part of the merged license, Veeam Backup Enterprise Manager and connected backup servers will
operate under the other part of the merged license.

To remove a part of a merged license, do the following:

—_

Sign in to Veeam Backup Enterprise Manager using an account with the Portal Administrator role.
2. To open the Configuration view, click Configuration inthe upper-right corner.
3. Inthe Configuration view, open the Licensing section.

4. On the Summary tab, click Remove Socket License or Remove Instance License.

5. To confirm the removal, click Yes.

Dashbeard Reports Jobs Policies Unstructured Data Machines Files Items Requests @ TECH\sheila.d.cory v @
@ Exit Configuration Summary Sockets Instances
e y Install license

License edition: Enterprise

veenter Servers License is valid,

Sockets ¥ Remove Socket License

]
(@® Sessions
F 3

ol Platform Used Sockets Licensed Sockets

3% settings Hypervisor sockets [ 100
Q@ Licensing
Instances ¥ Remove Instance License
A Notifications
Type Count Multiplier Instances
Q) G Microsoft Entra tenants (10 users) 12 1 12
Applications o 1 0
Cloud Databases 0 1 0
Cloud File Shares 0 1 0
Cloud Machines 0 1 0
File Shares (500 GB) 0 1 0
Object Storage (500 GB) o 1 0
Servers o 1 0
Virtual Machines 6 1 6
Workstations (3 PCs) o 033 0
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Managing Monthly Usage Reports

If you are a Service Provider that has a Rental license installed in Veeam Backup Enterprise Manager, you must
submit a monthly license usage report.

You can submit a license usage report directly from Veeam Backup Enterprise Manager or from the VCSP Pulse
Portal. Submitting a usage report from Enterprise Manager is only possible if automatic license update is
enabled. Otherwise, you must fill out and submit the report in the VCSP Pulse Portal.

For more information about how license usage reporting works, see the License Usage Reporting section of the
Veeam Cloud Connect Guide.

Veeam Backup Enterprise Manager generates a monthly usage report on the first day of the month. The report is
based on the number of instances used for backup and replication in the previous month.

NOTE

Veeam Cloud Connect is supported only on Microsoft Windows-based Enterprise Manager.

In This Section

e Reviewing Monthly Usage Report
e Adjusting Monthly Usage Report
e Downloading Monthly Usage Report

e Submitting Monthly Usage Report

Reviewing Monthly Usage Report

You can review a monthly usage report before sending it to Veeam.
To review a report:
1. In the monthly usage report notification, click the submitlink.
2. In the Monthly Usage Report window, click Review.

3. Inthe monthly usage report, check the number of reported instances. The report contains the following
data:

o License information: Veeam Backup & Replication edition, license expiration date, name of the
company to which the license was issued and support ID.

o The number of instances used by each type of protected workloads (VMs, workstations, servers and
file shares) and the total number of used instances.

o For each type of protected workloads, the report displaysinformation about processed workloads and
jobs that process these workloads.

o For each type of protected workloads, the report also displays the number of new objects that are not
included in the report.

On the report page, you can perform the following actions:

e  Print the report
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e Adjust the number of processed VMs in the report

e Download the report

e [For automatic reporting] Submit the report

E@ & print /" Adjust... ¥ Download.. ~ % Send

April 2021
Liee

ense information

Edition Enterprise Plus

Expiration Date  6/1/2021

Company Veeam Software Group GmbH

Support ID 02067762

Installation ID 1050A970-9493-449A-900C-5842B4DETCFO

Summary
Type Count  Multiplier  Instances
VMs 2 n 22

22 (rounded)

enterprise06.tech.local (22 instances)

VMs (22 instances)

Name Instances Type Job name

dbservero1 n vsphere Backup Job 1
winsrvi00 n vSphere Backup Job 1

Last processed

04/07/2021
04/07/2021

Adjusting Monthly Usage Report

You can remove specific machines from a monthly usage report. For every removed machine, you must specify a

reason.

To adjust a report:

In the list of machines, select the machine that you want to remove from the report and click Remove.

By default, the list of machines contains all managed machines included in the report. To quickly find the
necessary machine, you can use the search field at the top of the window. You can also select a backup
server and job from the drop-down lists to view a list of machines added to a specific job on a specific

In the Remove Instance window, in the Type in note field, provide a reason for removing the machine from

1. In the monthly usage report notification, click the submitlink.
2. Inthe Monthly Usage Report window, click Review.
3. On the report page, click Adjust.
4.
backup server.
5.
the report.
6. Click OK, then click Finish. The change will be reflected in the report.
TIP

To reset changes introduced in the report, in the Monthly Usage Report window, click Reset.
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Downloading Monthly Usage Report

You can download a monthly usage report as a PDF or JSON file.
To download a monthly usage report:
1. In the monthly usage report notification, click the submitlink.

2. Download the report. The procedure differs depending on the reporting method. For more information,
see the License Usage Reporting section of the Veeam Cloud Connect Guide.

o In case of automatic reporting, do the following:
i. Inthe Monthly Usage Report window, click Review.

ii. On the report page, click Download and select the report format: PDFor JSON.
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o In case of manual reporting, in the Monthly Usage Report window, click Download and select the
report format: PDFor JSON.

You can also download the report after review. To do this, take the same steps as in case of automatic
reporting.

Dashboard Reports Jobs Policies Unstructured Data Machines Files Items Requests (&) Tecrsheita.deory v ::u} configuration (7))

& Waming: Please submit a monthly usage report (3 days leftl

Last 24 hours Last 7 days 0 Refresh
summary Image Data File Data Last 24 hours Status

Backup servers 1 Processing speed 18 MB/s Processing speed 0KB/s ® Total job runs 2 Backups Q0K

Jobs 2 Source size 32GB Source size 45MB © Success 2 Backup servers @ oK
Machines 2 Full backups 8GB Backup 42MB i Warning 0 Management server QoK

File shares 1 Restore points 5.3GB Archive 0B D Error 0 License

Monthly Usage Report
Backup Servers Show: Al | None
Monthly usage repart has been generated.
Number of managed Instances for the previous month:3.
Please review and submit the report within the next 3 days,

56.23 -

@ enterprise06.tech.local

31.62

A POF

[pt] JsoN

17.78

10.00

Throughput (MB/s)

10500 am 12:00 pm 02:00 pm 04:00 pm 06:00 pm 08:00 pm 10:00 pm 12:00 am 02:00 am 04:00 am 06:00am  08:00 am

Submitting Monthly Usage Report

On the first day of the month, Veeam Backup Enterprise Manager shows a warning on the Dashboard tab. The
warning prompts you to submit a monthly usage report and informs you on the number of days within which the
report must be submitted.

Depending on whether automatic license updating is enabled or disabled, you can submit a monthly usage
report from Veeam Backup Enterprise Manager or the VCSP Pulse Portal.

For more information about how license usage reporting works, see the License Usage Reporting section of the
Veeam Cloud Connect Guide.

Submitting Report from Veeam Backup Enterprise Manager

If automatic license update is enabled, you can send the monthly usage report directly from Veeam Backup
Enterprise Manager. If you do not submit the report within 3 days, Veeam Backup Enterprise Manager sends the

report automatically.
To submit a monthly usage report before the automatic submission, perform the following steps:
1. In the monthly usage report notification, click the submitlink.
2. Inthe Monthly Usage Report window, to check or change the number of used instances, click Review.
For more information, see Reviewing Monthly Usage Report and Adjusting Monthly Usage Report.

3. To submit the report, click Send.

You can also postpone the report submission. To do this, click Postpone. Inthis case, Veeam Backup
Enterprise Manager closes the Monthly Usage Report window. Until the report is sent to Veeam, on the
Dashboard tab, Enterprise Manager keeps displaying a warning prompting to submit the report.
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Dashboard

Reports

Palicies

Unstructured Data

Machines Files Items

Requests

Last 24 hours

Last 7 days

10 000.00

3162.28

1000.00

Backup Servers

& Warning Please submit a monthly usage report (3 days lefe)

Monthly Usage Repart

e

Review

Monthly usage report has been generated
Mumber of managed Instarices for the previous monti:a
Please review and submit the reportwithin the next 2 days.

XN =

0 Refresh

Summary Image Data File Data Last 24 hours Status

Backup servers 1 Pracessing speed 3 MB/s Pracessing speed 0KB/s ® Total job runs 2 Backups © oK
Jobs 2 Source size 32GB Source size 8.5 MB @ Success 2 Backup servers @ oK
Machines 2 Full backups 8GB Backup 7.8 MB 1. Warning 0 Management server @ oK
File shares 1 Restore points 6.1 GB Archive 0B @ Error o License

Show: All | Nore

Name

® enterpriselétechlocal

31623

100.00

Throughput (KB/s)

316z

10.00

316

100 — —IL

06:00 pm 08:00 pm 10:00 pm 12:00 am 02:00 am 04:00 am 06:00 am 08:00 am 10:00 am 12:00 pm 02:00 pm 04:00 pm

Submitting Report from VCSP Pulse Portal

If automatic license update is disabled, you must manually fill out and send the report in the VCSP Pulse Portal
before the day defined by the agreement with Veeam or your Veeam Aggregator (if any is involved). The default
day is the sixth day of the month.

To submit a monthly usage report from the VCSP Pulse Portal, perform the following steps:
1. In the monthly usage report notification, click the submitlink.

2. Inthe Monthly Usage Report window, to check or change the number of used instances, click Review. For
more information, see Reviewing Monthly Usage Report and Adjusting Monthly Usage Report.

3. To download the report, click Download.

You can also postpone the report submission. To do this, click Postpone. Inthis case, Veeam Backup
Enterprise Manager closes the Monthly Usage Report window. Until the report is sent to Veeam, on the
Dashboard tab, Enterprise Manager keeps displaying a warning prompting to submit the report.

4. Fill out the reportin the VCSP Pulse Portal with the used workloads and licenses and submit it, as

described in the Using VCSP Pulse section of the Veeam Rental Licensing and Usage Reporting Reference
Guide.
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Configuring Notification Settings
Veeam Backup Enterprise Manager allows you to receive email notifications on job results, restore operations

and so on.

Before you configure notification settings, specify the settings of the server that will send email notifications to
necessary email addresses. For more information, see Mail Server Settings.

After that, you can fine tune necessary notifications:
e Notifications on job results
e Notifications on restore operations
e Notifications on licensing

e Notifications on encryption keys operations
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Mail Server Settings

To receive notifications from Veeam Backup Enterprise Manager, you need to specify settings of the server that
will send email notifications to necessary email addresses.

You can allow Veeam Backup Enterprise Manager to send email notifications on behalf of your Google or
Microsoft 365 account using OAuth 2.0 authentication, or you can specify connection settings of your SMTP
server that use basic (with a password) authentication. You can select from the following options:

e Connect Veeam Backup Enterprise Manager with a Google account
e Connect Veeam Backup Enterprise Manager with a Microsoft 365 account

e Use an SMTP server with basic authentication

Google Account Settings

You can authorize Veeam Backup Enterprise Manager to send email notifications on behalf of your Google
account. To send notifications, Enterprise Manager communicates with the Gmail API. For authentication,
Enterprise Manager uses an access token issued by Google Authorization Server. To acquire an access token, you
need to specify OAuth 2.0 client credentials of the application registered in the Google Cloud console. For more
information on obtaining client credentials, see Registering Application in Google Cloud Console.

To connect Veeam Backup Enterprise Manager with your Google account, do the following:
1. Log in to Enterprise Manager using an administrative account.

2. To open the Configuration view, click Configuration inthe upper-right corner.

3. Open the Notifications section on the left of the Configuration view.

4. On the Server Settings tab, select Google Gmailfrom the Mail server list.
5. Inthe Application client ID field, specify the obtained client ID.

6. Inthe Client secretfield, specify the client secret.

7. To savethe credentials, click Save.

8. Click Signin with Google.
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9. Allow Veeam Backup Enterprise Manager to have access to your Google account and send email
notifications on your behalf.

@ Exit Configuration License Information Key Management Updates
#]  Backup Servers

& vCenter Servers

@ Sessions

& Foles

%K Settings

@ Licensing
A Notifications

0@ About

Registering Application in Google Cloud Console

Before the Veeam Backup Enterprise Manager web application can obtain an access token, you need to register
the application in the Google Cloud console. Upon registration you will have a client ID and client secret
required for acquiring an access token.

You can register Veeam Backup Enterprise Manager in the Google Cloud console.

1. Log in to the Google Cloud console under a Google account that you want to use for sending email
notifications.

2. Create a new project and enable Gmail AP/ for the project.
You can do this with the Google setup tool.

3. Create the OAuth client /D credentials — a client 1D and client secret for the Veeam Backup Enterprise
Manager application.

As an authorized redirect URI, specify the following:

https://<EnterpriseManagerServer>/api/Notifications/GrantPermissions

where <EnterpriseManagerServer> is a host name of the host where the Enterprise Manager server
resides.

4. Record the following data required for acquiring an access token:
o Client ID

o Client secret
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Microsoft 365 Account Settings

You can authorize Veeam Backup Enterprise Manager to send email notifications on behalf of your Microsoft 365
account. To send notifications, Enterprise Manager communicates with the Microsoft Graph API. For
authentication, Enterprise Manager uses an access token issued by Microsoft identity platform. To acquire an
access token, you need to specify details of an application registered with the Microsoft identity platform. For
more information on obtaining application details, see Registering Application in Microsoft Azure Portal.

To connect Veeam Backup Enterprise Manager with your Microsoft 365 account, do the following:
1. Log in to Enterprise Manager using an administrative account.

2. To open the Configuration view, click Configuration inthe upper-right corner.

3. Open the Notifications section on the left of the Configuration view.

4. Onthe Server Settings tab, select Microsoft 365 from the Mail server list.

5. Inthe Application client ID field, specify the client ID assigned to your Microsoft Entra application.
6. Inthe Tenant ID field, specify the ID of your Microsoft Entra tenant.

7. Inthe Client secretfield, specify the client secret assigned to your Microsoft Entra application.

8. To savethe settings, click Save.

9. Click Authorize now.

10. Allow Veeam Backup Enterprise Manager to access your Microsoft 365 account and send email
notifications on your behalf.

@ Exit Configuration Server Settings Job Summary Restore Operations License Information Key Management Updates

# Backup Servers @ Changes have not been saved yet

& vCenter Servers
@ sessions
& Roles 00DOD0D0-0000-0000-0000-D00000C00000

Tenant 1
%K Settings

100-0008-0000-00D0D0COTA00

@ Licensing

A nNotifications

0@ About

Registering Application in Microsoft Azure Portal

Before the Veeam Backup Enterprise Manager web application can obtain anaccess token, you need to register
the application with the Microsoft identity platform. Upon registration you will obtain application essentials that
are required for acquiring an access token.
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You can register Veeam Backup Enterprise Manager in the Microsoft Azure portal. For more information on
registering applications, see Microsoft Docs.

1. Log in to the Microsoft Azure portal under anaccount that you want to use for sending email notifications.
The account must have an active subscription and the permissions to register Microsoft Entra applications.

2. Create a new appregistration for Veeam Backup Enterprise Manager:
a. In the Name field, specify a display name for your application.

b. In the Supported account types section, select the Accounts in this organizational directory only
option.

c. Inthe Redirect URI section, select the Web option from the platform list and specify the following
URI:

https://<EnterpriseManagerServer>/api/Notifications/GrantPermissions

where <EnterpriseManagerServer> is a host name or IP address of the host where the Enterprise
Manager server resides.

3. Grant the application the Mail.Send permission of Microsoft Graph. This will allow Veeam Backup
Enterprise Manager to call the Microsoft Graph API for sending email notifications.

4. Addanew client secret. Itis used to prove the application identity to the Microsoft identity platform.
5. Record the following data required for acquiring an access token:

o Directory (tenant) ID

o Application (client) ID

o Client secret value

SMTP Server with Basic Authentication

For sending email notifications, you canuse a custom SMTP server with basic authentication.
NOTE

When you add an SMTP server, Veeam Backup Enterprise Manager saves its TLS certificate thumbprint. If
the SMTP server certificate is changed and the certificate is not trusted, Enterprise Manager stops sending
email notifications until you validate the new certificate.

To specify SMTP server settings, do the following:
1. Log in to Enterprise Manager using an administrative account.

2. To open the Configuration view, click Configuration inthe upper-right corner.

3. Open the Notifications section on the left of the Configuration view.
4. On the Server Settings tab, select SMTP serverfrom the Mail server list.
5. On the Server Settings tab, specify a full DNS name or IP address of the SMTP server. If necessary, change

the port number that will be used to communicate with the mail server. The default port number is 25.
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6. In the Timeout field, specify a timeout for email server — this should be a value from 1 to 3600 seconds.
Default is 100 seconds.

7. If the SMTP server requires SSL connection, select the Use SSL check box.

8. If the SMTP server requires authentication, select the Requires authentication check box and specify
authentication credentials.

9. Click Save.

Job Summary Restore Operations License Information Key Management Updates

Backup Servers @ Changes have not been saved yet

vCenter Servers.

Sessions

Roles 2312 87
Timeout (1 to 3600 secondsk

00
Licensing
7] usessL

Notifications .
Requires authentication

@
(c]
1
%K Settings
]
A
i)

Abaut
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Notifications on Job Results

You can configure Veeam Backup Enterprise Manager to send daily email notifications with the results of
finished jobs. The email message contains a detailed list of jobs performed with the Error, Warning and Success
statuses. If you want to receive a notification after each job run, configure notification setting for this job in
Veeam Backup & Replication. For details, see the Notification Settings section of the Veeam Backup &
Replication User Guide.

The report includes the following job types:
e  Backup jobs
e Replication jobs
e File backup jobs
e Object storage backup jobs

e Backup jobs of Veeam Agent for Linux and Veeam Agent for Microsoft Windows (both managed by Veeam
Agent and by the backup server)

Last 24 hours: 6 Errors, 0 Warnings, 5 Successes

@ @« & o -
. To: Fri 1/19/2024 6:00 PM
Replication job: Apache Replication (enterprise0l.tech.local)
Created by TECH\sheila.d.cory 1 Failed
Details
‘Mame Status  Start time |End time  Performance Rate Size Read Transferred Duration
apachels \Ermor 01/19/2024 17:06:02 |01/19/2024 17:06:04 [0 kEfs 08 0B 08B 0:00:01

Backup job: Exchange Backup (enterprise0l.tech.local)

Created by TECHsheila.d.cory 1 Success
Details
'Name Status | Start time End time Performance Rate Size Read Transferred Duration
EVE_Exchange Success 01/19/2024 17:08:16 01/19/2024 18:02:13 46 MB/s 150 1324/132G8 | 0:53:57
GB GB

Backup job: Organization01 Backup (enterprise01.tech.local)

Created by TECH)sheila.d.cory

Details
Name Status IShI'lI-ne End time Performance Rate Size Rm\llTrnsthl Duration
vApp02 |Error |01/19/2024 17:17:01 | 01/19/2024 17:17:01 0KBfs 0B 0B 0B 0:00:00
vAppO1 Error 01/19/2024 17:15:36 01/19/2024 17:15:37 0 KBfs 0B 0B 0B 0:00:00

Replication job: SharePoint Replication (enterprise01.tech.local)
Created by TECH\sheila.d.cory 1 Success

Details

Name Jﬂﬂns Start time End time Performance Rate Size Read Transferred Duration
‘winsp01 Success 01/18/2024 17:06:13 01/19/2024 17:08:48 100 MB/s 180 41 14GB 0:02:36
GE |GB

Backup job: Ubuntu Backup (enterprise01.tech.local)
Created by TECH\sheila.d.cory 1 Success

To receive daily email notifications about job results, do the following:
1. Log in to Enterprise Manager using an administrative account.
2. To open the Configuration view, click Configuration in the upper-right corner.
3. Open the Notifications section on the left of the Configuration view.

4. Open the Job Summary tab.
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5. Select the Send daily notification at check box and specify the time when you want a notification email to

be sent.

6. In the From field, enter an email address of the notification sender.

7. Inthe To field, enter an email address of the notification recipient. Use a comma to specify multiple

addresses.

8. In the Subject field, enter a subject of email notifications. You can use the following variablesin the

subject:
o %1 — number of jobs that ended with errors for the last 24 hours
o %2 — number of jobs that ended with warnings for the last 24 hours
o %3 — number of jobs that ended successfully for the last 24 hours
Job retries performed in the last 24 hours are alsoincluded in the report.
o %4 — number of jobs whose last session ended with anerror.
o %5 — number of jobs whose last session ended with a warning.
o %6 — number of jobs whose last session ended successfully.
Jobs which were in Disabled state during the last session are also included in the report.

9. Click Save.

TIP

will send a test email to all specified email addresses.

@ Exit Configuration ServerSettings Job Summary Restore Operations License Information Key Management Updates

M Backup Servers nges have not been saved yet
@ vCenter Servers
@ Sessions

& Foles

%K Settings

@ Licensing

5124 hours:
A nNotifications -
Test

0@ About

To verify that you have configured email settings correctly, click Test. Veeam Backup Enterprise Manager
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Notificationson Restore Operations

You can configure Veeam Backup Enterprise Manager to send email notifications about the following recovery
operations:

e Instant Recovery
e Entire VM Restore
e Guest OS file restore
e Instant File Share Recovery
e Application Item Restore
To receive notifications about performed file restore operations, do the following:
1. Log in to Enterprise Manager using an administrative account.
2. To open the Configuration view, click Configuration inthe upper-right corner.
3. Open the Notifications section on the left of the Configuration view.
4. Open the Restore Operations tab.
5. Select Send notifications on restore operations.
6. Inthe From field, enter an email address of the notification sender.

7. Inthe To field, enter an email address of the notification recipient. Use a comma to specify multiple
addresses.

8. Click Save.

TIP

To verify that you have configured email settings correctly, click Test. Veeam Backup Enterprise Manager
will send a test email to all specified email addresses.

@ Exit Configuration ServerSettings  Job Summary Restore Operations License Information Key Management Updates
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Notificationson Licensing

You can configure Veeam Backup Enterprise Manager to send the following email notifications:
e [For Perpetual licenses] Notifications on support contract expiration

e [For Rental licenses] Notifications on license usage

Notifications on Support Contract Expiration

If you have a Perpetual license installed and your support contract is expired, Veeam Backup Enterprise Manager
addsthe SUPPORT EXPIRED prefix to the subject of all its email messages. You can configure Enterprise
Manager to remove the prefix.

To remove the SUPPORT EXPIRED prefix from the message subject:
1. Log in to Enterprise Manager using an administrative account.
2. To open the Configuration view, click Configuration inthe upper-right corner.
3. Open the Notifications section on the left of the Configuration view.
4. Open the License Information tab.
5

Select the Disable support contract expiration notifications check box.

Notifications on License Usage

If you have a Rental license installed, you can configure Veeam Backup Enterprise Manager to send email
notifications on license usage. Every notification contains a monthly usage report about instances used for
backup and replication in the previous month. For more information on the reports, see Managing Monthly
Usage Reports.

Enterprise Manager sends notifications on license usage on the first day of the month. If
Veeam Backup & Replication does not perform any backup and replication jobs for the whole month, Enterprise
Manager does not send the notifications.

To enable email notifications on license usage:
1. Log in to Enterprise Manager using an administrative account.
2. To open the Configuration view, click Configuration inthe upper-right corner.

3. Open the Notifications section on the left of the Configuration view.

4. Open the License Information tab.

5. Select the Send notifications on license usage check box.

6. Inthe From field, enter an email address of the notification sender.

7. Inthe Tofield, enter an email address of the notification recipient. Use a comma to specify multiple
addresses.

8. Click Save.
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TIP

To verify that you have configured email settings correctly, click Test.Veeam Backup Enterprise Manager
will send a test email message to all specified email addresses.
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Notifications on Key Management

Veeam Backup Enterprise Manager allows you to perform operations with encryption keys. For more
information, see Managing Encryption Keys.

You can configure Enterprise Manager to send notifications about the following key management operations:
key expiration, key deletion, key modification.

To receive key management notifications, do the following:
1. Log in to Enterprise Manager using an administrative account.
2. To open the Configuration view, click Configuration inthe upper-right corner.
3. Open the Notifications section on the left of the Configuration view.
4. Open the Key Management tab.
5. Select the Send notifications on key management operations check box.
6. Inthe From field, enter an email address of the notification sender.

7. Inthe Tofield, enter an email address of the notification recipient. Use a comma to specify multiple
addresses.

8. Click Save.

TIP

To verify that you have configured email settings correctly, click Test. Veeam Backup Enterprise Manager
will send a test email to all specified email addresses.
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Notificationson Updates

If you use Veeam Backup Enterprise Manager on Linux, you can configure Enterprise Manager to send email
notifications when product updates become available.

To enable email notifications for Enterprise Manager updates, follow these steps:
1. Log in to Enterprise Manager using an administrative account.

2. To open the Configuration view, click Configuration inthe upper-right corner.

3. Open the Notifications section on the left of the Configuration view.

4. Open the Software Updates tab.

5. Select the Send notifications about product updates check box.

6. In the From field, enter an email address of the notification sender.

7. Inthe To field, enter an email address of the notification recipient. Use a comma to specify multiple
addresses.

8. Click Save.

TIP

To verify that you have configured email settings correctly, click Test. Veeam Backup Enterprise Manager
will send a test email message to all specified email addresses.
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Viewing Information About Enterprise
Manager

You can view detailed information about Enterprise Manager and its components, including the URLs of the
Veeam Backup Enterprise Manager REST API, Veeam Self-Service File Restore Portal, Host Management Console
(for Linux-based Enterprise Manager). Additionally, you can download the Enterprise Manager logs for Veeam
Customer Support. For details, see Enterprise Manager Logs.

To view information about Enterprise Manager, do the following:
1. Log in to Enterprise Manager using an administrative account.

2. To open the Configuration view, click Configuration inthe upper-right corner.

3. Open the About section on the left of the Configuration view.
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@ Licensing
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Veeam Backup Enterprise Manager interface is available in several languages. You can select a language for the
following Veeam Backup Enterprise Manager components:

e Veeam Backup Enterprise Manager website

e Veeam Self-Service Backup Portal for Cloud Director

e vSphere Self-Service Backup Portal

Available Languages

Veeam Backup Enterprise Manager is availablein the following languages:

e Chinese (Simplified, PRC)

e English
e French
e German
e [talian

e Japanese

e Spanish

Selecting Language

The first time you visit one of the Veeam Backup Enterprise Manager components, the content is displayed in
the language of your browser. If the website does not support the browser language, the interface is displayed
in English.

You can select a preferred language from the drop-down list on the login page. If the language you need is not
available, you can add it. For more information, see Adding Languages.

In This Section

e Language Files Overview

e Adding Languages
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Language Files Overview

To support multiple languages, Veeam Backup Enterprise Manager uses the GNU gettext tools. Veeam Backup
Enterprise Manager languages are stored in POT, JSON and PO files. The files are located in the 1ang folder on

the Enterprise Manager server. By default, the path to the folder is the following:
$PROGRAMFILES%\Veeam\Backup and Replication\Enterprise

Manager\WebApp\scripts\build\production\resources\lang.

All files names must follow the naming conventions. For more information, see File Names.

File Formats

Enterprise Manager languages are stored in text files of the following formats:

e POT files that contain Ul texts in the source language. The source language of Enterprise Manager is
English.

e [Optional] PO files that contain Ul texts as pairs of strings: source string and its translation. Each language
is stored in a separate file. You can create PO files from the POT files and use them in the translation
process. After you finish the translation, you must convert PO files to the JSON format.

e JSON files that contain Ul texts as pairs of strings: source string and its translation. Enterprise Manager
uses these files to display the interface in a language other than English.

File Names

In order for Veeam Backup Enterprise Manager to recognize files within the 1ang folder as language files, their
names must follow the naming conventions.

POT files must have the following names:
e messages.pot — file used for the Veeam Backup Enterprise Manager website
e vcloud messages.pot — file used for Veeam Self-Service Backup Portal
e vsphere messages.pot — file used for vSphere Self-Service Backup Portal
JSON files must have the following names:
e messages.<code>.json — file used for the Veeam Backup Enterprise Manager website
e vcloud messages.<code>.json — file used for Veeam Self-Service Backup Portal
e vsphere messages.<code>.json — file used for vSphere Self-Service Backup Portal

where <code> is an I1SO 639-1 code that represents the language. The code consists of a two-letter lowercase
culture code and optional two-letter uppercase region code. For example: en, fr-CA, fr-FR, pt-BR OF pt-PT.
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Adding Languages

Veeam Backup Enterprise Manager is availablein several languages. If the language you need is not available,
you can add it. Before you start adding new languages, check whether the languages are supported by the
server where Veeam Backup Enterprise Manager is deployed.

To check whether a language is supported, run the following command:
New-Object -TypeName 'System.Globalization.CultureInfo' -ArgumentList "<code>"

where <code> is an I1SO 639-1 code that represents the language. The code consists of a two-letter lowercase
culture code and optional two-letter uppercase region code. For example: en, fr-CA, fr-FR, pt-BR OF pt-PT.

To add new languages:
1. Translate source Ul texts to the new languages.
For more information, see Translating Source Texts.
2. Convert the translation files.
For more information, see Converting PO to JSON.

3. Save the translation files to the 1ang folder. The default path is the following:
$PROGRAMFILES%\Veeam\Backup and Replication\Enterprise

Manager\WebApp\scripts\build\production\resources\lang.

IMPORTANT

Make sure the JSON translation files are named as follows: messages.xx.Json,
vcloud messages.xx.json, vsphere messages.xx.json. For more information on file

naming, see Language Files Overview.

4. InlIS Manager, restart the VeeamBackup website and recycle the VeeamBackup application pool. For more
information, see the Site <site> and Recycling Settings for an Application Pool <recycling> sections of
Microsoft Docs.

Translating Source Texts

Source texts are stored in POT files. The files are located in the 1ang folder on the Enterprise Manager server.
By default, the path to the folder is the following: $PROGRAMFILES%\Veeam\Backup and
Replication\Enterprise Manager\WebApp\scripts\build\production\resources\lang.

To translate source texts:
1. Get the source files from the 1ang folder:
O messages.pot
o vcloud messages.pot
o vsphere messages.pot

For more information on file names and formats, see Language Files Overview.
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2. For each language, create PO files using the POT files as templates.
For more information, see this GNU gettext article.
3. Name the PO files as follows:
o0 messages.<code>.po
o vcloud messages.<code>.po
o0 vsphere messages.<code>.po
For more information, see Language Files Overview.
4. Translate PO files in a text editor or a CAT tool.
For more information on PO files, see PO File Structure.
TIP

Although PO files are not used by Veeam Backup Enterprise Manager, you can save them in the 1ang
folder to keep them together with other language files.

PO File Structure

Each PO file contains the following elements:
e Header

e Translation entries

Header

Header contains meta data of the PO file: language code in the 1SO 639-1 format, content type and encoding,
and plural form information.

‘IHHHHHHHHIIIIIIIIIIIIEi%!HEHHHIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII

Language ISO 639-1 code of the translation language.
MIME-Version MIME version. Set it to 7.0.
Content-Type Content type and character encoding used for the translation language. Set the

type value to text/plain.You can use the UTF-8 encoding for any language.

Content-Transfer- Content transfer encoding. Set the value to 8bit.
Encoding:
Plural-Forms Number of plural forms and the plural form formula of the translation language.
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For example:

"Project-Id-Version: \n"

"POT-Creation-Date: \n"

"PO-Revision-Date: \n"

"Language-Team: \n"

"Language: de\n"

"MIME-Version: 1.0\n"

"Content-Type: text/plain; charset=UTF-8\n"
"Content-Transfer-Encoding: 8bit\n"
"Plural-Forms: nplurals=2; plural=(n != 1);\n"
"X-Generator: \n"

For more information on the PO header, see this GNU gettext article.

Translation entries

In a PO file, translation entries are separated with a blank string. Each entry consists of the following elements:

msgid — string in the source language
[Optional]l msgid plural — plural form of the msgid string

msgstr — string in the translation language

Before you begin translating, consider the following:

Do not modify msgid strings. They are references to the source code. Veeam Backup Enterprise Manager
uses them to find their translation.

If an msgid string contains variables, do not translate them.

Variables are placed inside braces. For example, the following entry contains the restoreItemsCount
variable:

msgid "Pending restore ({restoreltemsCount} items)"
msgstr "Ausstehende Wiederherstellung ({restoreltemsCount} Elemente)"

If an msgid string is followed by its plural form msgid plural, provide translation for each form.

For example:

msgid "${ pointsCount } point"

msgid plural "S${ pointsCount } points"
msgstr[0] "${ pointsCount } Punkt"
msgstr[1] "${ pointsCount } Punkte"

For more information on translating plural forms, see this GNU gettext article.

Converting PO to JSON

Veeam Backup Enterprise Manager loads translated strings from JSON files. After you finish translating PO files,
convert them to the JSON format.
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To convert a file from the PO format to the JSON format, use the
Veeam.Backup.Localization.PoConverter.exe utility.

1.

To locate the utility, use the cd command. By default, the utility is located in the Enterprise Manager
folder.

cd '<path>'

where <path> is a path to the utility file.

For example:

cd 'C:\Program Files\Veeam\Backup and Replication\Enterprise Manager'

Run the utility with the following command:

.\Veeam.Backup.Localization.PoConverter.exe '<po file>'

where <po_file> is a path to the PO file.

For example:

.\Veeam.Backup.Localization.PoConverter.exe 'C:\Program Files\Veeam\Backup
and Replication\Enterprise Manager\WebApp\scripts\build\production\resourc
es\lang\messages.zh CN.po'

The JSON file will be created in the folder of the PO file.

TIP

To view help for the Veeam.Backup.Localization.PoConverter.exe utility, run the utility with the /help

parameter.

287 | Veeam Backup Enterprise Manager | User Guide | 13.0.1.1071



Managing Jobs

Veeam Backup Enterprise Manager acts as a single point for managing jobs from all added backup servers. Users
with the Portal Administrator role can centrally manage jobs that have been previously configured on added
backup servers: start, stop, retry, clone, delete jobs and edit selective job settings.

Consider the following limitations:

e Enterprise Manager does not display backup policies created with the following Veeam solutions for cloud
environments:

o Veeam Backup for AWS

o Veeam Backup for Google Cloud

o Veeam Backup for Microsoft Azure
e For the following Veeam plug-ins, Enterprise Manager displays only backup copy jobs:

o Veeam Backup for Nutanix AHV

o Veeam Backup for Proxmox VE

o Veeam Backup for Oracle Linux Virtualization Manager and Red Hat Virtualization
e For physical machines, Enterprise Manager displays the following job types:

o Both Veeam Agent backup jobs managed by Veeam Agent and Veeam Agent backup jobs managed by
the backup server. For more information, see Veeam Agents Support.

o Backup copy jobs

In This Section

Viewing Jobs

Starting, Stopping and Retrying Jobs
e Enabling and Disabling Jobs

e Editing Jobs

e Creating Active Full Backups

e Cloning Jobs

e Deleting Jobs
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Viewing Jobs

From Veeam Backup Enterprise Manager, you can view information about jobs configured on all backup servers
added to Enterprise Manager. To view the jobs, open the Jobs tab. Everyjob in the list is described with the
following data: job name, type, platform of the objects it processes, backup server on which the job was
created, current job status, date of the latest run, date of the next run (if the job is scheduled) and job
description.

To quickly find a job, you can use filters and the search field.
e To view jobs of a specific backup server, select the server from the Backup server drop-down list.

e To filter job by job types or job statuses, use the Filter Options filter.

Once you have selected necessary job types and statuses, click Apply toapply the filter.
e To find a job by its name, use the search field.
Besides the information presented in the list of jobs, the Jobs tab allows you to view advanced job data:
e To see a list of job sessions, click the job name link in the Name column.

e To see detailed statistics on the last job run, click the state link in the Status column.

NOTE

You can export displayed information to a file using the Export link on the toolbar. This file then can be
opened on the client machine using the associated application.
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Starting, Stopping and Retrying Jobs

Users with the Portal Administrator role can control backup and replication jobs without the need to access the
Veeam Backup & Replication console on the backup server.

On the Jobstab, you can start, stop or retry a job.
e To startajob, select the job from the list and click Start.
e To stop a job, select the job from the list and click Stop.
e To retry a failed job, select the job from the list and click Retry.

NOTE

e For more information on starting a backup copy job, see the Starting and Stopping Backup Copy Jobs
section of the Veeam Backup & Replication User Guide.

e For more information on starting and stopping a Microsoft SQL Server, Oracle or PostgreSQL backup
job with transaction log processing enabled, see the Starting and Stopping Transaction Log Backup
Jobs section of the Veeam Backup & Replication User Guide.
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Enabling and Disabling Jobs

Veeam Backup Enterprise Manager allows you to enable and disable jobs of the following types:

e Scheduled backup jobs

Disabled backup jobs do not start by the specified schedule. When you disablea job that backs up
Microsoft SQL Server, Oracle or PostgreSQL machines, transaction log processing (if enabled for that job)
will be also disabled.

e Scheduled replication jobs

Disabled replication jobs are not started by the specified schedule.

e Backup copy jobs

Disabled backup copy jobs do not monitor source backup repositories and do not copy restore points to
the target backup repository.

To enable or disable a job:
1. Onthe Jobstab, select a job from the list.
2. On the toolbar, click Job.

3. Select EnableorDisable fromthe list of commands.
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Editing Jobs

Users with the Portal Administrator role can modify settings of VMware and Hyper-V backup and replication
jobs that have been previously configured on backup servers connected to Veeam Backup Enterprise Manager.
In Enterprise Manager, you can change only a subset of the job settings. To edit other job settings, use the
Veeam Backup & Replication console.

IMPORTANT
e You can edit jobs if you have an Enterprise or Enterprise Plus license installed.
e In Enterprise Manager, you cannot edit jobs that are managed by backup servers of earlier versions
as well as Veeam Agent backup jobs, file backup jobs, object storage backup jobs, and backup copy
jobs. To edit settings of such jobs, use the Veeam Backup & Replication console.

In Veeam Backup Enterprise Manager, you can change the following job settings:
e Change a job name, description and retention settings for the restore points.

e Manage a list of machines that the job should process (add and remove machines or containers, exclude
individual machines from containers, change the order in which the job will process machines).

e Configure guest processing settings.

e Change a job schedule.

The changes take effect with the next job run.
NOTE

If the Location properties of the source object and target object do not match, you will receive a warning
message after you finish editing. For example, you may have a backup job targeted at repository located in
Sydney, and source machines located in London.

To edit a job, use the Edit Backup Job (or Edit Replication Job) wizard.
1. Launch the wizard for job editing.

2. Edit job name and retention settings.

3. Edit the list of VMs.

4. Change the VM processing order.

5. Configure guest processing settings.
6. Editjob scheduling settings.
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Step 1. Launch Wizard

To launch the wizard for job editing:
1.  On Jobs tab, select the necessary job from the list.
2. On the toolbar, click Job to expand the list of available actions.

3. Select Edit.

Alternatively, you can right-click a job and select Job > Edit.
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Step 2. Edit Job Name and Retention Settings

At the Job Settings step of the wizard, you can modify name and description for the selected job, as well as its
retention policy.

1. In the Job name field, enter a name for the job.

2. Inthe Description field, provide an optional description for future reference. The default description
contains information about the user who created the job, date and time when the job was created.

3. To change retention policy settings, in the Retention policy section, specify the number of days that you
want to keep restore points in the backup repository. After this period, restore points will be removed
from the backup chain.

Jobs created in previous versions of Veeam Backup & Replication may have the retention policy defined by
the number of restore points rather than by days. For such jobs, you can change the retention unit to days.

For more information on retention, see the Short-Term Retention Policy section of the Veeam Backup &
Replication User Guide. You can also refer to this Veeam KB article.

4. To use the GFS (Grandfather-Father-Son) retention scheme, select the Keep certain full backups Longer
for archival purposes check box and click Configure. Inthe Configure GFS window, specify how often full
backups are retained. For more information, see the Long-Term Retention Policy (GFS) section of the

Veeam Backup & Replication User Guide.
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5. Select the High priority check box if you want the resource scheduler of Veeam Backup & Replication to
prioritize this job higher than other similar jobs and to allocate resources to it in the first place. For more
information on job priorities, see the Job Priorities section of the Veeam Backup & Replication User Guide.
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Guest rocessing DESCFIptIOI’i:

Created by TECH\sheila.d.cory
Job Schedule

Retention policy
. . Ll
Retention policy: | 6 - Days A

Keep certain full backups longer for archival purposes g&'l Configure

1 weekly, 1 monthly, 1 yearly

High priority €
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Step 3. Edit List of VMs

At the Virtual Machines step of the wizard, you can add or remove individual VMs or VM containers, for example,
entire hosts or clusters. Jobs with VM containers are dynamic in their nature: if a new machine is added to the
container after the job is created, the job is automatically updated to include the added machine.

NOTE
e For VMware Cloud Director backup jobs, you canadd and remove the following Cloud Director
objects: VMs, vApps, organization VDCs, organizations and the Cloud Director instance. The scope
depends on your Cloud Director access rights.
e For VMware Cloud Director replication jobs, you cannot add or remove single VMs. You can manage
only vApps and other Cloud Director containers.

Adding VMs and VM containers

To add a VM or a VM container:

1. Click the Add.

Edit Backup Job X

Select VMs to process

Job Settings
VMs = Add Remove ' Exclusions... Up Do
Guest Processing Name Type
59 mssqlo2 W
Job Schedule ] q
53 linorclof Wi
53 rhelot Wi
5 winsrvas Wi
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2. Inthe virtual infrastructure tree, select the necessary VMs or VM containers.

If you select a VM container and later add a new VM to the container, Veeam Backup & Replication will
update job settings automatically to include the VM.

Add Objects X

Type in an object name to search for Q, | % Everything w
) Reload ol E| @

-

<.E§! CDP-CLUSTER
+E esx03-virt.tech.local
+E esx04-virt.tech.local
—HvCLs 2)
-G VCLS (4)
5 virt03-sql01
(51 virt03-srv01
O -
-4 virt03-ubuntu01
- virt03-ubuntu01_
- virt03-ymo?

£ (51 virt03-vmo2 -

TIP
To quickly find the necessary objects, you can do the following:

e Search for objects: type a name or part of a name in the search field. Specify the type of the
object from a scroll list next to the search field.
e Use the buttons in the upper-right corner to switch between virtual infrastructure views:
o For Microsoft Hyper-V objects, you can switch between the Hosts and VMs, Hosts and
Volumes, and Hosts and VM Groups views.
o For VMware vSphere objects, you can switch between the Hosts and Clusters, VIMs and
Templates, Datastores and VMs and Tags and VIMs views.
o For VMware Cloud Director, protection groups, unstructured data and Nutanix AHV,

switching the views is not available.

3. Click OK to save the changes.

Removing VMs and VM containers

To remove a VM or VM container, select it in the list and click Remove.
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Excluding VMs

You can also exclude individual VMs from VM containers (for example, if you need to back up the whole VMware
or Hyper-V server except several machines running on this server).

To exclude VMs from a VM container:
1. Select a VM container in the list and click Exclusions.

2. Inthe Exclusions window, click Add and select machines that you want to exclude.
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Step 4. Change VM Processing Order

At the Virtual Machines step of the wizard, you can change the VM processing order. It can be helpful if specific
VMs must be processed first, if you want to ensure that processing of a MV does not overlap with other
scheduled activities, or that VM processing is completed before the certain time.

To change the VM processing order, select the necessary machines and move them up or down the list using the

Up and Down buttons on the right. In the same manner, you can set the backup order for containers in the
backup list.

NOTE

e VMs inside a VM container are processed at random. To ensure that VMs are processed in the
defined order, add them as standalone VMs, not as a part of containers.

e The processing order may differ from the order that you have defined. For example, if resources of a
VM that is higher in the priority are not available, and resources of a VM that is lower in the priority
are available, the VM with the lower priority will be processed first.

e For VMware Cloud Director backup jobs, you can change the order of the following Cloud Director
objects: VMs, vApps, organization VDCs, organizations and the Cloud Director instance. The scope
depends on your Cloud Director access rights.

e For VMware Cloud Director replication jobs, you cannot change the VM processing order. You can
manage only vApps and other Cloud Director containers.

Edit Backup Job X

Select VMs to process

Job Settings
VMs =+ Add H# Remove ' Exclusions... ’I\ﬁg W/ Down
Guest Processing Name Type
-
Job Schedule A rhel01 VM
D'T'] mssqlo2 VM
54 linorclot VM
= -
1 winsrvas VM
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Step 5. Configure Guest Processing Settings

At the Guest Processing step of the wizard, you can configure the following settings for VM guest OS
processing:

e Application-Aware Processing
e Guest OS File Indexing

e Guest OS Credentials

Edit Backup Job x

Choose guest OS processing options available for running machines

Job Settings
Vids Enable application-aware processing €
g‘:l Customize Application
Guest Processing Customize application handling options for individual machines and applications
Job Schedule Enable guest file system indexing €

&% Customize Indexing

Customize advanced guest file system indexing options for individual machines

Guest 0S5 credentials

Credentials: | Use management agent v = Add v

4, Customize Credentials

Customize guest 05 credentials for individual machines and operating systems

Application-Aware Processing

At the Guest Processing step of the wizard, you can enable application-aware processing. Application-aware
processing is a Veeam technology based on Microsoft VSS and used to create transactionally consistent backups
or replicas of VMs that run Microsoft Active Directory, Microsoft SQL Server, Microsoft SharePoint, Microsoft
Exchange, Oracle or PostgreSQL. For more information, see the Application-Aware Processing section of the
Veeam Backup & Replication User Guide.

To configure application-aware processing, take the following steps:

1. Select the Enable application-aware processing check box.
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2. Click the Customize Application link.

3. To define custom settings for a machine, select it and click Edit.

To customize settings of a machine added to the job as part of a container, add the machine as a
standalone instance. For that, click Add machine and choose the necessary VM. Next, select the machine
from the list and click Edit tocustomize VM settings.

To discard custom settings of a machine, select the machine in the list and click Remove.

4. Configure the necessary settings for the selected application server:

O

O

General Settings

Microsoft SQL Server Transaction Log Settings
Oracle Archived Redo Log Settings
PostgreSQL Archive Log Settings

VM Guest OS File Exclusion

Application-Aware Processing Options X

& o = P——
4 Add.. /" Edit... Remave
Object Vss Transaction logs Excludes
£ rhelol Require success Exchange: Truncate, SQL: Truncate Dizable
1 mssglo2 Require success Exchange: Truncate, SQL: Backup Disable
4 linorclol Require success Exchange: Truncate, SQL: Truncate Disable
|'—__'|TI winsrvga Require success Exchange: Truncate, SQL: Truncate Disable

General Settings

On the Generaltab, you can specify general application-aware processing settings.

1. In the Applications section, select the option that corresponds to your transactionally -consistent backup
creation scenario.

O

Select Require successful processing (default option) if you want Veeam Backup & Replication to stop
the backup job if anerror occurs.

Select Try application processing, but ignore failures if you want to continue the backup process even
if an error occurs. This option guarantees completion of the job. The created backup image will not be
transactionally consistent, but rather crash-consistent.

Select Disable application processing if you do not want to enable application-aware processing for
the VM. This option makes the Transaction Logs Processing section unavailable.
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2. If you want Veeam Backup & Replication to process application logs or create copy-only backups, do one
of the following:

o [For Microsoft Exchange and Microsoft SQL VMs] If you want Veeam Backup & Replication to process
application logs, select Process transaction logs with this job and specify settings on the SQL tab. For
more information, see Microsoft SQL Server Transaction Log Settings.

NOTE

[For Microsoft Exchange VMs] If you select this option, Veeam Backup & Replication will back
up the Exchange databaseand its logs. The non-persistent runtime components or persistent
components that run on the VM guest OS will wait for a backup job to complete successfully.
After that, they will trigger truncation of transaction logs on a Microsoft Exchange server. If the
backup job fails, the logs on this server will remain untouched.

o [For Microsoft Exchange and Microsoft SQL VMs] If you use a third -party backup tool to perform VM
guest level backup, and this tool maintains consistency of the database state, select Perform copy
only.VeeamBackup & Replication will create a copy-only backup for the selected VM. The copy-only
backup preserves the chain of full or differential backup files and transaction logs on the VM. For
more information, see Microsoft Docs.

Note that if you select this option, the SQL tab will not be availablein the VM Processing Settings
window.

e [For Oracle VMs and PostgreSQL VMs] You must specify settings for application log handling on the
Oracle and PostgreSQL tabs of the VM Processing Settings window. For more information, see Oracle
Archived Redo Log Settings and PostgreSQL Archive Log Settings.

3. Inthe Persistent guest agent section, specify if Veeam Backup & Replication must use persistent guest
agents on each protected VM for application-aware processing.

By default, Veeam Backup & Replication uses non-persistent runtime components.
Veeam Backup & Replication deploys runtime components on each protected VM when the backup job
starts, and removes the runtime components as soon as the backup job finishes.

Select the Use persistent guest agent check box to enable persistent agent components for guest
processing. For more information, see the Non-Persistent Runtime Components and Persistent Agent
Components section of the Veeam Backup & Replication User Guide.

IMPORTANT

If both Microsoft SQL Server and Oracle Server are installed on the same VM, and this VM is processed by a
job with log backup enabled for both applications, Veeam Backup & Replication will back up only Oracle
transaction logs. Microsoft SQL Server transaction logs will not be processed.
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mssql02: Processing Settings X

Applications €)

(@) Require successful processing (recommended)

|__) Try application processing, but ignore failures

'Z__:Z' Disable application processing

Microsoft V5SS settings €)

(@) Process transaction logs with this job (recommended)

L :Z' Perform copy only (lets another application use logs)

Persistent guest agent §)

|:| Use persistent guest agent (optional)

General SGQL Oracle PostgreSQL

File Exclusions

OK

Cancel

Microsoft SQL Server Transaction Log Settings

If you back up a Microsoft SQL VM, you can specify how Veeam Backup & Replication must process transaction

logs on this VM.

1. At the Guest Processing step of the wizard, make sure the Enable application-aware processing check box

is selected.

2. Click the Customize Application link.

3. Inthe displayed window, select the Microsoft SQL Server VM from the list and click Edit.

4. On the Generaltab of the VM Processing Settings window, make sure the following options are selected:

o Inthe Applications section, either the Require successful processing or Try application processing, but

ignore failures option must be selected.
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o In the Microsoft VSS settings section, the Process transaction logs with this job option must be

selected.
mssql02: Processing Settings X
General SQL Oracle PostgreSQL File Exclusions

Applications €)

(@) Require successful processing (recommended)

'Z__:I' Try application processing, but ignore failures

'Z__:I' Disable application processing

Microsoft V5SS settings €)

(@) Process transaction logs with this job (recommended)

'Z:_:I' Perform copy only (lets another application use logs)

Persistent guest agent §)

|:| Use persistent guest agent (optional)

5. Open the SQL tab of the VM Processing Settings window.
6. Specify how Veeam Backup & Replication will process SQL transaction logs.

o Select Truncate logs totruncate transaction logs after successful backup. The non-persistent runtime
components or persistent components running on the VM guest OS will wait for the backup to
complete successfully and then truncate transaction logs. If the job does not manage to back up the
Microsoft SQL Server VM, the logs will remain untouched on the VM guest OS until the next start of
the non-persistent runtime components or persistent components.

NOTE

If the account specified at the Guest Processing step does not have enough rights,

Veeam Backup & Replication tries to truncate logs using the NT AUTHORITY|SYSTEM account.
Make sure that the account has permissions listed in the Permissions section of the Veeam
Explorers User Guide.
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o Select Do not truncate Llogs to preserve transaction logs. When the backup job completes,
Veeam Backup & Replication will not truncate transaction logs on the Microsoft SQL Server VM.

Select this option for databasesthat use the Simple recovery model. If you enable this option for
databases that use the Full or Bulk-logged recovery model, transaction logs on the VM guest OS may
grow large and consume all disk space. In this case, the database administrators must take care of
transaction logs themselves.

o Select Backup logs periodically toback up transaction logs with Veeam Backup & Replication. Veeam
Backup & Replication will periodically copy transaction logs to the backup repository and store them
together with the image-level backup of the Microsoft SQL Server VM. During the backup job session,
transaction logs on the VM guest OS will be truncated.

For more information, see the Microsoft SQL Server Transaction Log Settings sections of the Veeam
Backup & Replication User Guide.

7. If you have selected the Backup logs periodically option, specify settings for transaction log backup:

a. In the Backup logs every <N> minutes field, specify the frequency for transaction log backup. By
default, transaction logs are backed up every 15 minutes. The maximum log backup interval is 480
minutes.

b. In the Retain log backups section, specify retention policy for transaction logs stored in the backup
repository.

= Select Until the corresponding image-level backup is deleted to apply the same retention policy
for image-level backups and transaction log backups.

= Select Keep only last <N> days tokeep transaction logs for a specific number of days. By
default, transaction logs are kept for 15 days. If you select this option, you must make sure that
retention for transaction logs is not greater than retention for the image-level backups. For
more information, see Retention for Transaction Log Backups section of the Veeam Backup &
Replication User Guide.

NOTE

Using the Veeam Backup & Replication console, you can also specify log shipping servers that you want to
use to transport transaction logs. For more information, see the Microsoft SQL Server Transaction Log
Settings section of the Veeam Backup & Replication User Guide.
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dbserver01: Processing Settings X

General SQL Oracle File Exclusions

Choose how this job should process Microsoft SQL Server transaction logs

() Truncate logs (prevents logs from growing forever)

i:_:) Do not truncate logs (requires simple recovery model)
i!) Backup logs periodically (backed up logs are truncated)
- .
Backup logs every 15 ~ | Minutes
Retain log backups:

i!) Until the corresponding image-level backup is deleted

'i._:Z' Keep only last 4 days

Oracle Archived Redo Log Settings

If you back up a VM where Oracle Databaseis deployed, you can specify how Veeam Backup & Replication must

process archived redo logs on this VM.

1. At the Guest Processing step of the wizard, make sure the Enable application-aware processing check box

is selected.
2. Click the Customize Application link.

3. Inthe displayed window, select the Oracle VM from the list and click Edit.

4. On the Generaltab of the VM Processing Settings window, make sure that either the Require successful

processing or Try application processing, but ignore failures option is selected.

IMPORTANT

306 | Veeam Backup E nterprise Manager | User Guide | 13.0.1.1071

If both Microsoft SQL Server and Oracle are installed on one machine, and this machine is processed
by a job with log backup enabled for both applications, Veeam Backup & Replication will back up
only Oracle transaction logs. Microsoft SQL Server transaction logs will not be processed.



mssql02: Processing Settings X

General SQL Oracle PostgreSQL File Exclusions

Applications €)

(@) Require successful processing (recommended)

'Z__:I' Try application processing, but ignore failures

'Z__:I' Disable application processing

Microsoft VSS settings €)

(@) Process transaction logs with this job (recommended)

! :I' Perform copy only (lets another application use logs)

Persistent guest agent §)

|:| Use persistent guest agent (optional)

5. On the Oracletab of the VM Processing Settings window, specify log processing settings.

a. Specify a user account that will connect to the Oracle databaseand perform Oracle archived logs
backup and deletion.

= Select Use guest credentials touse the account specified at the Guest Processing step of the
wizard to access the VM guest OS and connect to the Oracle database.

= Specify another account. To do this, select the necessary account from the drop-down list or
click Add and add a new account.

Make sure the specified account has sufficient rights. For details, see the Permissions section of the
Veeam Explorers User Guide.

b. Specify how Veeam Backup & Replication must process archived redo logs on the Oracle VM.

= Select Do not delete archived logs to preserve archived redo logs on the original Oracle server.

Select this option for databasesin the NOARCHIVELOG mode. If the databaseis in the
ARCHIVELOG mode, archived logs on the VM guest OS may grow large and consume all disk
space. In this case, database administrators must take care of archived logs themselves.
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= Select Delete logs older than <N> hours/ Delete logs over <N> GB todelete archived logs that
are older than <N> hours or larger than <N> GB. The log size threshold refers not to the total
size of all logs for all databases, but to the log size of each databaseon the selected Oracle VM.

When the parent backup job (job creating animage-level backup) runs, Veeam Backup &
Replication will wait for the backup to complete successfully, and then trigger archived logs
deletion on the Oracle VM over Oracle Call Interface (OCl). If the primary job does not manage to
back up the Oracle VM, the logs will remain untouched on the VM guest OS until the next start
of the non-persistent runtime components or persistent components.

TIP

Veeam Backup & Replication removes redo logs only after the parent backup job session. To
remove redo logs more often, you can schedule the job to run more often.

c. To backup Oracle archived logs with Veeam Backup & Replication, select the Backup logs every <N>
minutes check box and specify the frequency for archived log backup. By default, archived logs are
backed up every 15 minutes. The maximum log backup interval is 480 minutes.

IMPORTANT

If you plan to use this option together with archived logs deletion from Oracle machine guest,
make sure that these settings are consistent: logs should be deleted after they are backed up to
repository. Thus, you need to set up backup schedule and log removal conditions appropriately.

d. If you have selected the Backup logs every <N> minutes option, specify retention policy for the
archived logs stored in the backup repository. For the Retain log backups setting, select one of the
following:

= Select Until the corresponding image-level backup is deleted to apply the same retention policy
for image-level backups and archived log backups.

= Select Keep only last <N> days tokeep archived logs for a specific number of days. By default,
archived logs are kept for 15 days. If you select this option, you must make sure that retention
for archived logs is not greater than retention for the image-level backups. For more
information, see the Retention for Archived Log Backups section of the Veeam Backup &
Replication User Guide.

NOTE

Using the Veeam Backup & Replication console, you can also specify log shipping servers that you want to
use to transport archived logs. For more information, see the Oracle Archived Log Settings section of the
Veeam Backup & Replication User Guide.
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linorcl01: Processing Settings X

General SGQL Oracle PostgreSQL File Exclusions

Choose how this job should process Oracle archived logs

Specify Oracle account with SYSDBA privileges:

admin (admin) v g Add

| Do not delete archived logs

(@) Delete logs older than: 48 C hours
[ : | Delete logs over: 10 GE

s .
Backup logs every: 15 | Mminutes

Retain log backups:

(@) Until the corresponding image-level backup is deleted

E::Z' Keep only last 15 day:

PostgreSQL Archive Log Settings

If you back up a VM where PostgreSQL is deployed, you can specify how Veeam Backup & Replication must
process PostgreSQL archive logs on this VM.

1. At the Guest Processing step of the wizard, make sure the Enable application-aware processing check box
is selected.

2. Click the Customize Application link.

3. Inthe displayed window, select the PostgreSQL VM from the list and click Edit.
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4. On the Generaltab of the VM Processing Settings window, make sure that either the Require successful
processing or Try application processing, but ignore failures option is selected.

postresql88: Processing Settings X

Applications €)

(@) Require successful processing (recommended)

'Z__:I' Try application processing, but ignore failures

'Z__:I' Disable application processing

Transaction logs processing €)

Persistent guest agent €)

|:| Use persistent guest agent (optional)

General SQL Oracle PostgreSQL

@ Process transaction logs with this job (recommended)

! :I' Perform copy only (lets another application use logs)

File Exclusions

OK

Cancel

5. On the PostgreSQL tab of the VM Processing Settings window, specify settings for PostgreSQL logs

processing.

a. Specify anaccount that will connect to the PostgreSQL instance and perform PostgreSQL archive logs
backup and deletion. The pg hba.conf configuration file of the PostgreSQL instance must contain a

record with the account.

= Select Use guest credentials touse the account specified at the Guest Processing step of the
wizard to access the VM guest OS and connect to the PostgreSQL instance.

= Specify another account. To do this, select the necessary account from the drop-down list or

click Add and add a new account.

Make sure the specified account has sufficient rights. For details, see the Permissions section of the

Veeam Explorers User Guide.

b. Specify an authentication method for the selected user account.
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= Select Database user with password if you have specified an account with password-based
authentication. In this case, you must provide Veeam Backup & Replication with the account
password that will be stored in the Veeam Backup & Replication database.

= Select Database user with password file (.pgpass) if you have specified an account with
password-based authentication. In this case, you do not have to specify the account password
when adding the account in Veeam Backup & Replication. Instead, the account password must
be specified in the PGPASS password file stored in the user's home directory.

= Select System user without password (peer) if you have specified a local system account with
peer authentication.

c. To backup PostgreSQL archive logs with Veeam Backup & Replication, select the Backup logs every
<N> minutes check box and specify the frequency for archive log backup. By default, archive logs are
backed up every 15 minutes. The maximum log backup interval is 480 minutes.

d. If you have selected the Backup logs every <N> minutes option, specify retention policy for the
archive logs stored in the backup repository. For the Retain log backups setting, select one of the
following:

= Select Until the corresponding image-level backup is deleted to apply the same retention policy
for image-level backups and archived log backups.

= Select Keep only last <N> days to keep archive logs for a specific number of days. By default,
archive logs are kept for 15 days. If you select this option, you must make sure that retention for
archive logs is not greater than retention for the image-level backups. For more information, see
the Retention for PostgreSQL WAL Files section of the Veeam Backup & Replication User Guide.

e. In the PostgreSQL archive logs local temporary storage field, specify a path on the PostgreSQL
machine that Veeam Backup & Replication will use to temporarily store PostgreSQL archive logs until
they are backed up. Veeam Backup & Replication does not create the temporary storage folder so the
folder must exist on the machine. Make sure the temporary location has enough free space for storing
the log files.

NOTE

Using the Veeam Backup & Replication console, you can also specify log shipping servers that you want to
use to transport archive logs. For more information, see the Retention for PostgreSQL WAL Files section of
the Veeam Backup & Replication User Guide.
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rhel02: Processing Settings X

General SGQL Oracle PostgreSQL File Exclusions

Choose how this job should process PostgreSQL transaction logs

Specify PostgreS0L account with superuser privilegas:

Uze guest credentials hd &= 2dd

The specified user is:

iiﬁl Database user with password

! :Z' Database user with password file (. pgpass)

'Z__:Z' System user without password (peer)

~ :
E!@'u:kl_u::In::rgseu-'erg,r 15 « | Mminutes

Retain log backups:

(@) Until the corresponding image-level backup is deleted

'Z__:Z' Keep only last

LR
L

PostgresQL archive logs local temporary storage:

stmp

VM Guest OS File Exclusion

If you do not want to back up specific files and folders on the VM guest OS, you can exclude them from the
backup. Exclusions can help decrease the backup file size. However, selective processing takes additional time
that depends on the number of excluded files. It also requires obtaining per-file metadata (stored in backups).

Thus, it is recommended to use this option for excluding large files. By default, exclusions are disabled.

1. At the Guest Processing step of the wizard, make sure the Enable application-aware processing check box

is selected.
2. Click the Customize Application link.
3. Inthe displayed window, select a VM from the list and click Edit.

4. On the File Exclusions tab, specify the files that must be excluded from the backup.

o Select Exclude the following filesand folders toremove individual files and folders from the backup.

o Select Include only the following files and folders toleave only the specified files and folders in the

backup.
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5. Click Add and specify what files and folders you want to include or exclude.

To form the list of exclusions or inclusions, you can use full paths to files and folders, environmental
variables, and file masks with the asterisk (*) and question mark (?) characters. For more information, see
the VM Guest OS Files section of the Veeam Backup & Replication User Guide.

mssql02: Processing Settings X

General SGQL Oracle

(_ ) Disable file level exclusions

(@) Exclude the following files and folders:

&= Add M Remove

HTMP3%

A

! iﬁl Include only the following files and folders:

Postgre5QL

File Exclusions

File selective processing takes
additional time proportional to
the amount of excluded files,
and stores extra per-file
metadata in backups. Thus, itis
best used for excluding large
files, and keeping the total
number of excluded files under
a few hundred thousands.

Guest OS File Indexing

To quickly find the necessary guest OS files in backups, select the Enable guest file system indexing check box.
This setting provides, in particular, advanced search capabilities when viewing guest OS files and performing 1-
Click file restore using Enterprise Manager web Ul. If indexing is disabled, you can only use quick search within

the selected restore point.

NOTE

deploy them to support index creation.
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To provide granular indexing options for individual machines:
1. Click the Customize Indexing link.
2. In the Guest File System Indexing Options window, select a machine from the list and click Edit.
Consider the following:

o To customize settings of a machine added to the job as part of a container, add the machine as a
standalone instance. For that, click Add Machine and choose the necessary VM. Next, select the
machine from the list and click Edit tocustomize VM settings.

o To discard custom settings of a machine, select it from the list and click Remove.

Guest File System Indexing Options X

%= Add machine... s Edit.. Remave
Object Windows Linux
3 apache02 Disabled Disabled
3 winsrvag Partial Partial
{7 dbservero1 Partial Partial

3. Inthe Indexing Settings window displayed for the selected machine, go to the Windows or Linux tab and
specify what files should be indexed:

o Select Disable indexing if you do not want to index guest OS files of the machine.
o Select Index everything if you want to index all guest OS files inside the machine.

o Select Index everything except folders if you want to index all guest OS files except those defined in

the list. By default, system folders are excluded from indexing. You can add or delete folders to
exclude using the Add and Remove buttons.
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o Select Index only following folders toselect specific folders that you want to index. To form the list
of folders, use the Add and Remove buttons.

dbserver01: Indexing Settings x

Windows Linux

(_ ) Disable indexing

() Index everything

ié) Index everything except folders
= Add Remaove Yy Default

Hwindird
ProgramFilest
ProgramFiles(x86)%

B DrnoramiAR A2 200

() Index only following folders

4. Click OK to save the settings and close the window.

Guest OS Credentials

If you specify guest OS credentials, Veeam Backup & Replication deploys a runtime process on the VM guest 0OS
to coordinate guest processing activities. The process runs only during guest processing and is stopped
immediately after the processing is finished.
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If you have Management Agent installed on a Linux VM, you have an option to use it for coordinating guest
processing activities. Inthis case, guest OS credentials are not stored in the configuration database, which
makes using Management Agent a more secure option. For more information, see the Persistent Agent
Components section of the Veeam Backup & Replication User Guide.

Edit Backup Job X

Choose guest 05 processing options available for running machines

Job Settings
Vis Enable application-aware processing €
;:‘:!' Customize Application
Guest Processing Customize application handling options for individual machines and applications
Job Schedule Enable guest file system indexing €

&F Customize Indexing

Customize advanced guest file system indexing options for individual machines

Guest OS credentials

Credentials: | Administrator (Administrator) b d= Add v

58 ctandard Account...
4, Customize Credentials
(} Linux Account...

Customize guest 05 credentials for individual machines and operating systems

In the Guest OS credentials section, you can select credentials from the list, or click the Add button to add new
credentials.

e For Windows guest OS, specify a user account (name and password) with local administrative rights on
target machine, and optional description. Credentials must be specified in the following format:

o For Active Directory accounts: DOMAIN|Username
o For local accounts: Username or HOST|Username
e For Linux guest OS, you can choose one of the following options:
o If Management Agent is installed on the VM, you can select the Use management agent option.

o If Management Agent is not installed on the VM, specify a user name, password, and SSH port (by
default, port 22 is used).

If you specify datafor a non-root account that does not have root privileges on a Linux server, you can
use the Non-root accountsection to grant this account elevated permissions as follows:

i. To provide a non-root user with root account privileges, select the Elevate specified account to
root check box.
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ii. To addthe user account to the sudoers file, select the Add account to the sudoers file
automatically check box. In the Root password field, enter the root account password.

If you do not enable this option, you will have to manually add the user account to the sudoers
file.

iii. If you plan to use the account to connect to Linux servers where the sudo command is not
available or may fail, you have an option to use the su command instead. To enable the su
command, select the Use "su" if "sudo" fails check box and in the Root password field, enter the
root account password.

Veeam Backup & Replication will first try to use the sudo command. If the attempt fails,
Veeam Backup & Replication will use the su command.

IMPORTANT

For machine guest OS indexing of Linux-based machines, a user account with root privileges on the
machine is required. It is recommended that you create a separate user account for work with Veeam
Backup & Replication on the Linux-based machine, grant root privileges to this account and specify settings
of this account in the Guest OS credentials section.

Itis also recommended to avoid additional commands output for the specified user (like messages echoed
from within ~/.bashrc or command traces before execution), because they may affect Linux machine

processing.

Credentials X

Username:

User

Password:

Description:

Windows credentials

Linux Private Key

Another option is to use Linux private key. This method eliminates the need to supply password at each login,
helps to protect against malicious applications like keyloggers, thus strengthening security, and simplifies
launch of automated tasks, decreasing administrative load in Linux environments. For this method, a user must
create a pair of keys:

e  Private keyis stored on the client (user's) machine — that is, on the machine where Veeam Backup &
Replication runs. The key is usually stored in the encrypted form. To decrypt a private key, you need to
supply a passphrase specified at key creation.

e Public keyis stored on the server (Linux machine) in a special authorized keys file that contains a list
of public keys.
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If you plan to use Linux private key for authentication, make sure you have created private and public keys and
stored them appropriately: private key on the client side (Veeam backup server) and public key on the server
side (Linux machine). You should also have the passphrase for the private key if it is encrypted. If you select to
use Linux private key credentials, you should specify the following:

e Username

e Passphrasefor private key

e Private key stored on the client side (Veeam backup server)
e SSH port (defaultis 22)

e Non-root account elevation options

Linux Credentials x

Username: Administrator

Password: | eessssssssses

Private key is required for this connection
Private Key: cey01.ppk Browse...
Passphrase: | sessssesssssseea

55H port: | 22

<>

Non-root account

Elevate specified account to root
Add account to the sudoers file automatically

Use "su” if "sudo” fails

RDDt passlltl‘lcrd: ------------------

Description:

Linux account for srv12

Special Credentials for Machine

By default, for all machines in the list, Veeam Backup & Replication uses common credentials you provided in
the Guest OS credentials section. To use a different account for deploying the agent inside a specific machine,
you can customize credentials for the machine.

To customize credentials:

1. In the Guest OS credentials section, select Customize Credentials.
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2. Select the necessary machine from the list and click Set User.

3. Specify custom guest OS credentials and click OK.

virt03-ubuntu01: Processing Settings

Windows credentials:

<Default= w &= aAdd
Linux credentials:
adrinistrator (administrator) w &= aAdd

To remove custom credentials for a machine:
1. In the Guest OS credentials section, select Customize Credentials.

2. Select the necessary machine from the list and click Remove.

NOTE

To customize settings of a machine added as part of a container, the machine should be included in the list

as a standalone instance. For that, click Add machine and choose a machine whose settings you want to
customize.
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Step 6. Edit Job Schedule

At the Job Schedule step of the wizard, you can select to run the job manually or schedule the job to run on a
regular basis.

To edit the job schedule:

1.

Select the Run the job automatically check box. If the check box is not selected, you will need to start the
job manually.

Edit the scheduling settings. You can select to run the job daily, monthly, periodically with a specific time
interval, continuously or after a specific job.

For more information, see Schedule Settings.

In the Automatic retry section, define whether Veeam Backup & Replication must attempt to run the
backup job again if the job fails for some reason. During a job retry, Veeam Backup & Replication processes
failed machines only. Enter the number of attempts to run the job and define time intervals between
them. If you select continuous backup, Veeam Backup & Replication will retry the job for the defined
number of times without any time intervals between the job runs.

In the Backup window section, edit the time interval within which the backup job must complete. The
backup window prevents the job from overlapping with production hours and ensures that the job does
not provide unwanted overhead on the production environment. To set up a backup window for the job:

a. Select the Terminate job if it gets out of allowed backup window check box and click Window.
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b. Define the allowed hours and prohibited hours for backup. If the job exceeds the allowed window, it
will be automatically terminated.

Edit Backup Job X

Job Settings specify the job scheduling options
VMs Run the job automatically:
i:iﬁ' Daily at this time:
Guest Processing -
08:00pm v Everyday b Days..
2z 'Zj:i' Monthly at:
i:::ﬁ' Periodically every:
OAfterthisjob: Backup Job 2
Automatic retry
Retry failed machine processing: | 3 : times
Wait before each attempt for: 10 : minutes
Backup window
NOTE
If the Location property of the source object and target object do not match, you will receive a warning
message after you click Finish. For example, you may have a backup job targeted at repository located in
Sydney, and source machines located in London.

Schedule Settings

If you have selected to run the job automatically, you can select one of the following options:

e To run the job at specific time daily, on defined week days or with specific periodicity, select Daily at this
time. Use the fields on the right to configure the necessary schedule.

e To run the job once a month on specific days, select Monthly at this time. Use the fields on the right to
configure the necessary schedule.
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NOTE

When you configure the job schedule, keep in mind possible date and time changes (for example,
related to daylight saving time transition).

e To run the job repeatedly throughout a day with a specific time interval, select Periodically every. Inthe
field on the right, select the necessary time unit: Hours or Minutes. Click Schedule and use the time table
to define the permitted time window for the job. In the Start time within an hour field, specify the exact
time when the job must start.

A repeatedly run job is started by the following rules:

o Veeam Backup & Replication always starts counting defined intervals from 12:00 AM. For example, if
you configure to run a job with a 4-hour interval, the job will startat12:00 AM, 4:00 AM, 8:00 AM,
12:00 PM, 4:00 PM and so on.

o If you define permitted hours for the job, after the denied interval is over,
Veeam Backup & Replication will immediately start the job and then run the job by the defined
schedule.

For example, you have configured a job to run with a 2-hour interval and defined permitted hours from
9:00 AM to 5:00 PM. According to the rules above, the job will first run at 9:00 AM, when the denied
period is over. After that, the job will run at 10:00 AM, 12:00 PM, 2:00 PM and 4:00 PM.

Select Period x

L AM PM C
121 2 3 4 5 6 7 8 % 1011121 2 3 4 5 6 7 8 &% 10 11 12

Sunday
Monday
Tuesday
Wednesday
Thursday
Friday
Saturday

Select: i:jﬁ' Denied ii] Permitted Deny All - Permit Al

min

<>

Start time within an hour: | 0
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e To run the job continuously, select the Periodically every option and choose Continuously from the drop-
down list on the right. A new backup job session will start assoon as the previous backup job session
finishes.

Edit Backup Job X

Job Settings Specify the job scheduling options

Vs Run the job automatically:

'::::Z' Daily at this time:
Guest Processing

e 'Z:Z' Monthly at:

iéﬁl Periodically every:

12 v Hours v | BB schedule..
. Hours
() After this job:
Minutes
. Continuously
Automatic retry i
NS
Retry failed machine processing: | 3 C times
Wait before each attempt for: 10 : minutes

Backup window

Previous lext Finish Cancel

e To chain jobs, use the After this job field. In the common practice, jobs start one after another: when job A
finishes, job B starts and soon. If you want to create a chain of jobs, you must define the time schedule for
the first job in the chain. For the rest of the jobs in the chain, select the After this job option and choose
the preceding job from the list. If you start the first job manually, Veeam Backup Enterprise Manager will
display a notification. You will be able to choose whether to start the chained job aswell.

NOTE

You can chain jobs that are processed on the same backup server only.
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Creating Active Full Backups

You can create an ad-hoc full backup — active full backup, and add it to the backup chain in the backup
repository. The active full backup resets the backup chain. All subsequent incremental backups use the active
full backup as a starting point. The previously used full backup will remain in the backup repository until it is
removed from the backup chain according to the retention policy.

NOTE
Creating active full backups is unavailable for backup copy jobs, file backup jobs and object storage backup
jobs.

To perform an active full backup:

1. Select the required job in the list on the Jobs tab.

2. Expand the menu commands by clicking Job, then select Active Full.

Policies Unstructured Data

Backupservers | All Servers v T Fiker Optians (20 21)
arch by job name Q P S 8 Job v 08 B

Type Platform Backup Server Status

a0 sech.local

Backup

Object Storage Backup

o

i W
o
o

oF
o F
o s
o
@ s
s
o

[<]

Immediate Copy mage-leve

o000

Replica Vhlveare vSphere

RecordsperPage: | 25w Page oft c Displaying 1 - 24 of 24

hitps/fenterpriseld tech lacat 9443 index.aspn®
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Cloning Jobs

In addition to performing job editing tasks, you can add new jobs by means of job cloning. Job cloning allows
you to create an exact copy of any backup or replication job available in the job list. The recommended practice
is to configure a set of ‘job templates' in advance, using the Veeam Backup & Replication console on every
managed Veeam backup server. These job templates can be used by Enterprise Manager Portal Administrators
for cloning and further editing.

NOTE

Job cloning is not available for file backup jobs and object storage backup jobs.

To clone an existing job, do the following:
1. Open the Jobs tab.
2. Select the necessary job in the list.
3. Expand the menu commands by clicking Job, then select Clone.

Job clone name is created automatically, with the original job name and suffix of the following format:
_clone<n> where <n>is the sequential number of the clone.

Once ajob is cloned, you can edit its settings. For details, see Editing Jobs. Note, however, that not all of the
job settings can be changed with the Enterprise Manager web Ul. For example, you cannot change the backup
repository and backup proxies used for the job or define advanced job settings.

Configuration details of a created job clone are written to the same database that stores configuration details of
the original job — thus, the job copy is available and can be managed both with the Veeam Backup Enterprise
Manager web Ul and the Veeam Backup & Replication console on the backup server that coordinates the job.
The backup file produced by the clone will be located on the same repository as the backup file of the original
job.

000000000000 O0FFO0O0C0ODO0CO0O0DO0CODO
¢ Ele g ¥ R Ar A ar: TR eee gy Rk

RecordsperPage: | 25 v Page[1 | o1 Displaying 1 - 24024

hitps:/fenterprised3 tech locat0443 findexaspx
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Deleting Jobs

Users with the Portal Administrator role can delete a job and also instruct Veeam Backup Enterprise Manager to
delete backup files created by this job in the backup repository. Deleted jobs will no longer appearin the Ul.
They will be removed from the Enterprise Manager database and from the Veeam Backup configuration
databaseon the backup server. If you select to delete backup files, they will be removed from backup
repository.

If you have backup servers of earlier versions added to Enterprise Manager, the jobs managed by these servers
cannot be deleted using Enterprise Manager.

To delete a job, take the following steps:
1. On the Jobstab, select the required job in the list.

2. Expand the menu commands by clicking Job, then select Delete.

Policies Unstructured Data M

- T Filzer Op:
Q P St # Job v @8 Expon

Type Platform Backup Server

(Copy} 1 Backup Copy Unsructured Data

Object

G000 0000000F0000000O00 §
v vy R r e EELY ez

[N <]

03 tech |ocat 0443 findexaspit

3. You will be prompted to delete backup files. To delete backup files, select the Delete backup files check
box and click Yes toconfirm the operation.

If four-eyes authorization is enabled on the backup server, backup files will remain in the backup
repository and become orphaned.

Delete job? X

Job "CRM Backup” will be deleted.
Continue?

Delete backup files
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Managing CDP Policies

Veeam Backup Enterprise Manager allows you to manage CDP policies that were previously created on added
backup servers. Veeam Backup Enterprise Manager displays CDP policies that process VMware vSphere or
VMware Cloud Director objects.

Users with the Portal Administrator role can view, disable and enable, edit and delete CDP policies. Users with
the Portal User role can only view CDP policies.

For more information on CDP, see the Continuous Data Protection (CDP) section of the
Veeam Backup & Replication User Guide.

In This Section

e Viewing Policies
e Enabling and Disabling Policies
e Editing Policies

e Deleting Policies
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Viewing Policies
From Veeam Backup Enterprise Manager, you can view information about all CDP policies from all backup
servers added to Enterprise Manager. To view CDP policies, open the Policies tab.
Each policy in the list is described with the following data:
e Name — policy name
e Status— current policy status
e SLA—percentage of sessions completed within the specified RPO
e RPO —recovery point objective, that is, how often to create short-term restore points
e Max delay — difference between the configured RPO and time required to transfer and save data
e Target —targethost
e Platform —VMware vSphere or VMware Cloud Director
e Description — policy description
To quickly find a CDP policy, you can use filters and the search field.
e To filter the list of policies:
o Use the Backup server list to view the policies of the selected backup server only.
o Use the Status filter to view the policies with the selected statuses only.
Once you have selected necessary statuses, click the Apply button to apply the filter.
e To find a policy by its name, use the search field.

In addition to the information presented in the list of policies, the Policies tab allows you to view advanced
policy data. To see detailed policy statistics, click the state link in the Status column.

NOTE

You can export displayed information to a file using the Export link on the toolbar. This file then can be
opened on the client machine using the associated application.
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EEB  Dashboard

Search by job name

Name

Cloud Director CDP Policy

€DP Policy for Servers

Reports

Backup server: | All Servers

+

Q

status

hloc:

polici

bs

@ syncing

@ syncing

Policies

Unstructured Data

v T status (al)

Machines

00:30

00:30

Max delay

0seconds

0seconds

Items. Requests

Target

Repl-Org-VDC

prgtesk02-virt tech..

Platform

Cloud Diractor

VMWare

Description

B8 export

Configuration

) Refresh
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Enabling and Disabling Policies

Users with the Portal Administrator role can enable and disable CDP policies. Disabled CDP policies are
temporary paused.

To enable or disable a policy:
1. On the Policies tab, select a policy from the list.

2. On the toolbar, click Enable or Disable.

E@ Dashboard Reports Jobs policies Unstructured Data Machines Files Items Requests @ TECH\sheila.d.cory v {Eﬁ Configuration @
Backup server: | All Servers v Y status (Al
Search by job name Q Enable @ Policy v B8 export ?) Refresh
Name 4+ status SLA RPO. Maxdelay  Target Platform Description
Cloud Director CDP Policy @ Disabled 100% 00:20 0'seconds Repl-Org-VDC Cloud Director

€DP Policy for Servers @ synding 100% 00:30 Oseconds  prgtwesx02-virttech.. VMWare
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Editing Policies

If Veeam Backup Enterprise Manager has an Enterprise or Enterprise Plus license installed, users with the Portal
Administrator role can modify settings of CDP policies that have been previously configured on added backup
servers . In Veeam Backup Enterprise Manager, you can change only a subset of the CDP policy settings. You can
configure other policy settings with the Veeam Backup & Replication console only.

You can edit the following CDP policy settings:
e Policy name and description
e List of VMs that the policy processes
e Policy schedule
e Guest processing settings

To edit a CDP policy, use the Edit Policy wizard.
1. Launch the Edit Policy wizard.

2. Edit the policy name and description.

3. Editthe list of VMs.
4. Configure RPO and retention settings.
5. Configure guest processing settings.
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Step 1. Launch Edit Policy Wizard

To launch the Edit Policy wizard:

1. Open the Policies tab and select the necessary policy from the list.

2. On the toolbar, click Policy and select Edit.

E@ PEHNLEG] Reports Jobs Policies Unstructured Data Machines Files Items Requests @ TECH\sheila.d.cory v {g} Configuration @
Backup server: | All Servers v Y status (All)
Search by job name Q @ Disable 38} policy v B8 Export ® Refresh
Name status sLa L RPO Maxdelay — Target Platform Description
€DP Policy for Servers @ syncing Oseconds  prgtwesxO2virttech..  VMWare Not available

Cloud Director CDP Policy @ syncing Oseconds  Repl-Org-vDC Cloud Director

httpsi/enterprise04 techlocal443/index.aspes
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Step 2. Edit Policy Name and Description

At the Policy Settings step of the wizard, you can modify the name and description of the selected CDP policy:

1. In the Policy namefield, specify a name for the policy.

2. Inthe Description field, provide an optional description for future reference.

Edit Policy X
Policy Settings Specify the policy name and description

) ) Policy name:
Wirtual machines

CDP Policy for Servers

Policy 3chedule Description:

vm33 oA

Guest Processing
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Step 3. Edit List of VMs

At the Virtual Machines step of the wizard, you can add or remove individual VMs or VM containers (for
example, hosts or folders). You can also exclude individual VMs from VM containers, for example, if you need to
replicate an entire VMware vSphere server except some machines running on this server.

NOTE

For VMware Cloud Director CDP policies, you cannot add single VMs. You can manage only vApps and other
Cloud Director containers. The scope depends on your Cloud Director access rights.

Adding VMs and VM containers

To add a VM or VM container:

1. Click Add.

Edit Policy X

i i Select virtual machines to process
Policy Settings P

Virtual machines %= Add Remove B Exclusions... up Do
Policy Schedule Name Type

= -
Guest Processing [ virt01-vm33 M
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2. Inthe virtual infrastructure tree, select the necessary VMs or VM containers.

If you select a VM container and later add a new VM to the container, Veeam Backup & Replication will
update policy settings automatically to include the VM.

Add Objects X

Type in an object name to search for Q, | % Everything w
) Reload ol E| @

-

<.E§! CDP-CLUSTER
+E esx03-virt.tech.local
+E esx04-virt.tech.local
—HvCLs 2)
-G VCLS (4)
5 virt03-sql01
(51 virt03-srv01
O -
-4 virt03-ubuntu01
L= E
- virt03-ubuntu01_
- virt03-ymo?

£ (51 virt03-vmo2 -

TIP
To quickly find the necessary objects, you can do the following:

e Search for objects: type a name or part of a name in the search field. Specify the type of the
object from a scroll list next to the search field.

e Switch between virtual infrastructure views using the buttons in the upper-right corner: Hosts
and Clusters, VMs and Templates, Datastores and VMs and Tags and VMs.

3. Click OK to save the changes.

Removing VMs and VM containers

To remove a VM or VM container, select it in the list and click Remove.

Excluding VMs from VM containers

To exclude VMs from a VM container:
1.  Select a VM container in the list and click Exclusions.

2. Inthe Exclusions window, click Add and select machines that you want to exclude.
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Changing Object Processing Order

If specific objects must be processed first, you can change the object processing order. The object processing
order can be helpful if you want to ensure that processing of an object does not overlap with other scheduled
activities, or that it is completed before the certain time.

To change the processing order, select the necessary objects and move them up or down the list using the Up
and Down buttons on the right.

NOTE
e VMs inside a VM container are processed at random. To ensure that VMs are processed in the
defined order, add them as standalone VMs, not as a part of containers.
e The processing order may differ from the order that you have defined. For example, if resources of a
VM that is higher in the priority are not available, and resources of a VM that is lower in the priority
are available, the VM with the lower priority will be processed first.
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Step 4. Edit Policy Schedule

At the Policy Schedule step of the wizard, you can edit schedule and retention settings:

1. Configure scheduling settings:

a. In the Recovery point objective section, specify an RPO in seconds or minutes. You can select the
period from 2 seconds to 60 minutes.

During every specified period, Veeam Backup & Replication will create short-term restore points for
VM replicas and send these restore points to the target destination. Note that short-term restore
points are crash-consistent.

Edit Policy X

Policy Settings Specify the policy scheduling options

. . Recovery point objective:
Virtual machines

30 : Seconds v | EA schedule.. EH Reporting...
Policy Schedule RPO defines maximum acceptable data loss in case of the protected WM failure
Guest Processing Short-term retention

Enable point-in-time recovery within:

al
W
4 - Hours

Defines how far back you can go from the latest state for a point-in-time recovery

Long-term retention

Create additional restore points every:

) : hours EH schedule...

Keep these restore points for:

7 o days

b
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b. To specify permitted and denied hours for the policy run, click Schedule on the right and use the

timetable.
Time periods X
( AM PM C
121 2 3 4 5 6 7 8 % 1011121 2 3 4 5 6 7 8 % 10 11 12
Sunday
Monday
Tuesday
Wednesday
Thursday
Friday
Saturday
Select: ii] Denied E_:ﬁ' Permitted Deny All - Permit Al

2. To instruct the CDP policy to display a warning or error if a newly created replicated states are not

transferred to the target within the set RPO, click Reporting. Then specify when the policy must display
errors and warnings.

If you have configured email notification settings, Veeam Backup & Replication will mark the policy with
the Warning or Errorstatus and will also send email notifications.

3. Inthe Short-term retention section, specify how long you want to store a short-term restore point. The
maximum value is 7 days. Note that the total size of the log files that store incremental changes is a
maximum of 2 TB per VM disk.

4. In the Long-term retention section, configure when to create long-term restore points and for how long
to store them:

a. In the Create additional restore points every field, specify how often you want to create long-term
restore points.

b. In the Keep restore points for field, specify for how long to store these long-term restore points.

338 | VeeamBackup Enterprise Manager | User Guide | 13.01.1071



c. To specify time periods when Veeam Backup & Replication must create application-consistent and
crash-consistent long-term restore points, click VSS. In the Time periods window, select the necessary
time area and click Crash-consistent or App lication-consistent. By default,

Veeam Backup & Replication creates application-consistent backups if you enable application-aware
processing. If you do not enable application-aware processing, Veeam Backup & Replication will
create crash-consistent long-term restore points.

To shift the schedule, specify the offset in the Start time withinan hour field. For example, you
schedule creation of crash-consistent restore points from 00:00 to 01:00, and set the offset value to
25. The schedule will be shifted forward, and the crash-consistent restore points will be created from
0:25 and to 01:25.

C AM PM C
121 2 3 4 5 6 7 8 5 1011121 2 3 4 5 6 7 & % 10 11 12

Sunday

Monday

Tuesday

Wednesday

Thursday

Friday

Saturday

Select: i:::} Crash-consistent 'ZEZ' Application-consistent Deny All  Permit Al
Start time within an hour: | 15 | min
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Step 5. Configure Guest Processing Settings

At the Guest Processing step of the wizard, you can select to create a transactionally consistent replicas,
configure transaction log handling settings, and enable guest file system indexing.

Edit Policy x

: ! Choose guest OS processing options available for running machines
Policy Settings g P g op e

Virtual machines Enable application-aware processing €

;;‘:1‘ Customize Application

Policy Schedule i N ) . o ) N
7 Customize application handling options for individual machines and applications

Guest Processing
Guest 05 credentials

Credentials: | administrator (standard tw admin) v &= Add v

4 Customize Credentials

Customize guest O5 credentials for individual machines and operating systems

Previous Mext Finish Cancel

In This Section

e Application-Aware Processing

e Guest OS Credentials

Application-Aware Processing

If VMs run Microsoft Active Directory, Microsoft SQL Server, Microsoft SharePoint, Microsoft Exchange, or
Oracle, you can enable application-aware processing to create transactionally consistent replicas. The
transactionally consistent replicas guarantee proper recovery of applications without data loss.

To configure application-aware processing:

1. Select the Enable application-aware processing check box.

2. Click the Customize Application link.
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3. To define custom settings for a machine in the list, select it and click Edit.

Consider the following:

o To customize settings of a machine added as part of a container, add the machine asa standalone
instance. For that, click Add machine and choose the necessary VM. Next, select the machine from the
list and click Editto customize VM settings.

o To discard custom settings of a machine, select the machine in the list and click Remove.
4. Configure the necessary settings for the selected application server:

o General Settings

o Microsoft SQL Server Transaction Log Settings

o Oracle Archived Log Settings

Application-Aware Processing Options X

&= Add.. Edit Remave
Object Vss Transaction logs Excludes
5 virtd1-vm33 Require success Exchange: Copy-only, SQL: Copy-only Dizable
|'—__'|TI virt03-vm002 Require success Exchange: Truncate, SQL: Truncate Dizable

General Settings

On the Generaltab, you can specify general application-aware processing settings.

1. In the Applications section, select the option that corresponds to your transactionally -consistent backup
creation scenario.

o Select Require successful processing (default option) if you want Veeam Backup & Replication to stop
the CDP replication if an error occurs.

o Select Try application processing, but ignore failures if you want to continue the CDP replication even
if an error occurs. This option guarantees the CDP policy will continue working. The created replica
will not be transactionally consistent, but rather crash consistent.

o Select Disable application processing if you do not want to enable application-aware processing for
the VM. This option makes the Transaction Logs Processing section unavailable.
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2. [For Microsoft Exchange, Microsoft SQL Server, and Oracle] In the Microsoft VSS section, specify whether
this CDP policy should process transaction logs or create copy-only replicas.

o Select Process transaction logs with this job if you want Veeam Backup & Replication to process
transaction logs.

[For Microsoft Exchange] Transaction logs will be truncated after the CDP policy creates a long -term
restore point. If the creation fails, the logs will remain untouched until the next start of the long-term
restore point creation.

[For Microsoft SQL Server, Oracle] Specify settings for transaction log handling:

= For Microsoft SQL Server transaction log processing — on the SQL tab. For more information, see
Microsoft SQL Server Transaction Log Settings.

» For Oracle database archived logs processing — on the Oracle tab. For more information, see
Oracle Archived Log Settings.

o Select Perform copyonly if you use another replication tool to perform guest level replication, and
this tool maintains consistency of the databasestate. Veeam Backup & Replication will create a copy-
only replica for the selected VM. The copy-only replica preserves the chain of full and differential
backup files and transaction logs on the VM. For more information, see Microsoft Docs.

With this option selected, the SQL, Oracle and PostgreSQL tabs are not available.

3. Inthe Persistent guest agent section, specify if Veeam Backup & Replication must use persistent guest
agents on the VM for application-aware processing.

By default, Veeam Backup & Replication uses non-persistent runtime components.
Veeam Backup & Replication deploys runtime components on each protected VM when the backup job
starts, and removes the runtime components as soon as the backup job finishes.
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Select Use persistent guest agent to enable persistent agent components for guest processing. For more
information, see the Non-Persistent Runtime Components and Persistent Agent Components section of

the Veeam Backup & Replication User Guide.

virtD3-vm002: Processing Settings X

General SOL Oracle

Applications €)

@) Require successful processing (recommended)

__:Z' Try application processing, but ignore failures

__:Z' Disable application processing

Microsoft VSS settings €

(@) Process transaction logs with this job (recommended)

| :Z' Perform copy only (lets ancther application use logs)

Persistent guest agent €)

Uze persistent guest agent (optional)

OK

Cancel

Microsoft SQL Server Transaction Log Settings

If you replicate a Microsoft SQL Server VM, you can specify how Veeam Backup & Replication must process

transaction logs on this VM.

1. At the Guest Processing step of the wizard, make sure the Enable application-aware processing check box

is selected.

2. Click the Customize Application link.

3. Inthe displayed window, select the Microsoft SQL Server VM from the list and click Edit.

4. On the Generaltab of the VM Processing Settings window, make sure the following options are selected:

o Inthe Applications section, either the Require successful processing or Try application processing, but

ignore failures option must be selected.
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o In the Transaction logs processing section, the Process transaction logs with this job option must be

selected.
virt03-vmO0O02: Processing Settings X
General SQL Oracle

Applications €)

(@) Require successful processing (recommended)

'Z__:I' Try application processing, but ignore failures

'Z__:I' Disable application processing

Microsoft V5SS settings €)

(@) Process transaction logs with this job (recommended)

'Z:_:I' Perform copy only (lets another application use logs)

Persistent guest agent §)

Use persistent guest agent (optional)

5. Open the SQL tab of the VM Processing Settings window.
6. Specify how Veeam Backup & Replication will process Microsoft SQL Server transaction logs.

o Select Truncate logs totruncate transaction logs after the CDP policy creates a long-term restore
point.

In this case, transaction logs will be truncated after the CDP policy creates a long -term restore point.

If the creation fails, the logs will remain untouched until the next start of the long-term restore point
creation.
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o Select Do not truncate Llogs to preserve transaction logs.

This option is recommended if you use another tool to perform VM guest-level replication, and this
tool maintains consistency of the databasestate.

virt03-vm002: Processing Settings X

General SGQL Oracle

Choose how this job should process Microsoft SQL Server transaction logs

(@) Truncate logs (prevents logs from growing forewver)

(_ ) Do nottruncate logs (requires simple recovery model)

Oracle Archived Log Settings

If you replicate a VM where Oracle Databaseis deployed, you can specify how Veeam Backup & Replication must
process archived redo logs on this VM.

1. At the Guest Processing step of the wizard, make sure the Enable application-aware processing check box
is selected.

2. Click the Customize Application link.

3. In the displayed window, select the Oracle VM from the list and click Edit.
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4. On the Generaltab of the VM Processing Settings window, make sure the following options are selected:

o Inthe Applications section, either the Require successful processing or Try application processing, but
ignore failures option must be selected.

o Inthe Transaction logs processing section, the Process transaction logs with this job option must be

selected.
virt03-vm002: Processing Settings X
General SQL Oracle

Applications €

@) Require successful processing (recommended)

Z__iﬁl Try application processing, but ignore failures

Z__:I' Disable application processing

Microsoft V5SS settings €

(@) Process transaction logs with this job (recommended)

! :I' Perform copy only (lets another application use logs)

Persistent guest agent €)

Use persistent guest agent (optional)

5. On the Oracletab of the VM Processing Settings window, specify log processing settings.

a. Specify a user account that will connect to the Oracle database.

= Select Use guest credentials touse the account specified at the Guest Processing step of the
wizard to access the VM guest OS and connect to the Oracle database.

= Specify another account. To do this, select the necessary account from the drop-down list or
click Add and add a new account.

Make sure the specified account has sufficient rights. For details, see the Permissions section of the
Veeam Explorers User Guide.
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b. Specify how Veeam Backup & Replication must process archived redo logs on the Oracle VM.

= Select Do not delete archived logs to preserve archived redo logs on the original Oracle server.

Select this option for databasesin the NOARCHIVELOG mode. If the databaseis in the
ARCHIVELOG mode, archived logs on the VM guest OS may grow large and consume all disk
space. In this case, database administrators must take care of archived logs themselves.

= Select Delete logs older than <N> hours/ Delete logs over <N> GB todelete archived logs that

are older than <N> hours or largerthan <N> GB. The log size threshold refers not to the total

size of all logs for all databases, but to the log size of each database on the selected Oracle VM.

Transaction logs will be deleted using Oracle Call Interface after the CDP policy creates a long-term
restore point. If the creation fails, the logs will remain untouched until the next start of the long -term

restore point creation.

virt03-vm002: Processing Settings X

General SQL Oracle

Choose how this job should process Oracle archived logs

Specify Oracle account with SYSDBA privileges:

Use guest credentials

(@) Do not delete archived logs

'Z__:I' Delete logs older than: 24 ours

(_ ) Delete logs over: 0 GB

v | o Add

Cancel
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Guest OS Credentials

If you specify guest OS credentials, Veeam Backup & Replication deploys a runtime process on the VM guest OS
to coordinate guest processing activities. The process runs only during guest processing and is stopped
immediately after the processing is finished.

If you have Management Agent installed on a Linux VM, you have an option to use it for coordinating guest
processing activities. In this case, guest OS credentials are not stored in the configuration database, which
makes using Management Agent a more secure option. For more information, see the Persistent Agent
Components section of the Veeam Backup & Replication User Guide.

Edit Policy X

Policy Settings Choose guest OS5 processing options available for running machines

Virtual Machines Enable application-aware processing €

&1‘ Customize Application

Policy Schedule ) N ) ) o ) N~
y Customize application handling options for individual machines and applications

Guest Processing
Guest OS credentials

Credentials: | administrator (administrator) b g Add v

8 ctandard Account...
%, Customize Credentials
{} Linux Account...

Customize guest 05 credentials for individual machines and operating systems

Previous Mext Finish Cancel

In the Guest OS credentials section, you can select credentials from the list, or click the Add button to add new
credentials.

e For Windows guest OS, specify a user account (name and password) with local administrative rights on
target machine, and optional description. Credentials must be specified in the following format:

o For Active Directory accounts: DOMAIN|Username
o For local accounts: Username or HOST|Username
e For Linux guest OS, you can choose one of the following options:
o If Management Agent is installed on the VM, you can select the Use management agent option.

o If Management Agent is not installed on the VM, specify a user name, password, and SSH port (by
default, port 22 is used).

If you specify data for a non-root account that does not have root privileges on a Linux server, you can
use the Non-root account section to grant this account elevated permissions as follows:
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IMPORTANT

processing.

Credentials x

Windows credentials

To provide a non-root user with root account privileges, select the Elevate specified account to
root check box.

ii. To addthe user account to the sudoers file, select the Add account to the sudoers file

automatically check box. In the Root password field, enter the root account password.

If you do not enable this option, you will have to manually add the user account to the sudoers
file.

If you plan to use the account to connect to Linux servers where the sudo command is not
available or may fail, you have an option to use the su command instead. To enable the su
command, select the Use "su" if "sudo" fails check box and in the Root password field, enter the
root account password.

Veeam Backup & Replication will first try to use the sudo command. If the attempt fails,
Veeam Backup & Replication will use the su command.

For machine guest OS indexing of Linux-based machines, a user account with root privileges on the
machine is required. It is recommended that you create a separate user account for work with Veeam
Backup & Replication on the Linux-based machine, grant root privileges to this account and specify settings
of this account in the Guest OS credentials section.

Itis also recommended to avoid additional commands output for the specified user (like messages echoed
from within ~/.bashrc or command traces before execution), because they may affect Linux machine

Linux Private Key

Another option is to use Linux private key. This method eliminates the need to supply password at each login,
helps to protect against malicious applications like keyloggers, thus strengthening security, and simplifies
launch of automated tasks, decreasing administrative load in Linux environments. For this method, a user must
create a pair of keys:

Private keyis stored on the client (user's) machine — that is, on the machine where Veeam Backup &
Replication runs. The key is usually stored in the encrypted form. To decrypt a private key, you need to
supply a passphrase specified at key creation.
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e Public keyis stored on the server (Linux machine) in a special authorized keys file that contains a list

of public keys.

If you plan to use Linux private key for authentication, make sure you have created private and public keys and
stored them appropriately: private key on the client side (Veeam backup server) and public key on the server
side (Linux machine). You should also have the passphrase for the private key if it is encrypted. If you select to

use Linux private key credentials, you should specify the following:
e User name
e Passphrasefor private key
e Private key stored on the client side (Veeam backup server)
e SSH port (defaultis 22)

e Non-root account elevation options

Linux Credentials x

Username: Administrator

Password: | sesssssssases

Private key is required for this connection
Private Key: ey01.ppk Browse...
Passphrase: | sessrssssssnsas

55H port: | 22

<>

MNon-root account

Elevate specified account to root
Add account to the sudoers file automatically

Use "su” if "sudo” fails

Root paSS'NC"d: ------------------

Description:

Linux account for srv12

Special Credentials for Machine

By default, for all machines in the list, Veeam Backup & Replication uses common credentials you provided in
the Guest OS credentials section. To use a different account for deploying the agent inside a specific machine,

you can customize credentials for the machine.
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To customize credentials:

1. In the Guest OS credentials section, select Customize Credentials.

2. Select the necessary machine from the list and click Set User.

3. Specify custom guest OS credentials and click OK.

virt03-ubuntu01: Processing Settings

Windows credentials:

<Default> w = Add
Linux credentials:
administrator (administrator) w = Add

To remove custom credentials for a machine:
1. In the Guest OS credentials section, select Customize Credentials.

2. Select the necessary machine from the list and click Remove.

NOTE

To customize settings of a machine added as part of a container, the machine should be included in the list

as a standalone instance. For that, click Add machine and choose a machine whose settings you want to
customize.
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Deleting Policies

Users with the Portal Administrator role can permanently delete CDP policies. The deleted policies will no
longer appearin the Ul. They are removed from the Enterprise Manager databaseand from the Veeam Backup
configuration databaseon the backup server.

Before you delete a CDP policy, you must disable it.
To delete a policy:
1. Onthe Policiestab, select the required policy in the list.

2. On the toolbar, click Policy and select Delete.

Dashboard Reports Jobs policies Unstructured Data Machines Files ftems Requests @ TECH\sheila.d.cory v gjé} i @

Backup server: | All Servers v Y status (al)

@ export T Refresh

Search by job name Q @ Enable 8} policy v
Name 4 status RPO Maxdelay  Target Platform Description
Cloud Director CDP Policy @ Disabled 00:00 0 seconds Repl-OrgVDC Cloud Director Not available
CDP Policy for Servars © syncing 100% 00:20 0 seconds prgtwesx02-virt tach.. VMWare vm33 CoP

https://enterprise0d tech.locak0443 /index aspit

3. Inthe displayed window, click Yes toconfirm the operation.

Delete policy? x

Policy "CDP Policy” will be deleted.
Conftinue?
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W

orking with Unstructured Data

With Veeam Backup Enterprise Manager, authorized users can perform the following operations with
unstructured data (file shares and object storage systems) processed by Veeam Backup & Replication:

View unstructured data backups

Browse unstructured data backups for specific items
Search unstructured databackups for specific items
Recover items from backups

Delete backups

NOTE

In the Enterprise Plus edition of Veeam Backup & Replication, users with the Portal Administrator
role can customize the restore scope of other users (list of objects the user can recover). In other
editions, the restore scope includes all objects and cannot be customized. However, you can
delegate recovery of anentire file share, object storage or selected file type. Possible delegation
options are described in the Configuring Permissions for File and Application Item Restore section.
Veeam Backup Enterprise Manager does not display objects from the unstructured data to tape
backups.
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Viewing Unstructured Data Backups

From Veeam Backup Enterprise Manager, you can view information about unstructured data (file shares and
object storage systems) processed by backup jobs configured on added backup servers. You can view backed up
unstructured dataon the Unstructured Data tab.

Each entry in the unstructured data list contains the following information:
e Data Source — file share or object storage
e Backup Server— backup server that processes the data source
e Job Name — backup job that backs up the data source
e Restore Points — number of created restore points
e Location — name of the backup repository where the restore points are stored
e  Path— pathto the backup files
e Lastsuccess — time the job last ran successfully

To quickly find a data source (file share or object storage), you can filter the list of data sources by backup
server or data source.

e To filter data sources by backup server name, from the Backup server list, select the necessary backup
server. Veeam Backup Enterprise Manager will display backups of only those file data sources that are
processed by the selected backup server.

The Backup server filteris only available for users with the Portal Administrator or Portal User role.

e To filter data sources by source name, enter the name or a part of the name in the search field. Veeam
Backup Enterprise Manager will display backups of only those data sources whose names match the text
that you entered.

NOTE

To export displayed information to a file, use the Exportlink on the toolbar.
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Dashboard

Reports

Jobs

Unstructured Data Machines

Files

Items

Requests

ECH\sheila.

Configuration

Backup server: | All Servers

Search by source name

Data Source

\\hyperv03\shared
enterprise05:/nfs_share

Vlenterprise05.tech.loca\SWMEB Share

BE) instant Recovery

Backup Server

backupsrvs2.tech.local
enterprise05.tech.local

enterprise05.tech.local

Records per Page: | 15

pdc-isilon\Systemsifs/mt-share sv2075
veeam-tw-backup-source S1V2075
veeam-tw-backup-source S1V2075
pdcisilon\Systemsifsfaz_nfs SNV2075
pdcisilon\Systems/ifs SIV2075
pdc-isilon\System:ok_share SN2075
pdc-isilon\System:mt-share SV2075
pdc-isilon\System:/mt | share SV2075
pdcisilonSystemaz_share Sv2075
pdcisilon\System:ifs Sv2075
pdc-isilon\System:/ifs/mt-share sv2075
pdcisilon\Systemev-share sv2075

M Restore B Delete

* Job Name

File Backup Job 1 (imported)

NFS Share Backup

SMB Share Backup

File Backup Job 1 (Copy) 1

Object Storage Backup Job 5 (imported)
Object Storage Backup Job (Copy) 1
File Backup Job 1

File Backup Job 1

File Backup Job 1

File Backup Job 1

File Backup Job 1

File Backup Job 1

File Backup Job 1

File Backup Job 1

File Backup Job 1

2 wistory

Restore Points.

1 point
29 points
5 points
2 points
1 point
20 points
3 points
3 points
2 points
2 points
2 points
2 points
2 points
2 points

2 points

1 |of2

Location

Backup Repository 01
Default Backup Repository
Default Backup Repository
Archive Volume 01 (Onsite backup ...
Repository Volume 01
Repository Volume 01
Default Backup Repository
Default Backup Repository
Default Backup Repository
Default Backup Repository
Default Backup Repository
Default Backup Repository
Default Backup Repository
Default Backup Repository

Default Backup Repository

D ow

Path

C:\Backup\File Backup Job 1
C:\Backup\NFS Share Backup
C:\Backup\SMB Share Backup
C:\Backups\File Backup Job 1 (Copy) 1_2
C:\Backups\Object Storage Backup job 5
C:\Backups\Object Storage Backup Job...
C:\Backup\File Backup Job 1
C:\Backup\File Backup Job 1
C:\Backup\File Backup Job 1
C:\Backup\File Backup Job 1
C:\Backup\File Backup Job 1
C:\Backup\File Backup Job 1
C:\Backup\File Backup Job 1
C:\Backup\File Backup Job 1

C:\Backup\File Backup Job 1

B8 export % Refresh

Last Success

1402 days ago
28 days ago
28 days ago
8 days ago
15 days ago
22 hours ago
2 days ago

2 days ago

2 days ago

8 days ago

8 days ago

8 days ago

8 days ago

8 days ago

8days ago

Displaying 1-15 of 27

You can also view additional data about each data source:

e To see detailed information about a data source, click its name in the Data Source column.

e To see detailed information about restore points, click a link in the Restore Points column.

winsrvB88.tech.local:/nfs_share: Restore Points

2/9/2021

2/9/2021

21872021

20772021

2/6/2021

2/5/2021

2/5/2021

2/5/2021

2/5/2021

27472021

Restore Point +

09:00:54 am

02:41:17 am

09:00:47 am

09:00:38 am

09:00:41 am

09:00:42 am

03:41:54 am

03:31:28 am

03:17:30 am

09:00:36 am

Type

Backup
Backup
Backup
Backup
Backup
Backup
Backup
Backup
Backup

Backup

B Export

Status

o
o

0000000

Success

Success

Success

Success

Success

Success

Success

Success

Success

Success

Close

0) Refresh
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Browsing for Items in Unstructured Data
Backups

You can browse the content of file shares and object storage systems for specific items in the selected backup.
To browse the content of a data source, do the following:

1.  On the Unstructured Data tab, select a data source and click Restore.

Alternatively, on the Filestab, in the Search backups of field, enter the name of a data source whose items
you want to browse or click the Pick from List link and select a data source in the Select Object window.
Then click Mount.

2. Wait while Veeam Backup & Replication mounts the content from backup to a backup server. When the
process is completed, Veeam Backup Enterprise Manager displays the content of the data source.

3. You can browse files contained in all restore points created by the backup job or in a specific restore point.

o By default, the All restore points option is selected. With this option selected, you can browse the
content in all restore points created by the backup job.

For each object in the backup, Enterprise Manager displays the number of object versions and the
date when the latest version was created. If an object has more than one version, you can select a
necessary version during the restore process. For more information, see Restoring Specific Files.

E% Dashboard Reports Jobs Policies Unstructured Data Machines Files Items Regquests @ TECH\sheila.d.cory v @ Configuration @

Search backups of: | winsrvg8.tech.local:/nfs_share (File B: X Pick from List...

All restore points i Type ina file name to search for Q o Filtes Search & Restore v ¥ Download =+ AddtoRestoreList D History

= winsrves.tech.localnfs_share . -
Name Versions  Modified

1 2020
5 [ oraftot.docx 2/9/2021 02:39:54 am
=5 william.fox
[ prafto2.docx 2/9/2021 07:26:14 pm

+m 2019
[ Projectot.pdf 11/17/2020 04:37:24 pm
+ i 2020

oot [% Projecto2.paf 8/26/2020 04:44:40 pm

oo O -

[4 Projecto3.pdf 1/18/2021 12:57:02 pm

-+ Projects
+: Reports

+ I Tasks
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TIP

o To select a specific restore point, click the calendar icon in the restore point field and select the

necessary backup date and a restore point created on that date. Note that you cannot select a date on
which the backup was not performed.

For each file in the backup, Enterprise Manager displaysfile size and the date when the file version is

created. Enterprise Manager displaysonly the file version contained in the selected restore point. For
more information on file restore, see Restoring Specific Files.

E@ Dashboard Reports Jobs Policies Unstructured Data Machines Files Items Requests

@ TECH\sheila.d.cory v @ Configuration @

Search backups of: | winsrv88.tech.locali/nfs_share (File B: X Pick from List...

2/9/2021 0$:00:54 am X @ o Type in a file name to search for Q o Filte Search A1 restore v ¥ Download # addtoRestorelist 4D History

= [ winsrvas.tech.local:/nfs_share - N
Name Size Modified
4 2020

= [ william.fox
+0 2019
4 2020

2021

Projects

[8 Draftol.docx 553.9KB

[ Drafto2.docx
[ Projectot.pdf
[4 projectoz.pdf

[ Projectos.paf

203 KB

610.2KB

214.6K8

1.2MB

2/9/2021 02:39:54 am
2/9/2021 02:39:35 am
11/17/2020 04:37:24 pm
8/26/2020 04:44:40 pm

1/18/2021 12:57:02 pm

%I Reports

& Tasks

You can use the search field at the top of the working area to search for specific files and folders.
Depending on the number of files in the file share, the search process may take some time. For more
information, see Searching for Items in Unstructured Data Backups.
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Searching for Items in Unstructured Data
Backups

Veeam Backup Enterprise Manager allows you to search unstructured data (file shares and object storage
systems) for specific items. After you find necessary files, you can select them to perform file restore.

IMPORTANT

When you back up unstructured data, file system indexing is not created. Therefore, advanced search
capabilities using filters are not available.

To perform simple search, do the following:
1. On the Unstructured Data tab, select a data source and click Restore.

Alternatively, on the Filestab, in the Search backups of field, enter the name of a data source whose items
you want to browse or click the Pick from List link and select a data source in the Select Object window.
Then click Mount.

2. Inthe Search backups of field, enter the name of a data source whose items you want to restore or click
the Pick from List link and select the necessary data source in the Select Object window.

In the search field, enter the name of the necessary item or a part of it.

3
4. To view the search results, press [Enter] or click Search.

Dashboard Reports Jobs Policies Unstructured Data Machines Requests @ TECH\sheila.d.cory v @ Configuration @
Search backups of: | k-buck-1 X Pick from List...
1/11/2024 10:00:23 pm X H o *n0_ x Q 0 Filter 41 Restore v ¥ Download & AddtoRestorelist D History
ekt [] Name Size  Modified Path
[] [ xno_s7cBacas25478ec3d32fc1 065... 1438 7/4/202204:20:37p..  k10\3d01735e-e875-419b-02d3-7 i Nar policy\kopia\xnd_87c.. =
D B xn0_89eb2e18d51bf793dd242140... 143 B 7/4/2022 04:20:38 p... k1018d01735e-e8f5-419b-92d3-7 i nar -poll kopia\xn0_g9e...
B xn0_13ad846858856c34a52a09bd9... 2778 7/4/2022 04:56:53 p... k1018d01735e-085-410b-02d3-7 i pol kopia\xn0_1aa...
D B xn0_75ed5d0ac8c1776%9e181b2fd... 142 B 7/4/2022 04:56:51 p... k1018d01735e-085-410b-02d3-7 ig nar pol kopia\xn0_75e...
D B xn0_foaf71b2de7e6f396d4967e49... 142 B 7/4/2022 04:20:52 p... k1018d01735e-085-410b-02d3-7 ig nar pol kopia\xno_fo4f...
[] [ xno_saco3az2f2sfacs7eb7ec2baz. 2778 7/6/202209:57:39am  k10\8d017: £5-419b-9203-7 v Nar policy\kopia\xn0_gac.
[ xn0_conohcec79r3999820016007F... 143B  7/6/202209:57:36am  k10\8d017: 75-419b-9203-7 v policy\kopia\xn0_cob...
[] [ xno_abeos2bb2s362e55a4effb... 2778 7/4/202204:20:59 p..  K10\8d017: £5-419b-9203-7 v Nar policy\kopia\xn0_abe...
O XN0_5C63ce632005609302f16237..0 1438 7/4/202204:20:34 .. K10\8d017: £5-419b-9203-7 i Nar policy\kopia\xn0_5¢6...
Xn0_52d12b5557€3ad6003dfHa01... 1438 7/4/202204:54:43 p..  K10\8d01735¢-28f5-419b-92d3-7 i D fba-4fbf-2605-b..
O Xn0_76b19405f9e41 afee2090631... 1438 7/4/202204:5440 p..  K10\8001735¢-28f5-419b-92d3-7 U p fba-4fbof-2205-b..
[ [ xn0_39s805cdbgbes3faafit2d0ge... 638B  7/7/202204:16:17 p..  k10\8d01735¢-e85-419b-92d3-7 i p fba-4fbf-ae05-b.
[] [ xn0_e09b95627dbbacab424a7bs3... 1438 7/7/202204:17:34p..  k10\8d01735-e85-419b-92d3-7 repo\t bf-afba-4fbf-ae05-b..
[] [ xn0_03ced7casa62f1ca6beearses... 44KB  7/4/20220455:33p..  k10\8d01735e-e85-419b-9203-7; repo\t bf-afba-4fbf-ae05-b..
[] [ xno_b11bsfaseadibasidesadsa.. 1438 7/7/202204:17:38p..  k10\8d01735-e85-419b-92d3-7 repo\t bf-afba-4fbf-ae05-b..
[] [ xno_c64ads179asdasfet 72fed33b... 2098 7/4/202204:55:31 p..  k10\3d01735e-e8f5-419b-02d3-7 repo\t bf.afba-4fbf-2e05-b..
[] [ xno_s8ccbfozdabeafeebseadrets... 1438 7/4/202204:54:36 p..  k10\3d01735e-e875-419b-02d3-7 repo\t bf.afba-4fbf-2e05-b..
[] [ xno_s56406c4cc035635¢4 1b74c70... 1438 7/7/202204:17:31p..  k10\3d01735e-e8f5-419b-02d3-7 repo\t bf.afba-4fbf-2e05-b..
D B xn0_78f1993046fb7f4720b45d8f0... 142 B 7/7/2022 04:17:08 p... k1018d01735e-085-410b-02d3-7 repo\i: bf-afba-afbf- 5-b...
D B xn0_e2260d4e350e3990a9b56750... 142 B 7/6/2022 09:55:25 am k1018d01735e-085-410b-02d3-7 repe bf-afba-afbf- 5-b...
/o - sy S S e — P, S, e
Records per Page: | 25 v page| 1 | of1 c Displaying 1-22 of 22
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Data Recovery

With Veeam Backup Enterprise Manager, you can restore unstructured data previously backed up with file
backup jobs or object storage backup jobs. You can restore the following data:

e Object storage items

e SMB file share files and folders

e NFS file share files and folders

e Files and folders of a managed Microsoft Windows server

e Files and folders of a managed Linux server

Enterprise Manager offers the following recovery options:
e Instant file share recovery allows you to recover a point-in-time file share state.

e Restore of files and folders allows you to restore specific items located on a file share or object storage.
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Instant File Share Recovery

Instant file share recovery allows you to recover data from backups of the following file shares:

e SMB file shares

For SMB file shares, you can mount a recovered file share, make changes to the file share (add, edit or
remove files and folders), and migrate the file share to the production environment.

e NFS file shares

For NFS file shares, you can use the feature to publish a point-in-time file share state as a read-only SMB
file share. This lets you instantly access all recovered files.

After you have performed instant file share recovery, you have to finalize it. For more information, see Finalizing
Instant File Share Recovery.

Performing Instant File Share Recovery

When you perform instant file share recovery using Veeam Backup Enterprise Manager,

Veeam Backup & Replication publishes the recovered file share to the mount server associated with a backup
repository that stores the file share backup. If you want to mount a recovered file share to another mount
server, use the Veeam Backup & Replication console. For more information, see the Performing Instant File
Share Recovery section of the Veeam Backup & Replication User Guide.

To perform instant file share recovery, use the Instant File Share Recovery wizard.
1. Launch the Instant File Share Recovery wizard.
2. Select a restore point.
3. Specify access permissions.

4. Review the recovery settings.
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Step 1. Launch Instant File Share Recovery Wizard

To launch the Instant File Share Recovery wizard, do the following:
1. Open the Unstructured Data tab and select a file share from the list.
2. On the toolbar, click Instant Recovery.

Alternatively, you can right-click a file share and select Instant Recovery.

Dashboard  Reports  Jobs  Policies |[[NUICCTRICIIENN  \i.fines  Files  ltems  Requests @ TeCHsheila.d.cory v

Backup server: | All Servers -
Search by file share name Q B instantRecovery @ Restore [ Delete 4D History
File share t Backup Server Job Name Restore Points Location Path
Venterprise0s.tech.local\SME Share enterprise0s.tech.local SMB Share Backup Zpoints  Default Backup Repository C\Backup\SME Share Backup
al NFS Share Backup Zpoints  Default Backup Repository C\Backup\NFS Share Backup

enterprise05u/nfs_share
B} Instant Recovery

A Restore
B Delete

hitpsi//enterprise0d.techlocal:0443/index.aspx

B8 export
Last Success

Just now

Just now

@ Refresh
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Step 2. Select Restore Point

At the Restore Points step of the wizard, select a file share restore point from which you want to perform
instant recovery.

Instant File Share Recovery X

Restore Point Restore Point

Select the restore peint for file share to be restored to.

Access Permissions )
Share name: enterprise05:/nfs_share

Summary Backup Date Type Job Name

1/31/2023 09:36:14 pm
1/31/2023 09:34:46 pm

1/31/2023 09:24:36 pm
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Step 3. Specify Access Permissions

At the Access Permissions step, you can specify the owner account and permissions for the file share.
1. Configure access permissions for the file share. The following options are available:
o Allow to everyone
o Deny to everyone

o Allow to the following accounts or groups only

If you select this option, configure accounts and groups to which you want to grant permissions for
accessing the file share:

i. Next to the Allow to the following accounts or groups only option, click Choose.
ii. Inthe Accounts and Groups window, click Add to add an account or group.
ii. Specify a name of the account or group and click OK.

iv. Add other accounts or groups if necessary. Use the Remove button to remove an account or
group.

2. Inthe Set owner account field, specify the owner account for the file share.

Instant File Share Recovery x

) Access Permissions
Restore Point

Use the following access permissions for the file system objects without permissions assigned in the

backup.
Access Permissions

Specify access permissions to assign to objects withour a valid security descriptor, These settings will be

Summary applied to all cbjects in the share starting from the root folder.

@) aAllow to everyone

._:ﬁ' Deny to everyone

:' Allow to the following accounts or groups only Choose

Set owner account: | Administrator

Previous Mext Cancel
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Step 4. Review Recovery Settings

At the Summary step of the wizard, review the instant file share recovery settings and click Finish.
Veeam Backup & Replication will publish the recovered file share to the mount server associated with a backup
repository that stores the file share backup.

Instant File Share Recovery X

. Summa
Restore Point ry

Review the settings, and click Finish to exit the wizard a2nd start the restore process.

Access Permissions .
Share name: \\enterprize05\nfs_share

Restore point: less than a day ago (9:34 PM Tuesday 1/31/2023)
Mount servers mapping: Automatic

Owner: Administrator

Published share address: \\enterprise05\nfs_share
Permissions: Allow to everyone

Summary

Previous Finish Cancel

What You Do Next

After you have performed instant file share recovery, you have to finalize it. For more information, see Finalizing
Instant File Share Recovery.

Finalizing Instant File Share Recovery

After you have performed instant file share recovery, you have to finalize the process. You can migrate
recovered file shares to the production environment or stop publishing.

e [For NFS file shares] When you perform instant recovery of an NFS file share, the file share is published as
a read-only SMB file share that lets you instantly access all recovered files. After you finish working with
the files, you must stop publishing the recovered file share.

e [For SMB file shares] When you perform instant recovery of an SMB file share, the published file share is
available for reading and writing. After you finish working with the files, you must stop publishing the
recovered file share or migrate it to the production environment.
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Until you finalize instant recovery of all recovered file shares, a notification about running instant recovery
sessions is displayed on the Dashboard tab.

Migrating Recovered File Shares

You can migrate recovered SMB file shares to the production environment.
To migrate a recovered file share, use the Migrate to Productionwizard.
1. Launch the Migrate to Production wizard.
2. Specify file share destination.
3. Specify restore options.
4. Configure switchover.

5. Review the migration settings.
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Step 1. Launch Migrate to Production Wizard

To launch the Migrate to Production wizard, do the following:
1. Open the Instant Recovery tab and select a file share from the list.

2. On the toolbar, click Migrate to production.

Alternatively, you can right-click a file share and select Migrate to Production.

Dashboard Instant Recovery Reports Jobs. Policies Unstructured Data Machines Files Requests @ TECH\sheila.d.cory v {:%} Configuration @
Backup server: | All Servers v
Search by name Q P migrate to Production Retry W stop Publishing T Refresh
Name Platform Backup Server Host Uptime Initiated by Status Backup Name Restore Point Session Type
\lenterprise05.tec..  SMB File Share enterprise05.tech, enterprise0S.tech... 1 minute TECH\sheila.d.cory Mounted SMB Share Backup 1/31/202309:343..  Instant File Share ..
enterprise05:/nfs_... NFS File Share P Migrate to Production terprise0S.tech... 7 minutes TECH\sheila.d.cory Mounted NFS Share Backup 1/31/2023 09:34:4... Instant File Share .

B Stop Publishing

hitpsi//enterprised techlocal:9443/indexaspxd
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Step 2. Specify Destination

At the Destination step of the wizard, specify the location to which you want to restore the file share.

e Select Original location torestore data to the location where the file share resided originally. This type of
restore is only possible if the original device is connected to Veeam Backup & Replication and powered on.

e Select This server torestore data to another location:

a. From the This server drop-downlist, select a file share to which the data must be restored.

You can select any file share added to the backup inventory. If the required file share is missing in the
drop-down list, add a new file share to the backup server infrastructure. For more information on how
to add a new file share, see the Adding File Share section of the Veeam Backup & Replication User
Guide.

b. In the Pathtofile field, specify a path to the folder on the selected file share where the files must be
restored.

Migrate to Production X

Destination Destination

Specify target SME server options.

Restore Options
Restore files and folders to:

Switchowver .
() Original location

Summary iéﬁl This server:
Wenterprized5.tech.locah\SMEB Share v

Path to folder:

Wenterprise0S.tech.local\SMB Share\Recovered
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Step 3. Specify Restore Options

At the Restore Options step of the wizard, specify overwrite options in case the file with the same name already
exists in the target folder.

e Replace older files only

Select this option if you want to overwrite the existing file only if it is older than the restored file.

e Restore anyway

Select this option if you want to overwrite the existing file with the restored file in all cases.

Migrate to Production X

L Rest Opti
Destination estore Options

Specify additicnal restore cptions.

Restore Options
If a restored file already exists in the destination:

Switchover .
() Replace older files only

Summary EEJ Restore anyway (overwrites the existing file)

Previous Mext Cancel
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Step 4. Configure Switchover

At the Switchover step of the wizard, select a type of the switchover from the mounted file share to the
migrated file share.

e Automatic — select this option if you want Veeam Backup & Replication to perform the switch
automatically right after the entire file share will be restored.

e Manual —select this option if you want to perform the switch manually.

e Scheduled —select this option if you want Veeam Backup & Replication to perform the switchover at a
specified date and time.

Migrate to Production X

- Switchover
Destination

Specify file share switchover options.

Restore Options
Switchover type:

Switchowver —
() Automatic

Switchover will be performed automatically once the entire file share has been restored.
Summary

(@) Manual

Switchover can be performed manually once the entire file share has been restored.

() scheduled 131/2023 0:45 pm

Previous Mext Cancel
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Step 5. Review Migration Settings

At the Summary step of the wizard, review the migration settings and click Finish.Veeam Backup & Replication
will migrate the recovered file share to the specified location.

Migrate to Production X

o Summa
Destination ry

Please review the migration settings, and click Finish to start the migration.

Restore Options ) .
Source file share: V\enterprise05.tech.local\SMB Share

Restore point: less than a day ago (9:34 PM Tuesday 1/31/2023)
Mount host: enterpriseds.tech.local

Access path: Ywenterprise05\SMB Share

Migrate to:

Share: Vwenterprise0s.tech.local\sMB Share

Path: Wienterprise05.tech.local\SMB Share\Recovered

Restore option: Restore anyway (ovenwrites the existing file)
Switchover type: Manual

Switchaower

Summary

Previous Finish Cancel

Switching to Production File Share Manually

The following instructions apply if you have selected to switch from the mounted file share to the production
file share manually or at the scheduled time at the Switchover step of the Migrate to Production wizard.

To switch to a production file share, do the following:
1. Open the Instant Recovery tab and select a file share from the list.

2. On the toolbar, click Switchover Now.
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Alternatively, you can right-click a file share and select Switchover Now.

E@ Dashboard Instant Recovery Reports Jobs Policies Unstructured Data Machines Files Items. Requests ® TECH\sheila.d.cory r{:é} Configuration ®

Backup server: | All Servers -
Search by name Q Migrate to Productio Retry Stop Publishing & Switchover Now # Edit Switchover T Refresh

Name Platform Backup Server Host Uptime Initiated by status Backup Name Restore Point Session Type

Wenterprise05.tec... SMB File Share tarh nterprise0S.tech... 17 minutes TECH\sheila.d.cory Waiting for the sw... SMB Share Backup 1/31/2023 09:34:3... Instant File Share ..,

enterprise05:/nfs_... NFS File Share I nterpriseS.tech... 22 minutes TECH\sheila.d.cory Mounted NFS Share Backup 1/31/2023 09:34:4... Instant File Share ..

% Switchover Now

)

# Edit Switchover

httpsi//enterprise04 techlocal:9443/indexaspx

Changing Switchover Time

The following instructions apply if you have selected to switch from the mounted file share to the production
file share manually or at the scheduled time at the Switchover step of the Migrate to Production wizard.

To change the time when Veeam Backup & Replication will switch from the mounted file share to the production
file share, do the following:

1. Open the Instant Recovery tab and select the necessary file share from the list.
2. On the toolbar, click Edit Switchover.

3. At the Switchoverstep of the Edit Switchover wizard, select a type of the switchover from the mounted to
the migrated file share.

o Automatic —select this option if you want Veeam Backup & Replication to perform the switch
automatically right after the entire file share will be restored.

o Manual — select this option if you want to perform the switch manually.

o Scheduled — select this option if you want Veeam Backup & Replication to perform the switchover at
a specified date and time.
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4. At the Summary step of the Edit Switchover wizard, review the migration settings and click Finish.

E@ Dashboard Instant Recovery Reports Jobs. Policies Unstructured Data Machines Files Items Requests ® TECH\sheila.d.cory ¥ r{:é} Configuration ®
Backup server: | All Servers v
Search by name Q Migrate to Productio Retry Stop Publishing & Switchover Now # Edit Switchover T Refresh
Name Platform Backup Server Host Uptime Initiated by status Backup Name Restore Point Session Type
\\enterprise05.tec... SMB File Share enterprise0S.tech...  enterprise05.tech.... TECH\sheila.d.cory Waiting for the sw...  SMB Share Backup 1/31/2023 09:34:3... Instant File Share ...
enterprise05:/nfs_... NFS File Share enterpriseSitech...  enterprise05.tech.... TECH\sheila.d.cory Mounted NFS Share Backup 1/31/2023 09:34:4... Instant File Share ..

< Switchover Now

# Edit Switchover

Unpublishing Recovered File Shares

When you finish reviewing the recovered file shares, you can stop publishing them. This will unmount the
recovered file shares from the mount server. Note that all changes made in the recovered file shares will be lost.

To stop publishing a recovered file share, do the following:
1. Open the Unstructured Data tab and select a file share from the list.

2. On the toolbar, click Stop Publishing.

Alternatively, you can right-click a file share and select Stop Publishing.

Dashboard Instant Recovery Reports Jobs. Policies Unstructured Data Machines Files Items Requests @ TECH\sheila.d.cory v {:%} Configuration @
Backup server: | All Servers v
Search by name Q grate to Productio Retry W stop Publishing T Refresh
Name Platform Backup Server Host Uptime Initiated by Status Backup Name Restore Point Session Type
\ienterprisedStec..  SMB File Share enterpriseS.tech...  enterprise0Sfech.. 17 minutes TECH\sheila.d.cory Waiting for thesw...  5MB Share Backup 1/31/2023 09:34:3... Instant File Share ..
enterprise05:/nfs_. NFS File Share. tech nterprise0S.tech... 22 minutes TECH\sheila.d.cory Mounted NFS Share Backup 1/31/2023 09:34:4... Instant File Share ..

B Stop Publishing

hitpsi//enterprised techlocal:9443/indexaspxd
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Restoring SpecificFiles

After you locate the necessary file, you can use Veeam Backup Enterprise Manager to restore it from the backup.
You can choose to restore a file to the original location or download it to the local machine.

Restore operations are only available to authorized users according to their security settings. Users with the
Portal Administrator role can both restore files to the original location or download them to the local machine.

For users with the non-administrative roles, you can configure additional restriction settings. For example, you
can prohibit restore operators to download files to the local machine so that they will be able to restore files to
the original location only. Additionally, you can specify the types of files that can be restored by operators (this
can be helpful if you want to limit operators' access to sensitive data). For details, see Configuring Permissions
for File and Application Item Restore.

In This Section

e Restoring Files to Original Location
e Downloading Files

e Restoring Multiple Files

Restoring Files to Original Location

In this restore scenario, Veeam Backup Enterprise Manager will extract a file from the backup and restore it to
the original location in the file share or object storage. Restoring files to the original location is the most secure
recovery method, asthe user who initiates the restore operation in the Enterprise Manager Ul cannot access the
file itself.

To restore a file to the original location, do the following:

1. Locate the necessary file using browse or search possibilities of Veeam Backup Enterprise Manager. For
details, see Viewing Unstructured Data Backups and Browsing for Items in Unstructured Data Backups.

You can select multiple files in file shares. Selection of multiple object storage items is not available.

2. Click Restore and select how to restore the selected items:

o If you select Overwrite, the item from the backup will replace the original item in the data source.
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o Ifyou select Keep, the item from the backup will be restored next to the original item in the data
source. The restored item will have the _RESTORED <date>_<time> suffix in its file name.

E@ Dashboard i Jobs e Unstructured Data TS e @ TECH\sheils.d.cory v %:%} P — @
Search backups of: | winsrva8.tech local:/nfs_share (File B: X Pick from List
2/9/2021 09:00:54 am X B o Type in a file name to search for Q 4] Restore v ¥ Download 2 AddtoRestorelist 4D History
o i
<[5 winsrvas.tech.local:/nfs_share % Overwrite . -
Name Size Modified
45 2020 W) Keep
N B Draft01.docx 553.9KB 2/9/2021 02:39:54 am
8 william.fox
[ Draftoz.docx 203KB  2/9/202102:39:35 am
+ 5 2019
Y Project0t.pdf 610.2KB  11/17/2020 04:37:24 pm
4 2020 ! o :
oot Project02.pdf 214.6KB  8/26/2020 04:44:40 pm
[ Project03.paf 12MB  1/18/202112:57:02 pm
Projects

- Reports

* Tasks

hitps.//enterpriseS techlocal:9443/indexaspxd

3. If you browse items in all restore points created for the data source, and the restore points contain
multiple versions of the item, Enterprise Manager will prompt you to select the item version. Inthe Select
version window, select the restore point that contains the necessary item version and click OK.

Dashboard Reports Jobs Policies Unstructured Data Machines Requests (&) TECHSheila
Search backups of: | winsrv88.tech.local:/nfs_share (File Bi X ‘ Pick from List...
‘ All restore points 5] ‘ | Type in a file name to search for Q | Y NoFilter ‘ search 4] Restore » ¥ Download & addtoRestorelist 4D History
=& winsrv88.tech.local:/nfs_share o i
ame Select version for Draft02.docx x LA
%I 2020 R
[ oraftor.do 2/0/2021 02:39:54 am
=@ william.fox Modification Dat i s Locati
[ praftoz.do odification Date e ecation 2/9/2021 07:26:14 pm
% 2019
Projectot. 2/9/2021 07:26:14 pm 203KB  Backu 11/17/2020 04:37:24 pm
+ i 2020 0 prop P . 6:14 pi p B
L T [3 projecto2p|  2/9/2021 02:39:35 am 203KB  Backup 8/26/2020 04:44:40 pm
Project03, 1/18/2021 12:57:02 pm
[ Projects B roi P g
- Reports
-0 Tasks

“ Cancel

4. In the displayed window, click Yes.

Veeam Backup Enterprise Manager will start the restore operation and display the progress and result of the
operation in the File Restore History view.
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Downloading Files

If you choose to download a file, Veeam Backup Enterprise Manager interacts with the backup server to extract
the necessary file from the backup. The user who initiated the restore will be able to download the file to the
local machine, that is, the Enterprise Manager server.

To download a file, do the following:

1. Locate the necessary file using browse or search possibilities of Enterprise Manager. For details, see
Viewing Unstructured Data Backups and Browsing for Items in Unstructured Data Backups.

2. Click Download.

E@ Dashboard Reports Jobs Policies Unstructured Data Machines Requests @ TECH\sheila.d.cory v @ Configuration @
Search backups of: | winsrveg.tech.locali/nfs_share (File B X Pick from List...
All restore points 21 Type in a file name to search for Q o Filte Search A Restore v ¥ Download #* AddtoRestorelist ¥ History
= winsrvag.tech.local:/nfs_share N N
Name Versions Modified
4 2020
o [ oraftot.docx 1 2/9/2021 02:39:54 am
= [ william.fox
Jora [4 praftoz.docx 2 2/9/2021 07:26:14 pm
+ 2
os0 [ Projectot.pdf 1 11/17/2020 04:37:24 pm
+ 2
ot [ erojectoz.pdf 1 8/26/2020 04:44:40 pm
oroject [ Projectos.pdf 1 1/18/202112:57:02 pm
rojects

%I Reports

i Tasks
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3. If you browse items in all restore points created for the data source, and the restore points contain
multiple versions of the item, Enterprise Manager will prompt you to select the item version. Inthe Select
version window, select the restore point that contains the necessary item version and click OK.

E@ Dashboard Reports  Jobs Policies  Unstructured Data Machines SIS Requests (&) Tecshetadoory v 0% contguraton  (2)
Search backups of: | winsrveg.tech.local:/nfs_share (File B: % ‘ Pick from List...
‘ All restore points ﬁ‘ | Type in a file name to search for Q | Y No Fitter ‘ Search A1 Restore v ¥ Download =+ AddtoRestorelist 4D History
- winsrves.tech.local:/nfs_share dified
s Select version for Draft02.docx P g Modifie
+ i 2020 E—
[ Draftot.dos 2/9/2021 02:39:54 am
=8 william.fox Modification D, . s Locati
[ praftoz.dad odification Date e ocation 2/9/2021 07:26:14 pm
% 2019
e [ Projectdl.p|  2/2/2021 07:26:14 pm 203KE  Backup 11/17/2020 04:37:24 pm
& 2021 [ Projectd2.p|  2/0/2021 02:39:35 am 202KE  Backup 8/26/2020 04:44:40 pm
Project03.| 1/18/2021 12:57:02 pm
[} Projects ) B b
# I Reports
%M Tasks

“ Cancel

4. In the displayed window, click Yes.

Wait for restore session to complete and the item to be retrieved from the backup.

o

Select the item from the list.

N

On the Log tab of the File Restore History view, click the download linkin the Restored files are available
for download record of the session log.

The file is saved to the default download folder on your local machine.
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If you download a single file, it is also saved in the $ProgramData%\Veeam\Backup\WebRestore
folder. Multiple files are packed in a ZIP file named FLR <date> <time>.zip and stored in the same
folder. Veeam Backup Enterprise Manager cleans up the folder periodically. Files older than 24 hours are
automatically deleted. To change the default storage folder, contact Veeam Customer Support.

EE Dashboard Reports Jobs Policies Unstructured Data Machines Files Items Requests @ TECH\sheila.d.cory v @ Configuration @

@ File Restore History Q Refresh

Initiated by Started at + Status Ended at Total Objects Progress Target

TECH\sheila.d.cory 2/9/2021 09:45:14 pm @ Success 2/9/2021 08:45:42 pm 1 100%  Download

TECH\sheila.d.cory 2/9/2021 02:12:27 am o Success 2/9/2021 02:12:39 am 1 100% Download

Log Details

@ starting data transfer agent on server "enterprise0s.tech.local’

@ Starting FLR job for Object winsrv88.tech.local:/nfs_share

@ winsrvaa.tech.localinfs_share: Processing File restore

@ successfully restored [/william.fox/2021/Projects/Draft02.dock] to server winsrvas.tech.local:/nfs_share

@ File restore job has completed successfully

@ Updating FLR session history

@ Packing restored files

@ Restored files are available for download

Restoring Multiple Files

In addition to restoring single files from selected restore points, Veeam Backup Enterprise Manager supports
bulk restore. If you need to restore multiple files at once, you can select more than one file in the preview pane
when browsing, and then use the Restore command, or add the necessary files to the restore list and then
restore all files at once. Unlike the Restore command, using the restore list helps you to prepare for restore files
from different data sources and restore points.

To add a file to the restore list:

1. Locate the necessary file using browse or search possibilities of Veeam Backup Enterprise Manager. For
details, see Viewing Unstructured Data Backups and Browsing for Items in Unstructured Data Backups.

2. Click Add to Restore List.

3. If you browse items in all restore points created for the data source, and the restore points contain
multiple versions of the item, Enterprise Manager will prompt you to select the item version. Inthe Select
version window, select the restore point that contains the necessary item version and click OK.

NOTE

You cannot add multiple versions of the same file to the restore list using the Select version window. If you
want to restore multiple versions of a file, browse to this file in a specific restore point and add this file to

the restore list.
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When a file is added to the restore list, the Pending restore notification appears at the top of the Enterprise
Manager Ul window.

Dashboard T Jobs Policies Unstructured Data Machines Teme e @ TECHwheilad.cory v g:é} e @

%

Pending restore (3 items) X Clear
Search backups of: | winsrva8.tech.local/nfs_share (File B: X Pick from List...

All restore points [ Type in a file name to search for Q o Filte: Search A Restore v ¥ Download =* Add to Restore List 4D History

=+ winsrvgs.tech.local:/nfs_share . -
Name Versions  Modified

#2020

[ Draftot.docx 2/9/202102:3%:54 am

= [ william.fox

Drafto2.docx 2/9/2021 07:26:14 pm

[ Projectot.pdf 1117/2020 04:37:24 pm

[ Projecto2.pdf 8/26/2020 04:44:40 pm

- [ W

[ Projecto3.pdf 1/18/2021 12:57:02 pm

To restore files added to the restore list:
1. In the restore list notification, click Pending restore.

2. Inthe Pending Restore window, select check boxes next to the files that you want to restore. Use the
check box next to the header of the Name column to select all files in the list at once.

If you want to remove a file from the restore list, select the file and click Delete.
3. Click the Restore or Download link to perform the necessary restore operation for the selected files.
4. In the displayed window, click Yes.

5. [For the download operation] Wait for restore session to complete. On the Log tab of the File Restore
History view, click the download link.

The files are saved to the default download folder on your local machine.

Multiple files are also saved in a ZIP file named FLR <date> <time>.zip inthe
$ProgramData%\Veeam\Backup\WebRestore folder. Veeam Backup Enterprise Manager cleans up the
folder periodically. Files older than 24 hours are automatically deleted. To change the default storage
folder, contact Veeam Customer Support.

TIP

Veeam Backup Enterprise Manager keeps links for downloaded files in the history for one day. To
download a file that was previously restored:

1. On the Filestab, click History.
2. Inthe File Restore History view, select the necessary restore session.
3. Onthe Log tab, click the download link.
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Machine:

45 Pending restore (3 items) X clear

Pending Restore
Search backups of:

£ @ winsrvas.tech.|

Name Size  Owner Created Restore Point Machine path Restore Status
4+ 2020
: [ Draftot.docx Notavailable  Not available 2/9/2021 02:39:54 . 1 version winsnv8.tech.loc..  winsrvas.tech.oc...
= 0 william.fox
D Draft02.docx Not available 2/9/2021 07:26:14 ... 1 version winsrvag.tech.loc... winsrvag.tech.loc...
+m 2019
[ Projectos.pdf Not available 1/18/2021 12: 1 version winsrvag.tech.loc... winsrvas.tech.lac..
+ i 2020
= [ 2021
[ Projeq
+-I Repor|
41 Tasks
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Deleting Backups

You can delete the data of a file share or object storage from a backup repository. The deleted data source is not
removed from the list immediately. It will be removed from the list after the records about the datasource are
removed from the configuration database of the backup server. Once this operation completes, a notification
will appearat the top of the Enterprise Manager window.

If four-eyes authorization is enabled on the backup server, backup files will remain in the backup repository and
become orphaned.

To delete a backup, do the following:

1. Open the Unstructured Data tab.

2. Inthe list of backups, select the necessary backup and click Delete.

To locate the necessary backup, you can filter backups by backup server name or search by data source

name.

3. Inthe displayed window, click Yes.

NOTE

Dashboard Reports

Backup server: | All Servers
Search by source name Q

Data Source

Records per Page: | 15 -

hitpsi//enterpriscD3.techlocal:9443/indexaspx®

Jobs Policies

v

BE» instant Recovery

Backup Server T

Unstructured Data

A Restore

% Delete

Job Name

Machines

Files Items

D History

Restore Points

Page | 1 |of2

Requests

Location

- c

@ TECH\sheila.d.cory v

Path

Whypervo3ishared backupsrvs2.tech.local File Backup Job 1 (imported) 1point  Backup Repository 01 CBackuphFile Backup Job 1 1402 days ago
enterprise05:/nfs_share enterprise0s.tech.local NFS Share Backup 29 points Default Backup Repository C\Backup\NFS Share Backup 28 days ago
\ienterprise05.tech.local\SME Share enterprise0s.tech.local SMEB Share Backup 5 points Default Backup Repository C\Backup\SMB Share Backup 28 days ago
pdc-isilon\system:/ifs/mt-share srv2075 File Backup Job 1 (Copy) 1 Archive Volume 01 (Onsite...  ChBackups\File Backup Job 1 (Copy) 1.2 8 days ago
veeam-tw-backup-source srv2075 Object Storage Backuplo... | B Itant Recovery Repository Volume o1 Ca\Backups\Object Storage Backup Job 5 15 days ago
veeam-tw-backup-source srv2075 Object Storage Backup Jo... | Restore Repository Volume 01 C\Backups\Object Storage Backup Job (Co.. 46 minutes ago
pdc-isilon\System:/ifs/az_nfs srv2075 File Backup Job 1 B pelete Default Backup Repository C\Backup\File Backup Job 1 8 days ago
pdc-isilon\Systems/ifs 2075 File Backup Job 1 3Ipoints  Default Backup Repository CABackupi\File Backup Job 1 8 days ago
pdc-isilon\System:iok_share srv2075 File Backup Job 1 Opoints  Default Backup Repository C:\Backup\File Backup Job 1 8 days ago
pdc-isilon\System:mt-share srv2075 File Backup Job 1 Opoints  Default Backup Repository C:\Backup\File Backup Job 1 8 days ago
pdcisilon\System:/mt| share 2075 File Backup Job 1 2points  Default Backup Repository CaBackup\File Backup Job 1 8 days ago
pdc-isilon\System:az_share 2075 File Backup Job 1 Opoints  Default Backup Repository CaBackup\File Backup Job 1 8 days ago
pdc-isilon\systemaifs sv2075 File Backup Job 1 0 points Default Backup Repository CBackup\File Backup Job 1 8 days ago
pdc-isilon\systemzifs/mt-share sv2075 File Backup Job 1 2 points Default Backup Repository CBackup\File Backup Job 1 8 days ago
pdc-isilon\System:ev-share srv2075 File Backup Job 1 0points Default Backup Repository C\Backuph\File Backup Job 1 8 days ago

If several data sources are processed by the same backup job, deletion of the selected data source backup
will not affect other datasources in the job.

B8 export T Refresh

Last Success

Displaying 1-15 0f 27
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Working with Machines

Authorized users canrestore VMs included in their restore scope. Users with the Portal Administrator role have
no scope limitations. The restore scope can be customized if you have the Enterprise Plus edition of Veeam
Backup & Replication. In other editions, this list includes all machines and cannot be customized. However, you
can delegate recovery of entire machines, guest files, or selected file types. Possible delegation options are
described in the Configuring Permissions for File and Application Item Restore section.

With Veeam Backup Enterprise Manager, you can perform the following operations with machines:
e View machines and delete them from backups

e Create on-demand incremental backups (quick backups) for machines

e Restore machines and VM disks from backups

e Failover to VM replicas and VMware Cloud Director vApps

e Run failover plans for VMware vSphere and Microsoft Hyper-V VMs

NOTE

Veeam Backup Enterprise Manager does not display Nutanix AHV VMs, and recovery of Nutanix AHV VMs is
not available. However, you can browse and restore guest OS files of Nutanix AHV VMs. For more
information, see Guest OS File Restore.

In This Section

e Viewing Machines
e Deleting Machine from Backup
e Quick Backup

e VM Recovery
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Viewing Machines

On the Machines tab, you can view information about all machines engaged in performed jobs configured on
backup servers.

NOTE

Veeam Backup Enterprise Manager does not display Nutanix AHV VMs, and recovery of Nutanix AHV VMs is
not available. However, you can browse and restore guest OS files of Nutanix AHV VMs. For more
information, see Guest OS File Restore.

Entries in the list contain the following data:
e Machine name
e vApp name (for VMware Cloud Director VMs)
e Backup server that processes the machine
e Job name
e Number of restore points
e Path to backup files
e Lasttime when a restore point was successfully created

You can filter machines in the list by a backup server or search for specific machines by a machine name. To
search for a machine, enter its name or part of the name in the Search field.

NOTE

You can export displayed information to a file using the Export link on the toolbar. This file then can be
opened on the client machine using the associated application.

i@ Dashboard Reports Jobs Policies Unstructured Data Machines Files Items Requests (&) TECH\sheila.d.cory v onfiguration | (7))
Backup server: | All Servers -

Search by machine name Q B» Instant Recovery #8 Entire VM Restore RestorevApp @by Virtual Disks & Failover Plan R Delere % QuickBackup D History @ Export T Refresh
Machine vABp Backup Server Job Name Restore Points  Location Path Last Success '
tsvm01 vhppTS enterprise05tech.local Cloud Director CDP Policy 1Bpoints  veenterOl.techlocalpr.,  tsvm0l-xbds 5 hours ago
svm022 vApp-TS enterprise03.tech.local Cloud Director CDP Policy 18poinis  veenterDl.cech.localpr. TSUmO22VEN 5 hours ago
mssql02 Not available enterprise05.tech.local MSSQLO2 Backup to Default Repos. Spoints  DefaultBackup Reposic..  C:\Backup\MSSQLO2 Bacup to Default Repository 9 hours ago
win10_pro enterprise05.tech.local Templates Backup Tpoint  DefaultBackup Reposit..  C:\Backup\Templates Backup 13 hours ago
UbuntuBs Not available enterprise05.tech.local Ubuncu Replication 2poins  veenterD1.cech Jocalipr. ubuntu88 replica 19 hours ago
linux02 vApp02 enterprise03.tech.local Organization02 vApp02 Backup 12points  DefaultBackup Reposit.,  CA\Backup\Organization02 Backup 20 hours ago
linux02 vAppD2 enterprise03.tech.local Organization02 vApp02 Backup 12poines  Default Backup Reposic..  CABackup\Organization02 Backup 20 hours age
apacheds Notavailable enterprise03.tech.local Web Servers Backup 12points  DefaultBackup Reposit.,  CA\Backup\Web Servers Backup 23 hours ago
spachedt enterprise03.tech.local Web Servers Backup 12poines  Default Backup Reposic..  CABackup\Web Servers Backup 23 hours age
rhel01 Not available enterprise05tech.local RHEL Backup Spoints  DefaultBackup Reposit..  C\Backup\RHEL Backup 1 day ago
opwin0 opwin10-0cfe29aB-1fa7-.. enterprisedStechlocel BackupJob Tpoint  DefaultBackup Reposit..  C:\Backup\BackupJob 6days ago
2s2016DC Not available enterprise05tech.local AD Backup 129 points  Backup Repository 1 CBackup Repository\AD Backup 12 days ago
alsq01 enterprise03.tech.local 1S SQL Backup 4poins Backup Repository 1 CA\Backup Repository\MS SQL Backup_1 14 days ago
disql01 enterprise05tech.local dlsql01_2023-01-20 (Exported) Tpoint  Backup Repository 1 Ci\Backup Repository\disql01_2023-01-20 14 days ago
linercio1 Not available enterprise03.tech.local Oradle Linux Backup 3poins  Backup Reposicory 1 C\Backup Repository\Oracle Linux Backup 14 days ago

Records per Page: | 15 - Page| 1 |of3 | » u | C Displaying 1 - 15 of 37
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Besides the information presented in the list of machines, the Machines tab allows you to view advanced data
about each machine:

e To check areport containing a list of job runs for a specific machine, click the machine name in the
Machine column.

Note, you cannot open a report for machines processed by backup copy jobs and machines from imported
or orphaned backups.

e To open a list of machine restore points, click a link in the Restore Points column.

dbserver01: Restore Points X

B Export 0) Refresh

Restore Point + Type
2/4/2021 01:45:58 pm Increment
2/3/2021 09:11:06 pm Increment
2/3/2021 01:37:51 am Increment
2/3/2021 12:24:51 am Increment
2/3/2021 12:114:39 am Increment
27272021 10:12:01 pm Increment
2/2/2021 10:06:31 pm Full

Close
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Deleting Machine from Backup

When you delete a machine, it is not removed from the list of machines immediately. The machine will be
removed after the records about the machine are removed from the configuration databaseon the backup
server. Once this operation completes, a notification appearsat the top of the Enterprise Manager window.

Before You Begin

Before you delete a machine from a backup, consider the following considerations and limitations:

o If four-eyes authorization is enabled on the backup server, you cannot delete a machine from backup using
Enterprise Manager.

e If multiple machines are processed by the same backup job, deletion of a machine will not affect other
machines in the job.

e The delete operation is not available for replica machines, storage snapshots and machines backed up to
tape.

Deleting Machine

To delete a machine from a backup, do the following:

1. On the Machines tab, select the necessary machine backup from the list of machines.

To quickly find a machine, you can filter machines in the list by a backup server or search for specific
machines by machine name.

2. Click Delete.

3. To remove backups marked with weekly, monthly and yearly GFS flags, select the Remove GFS full
backups check box.

The check box is displayed if the machine has GFS backups.

4. Click Yes toconfirm deletion.
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Quick Backup

Quick backup is an ad-hoc incremental backup for a machine added to a backup job. To create a new incremental
restore point, Veeam Backup & Replication triggers an existing backup job that processes the selected machine.
This restore point will be added to the backup chain in the backup repository. Quick backup can be helpful if you
want to produce an additional restore point for a machine in the backup job and do not want to configure a new
job or modify the existing one. For more information on quick backup, see the Quick Backup section of the
Veeam Backup & Replication User Guide.

Before You Begin

Before you perform quick backup for a machine, consider the following considerations and limitations:

e The machine (physical or virtual) must be processed by a regular backup job or Veeam Agent backup job
managed by the backup server.

Quick backup is not available for VMware Cloud Director VMs processed with VMware Cloud Director jobs.
e A backup job processing the machine must exist on the backup server.
e A full backup file for the machine must exist in the backup repository.

e You cannot perform quick backup for multiple machines simultaneously if the machines are processed by
the same backup job.

Performing Quick Backup

To perform quick backup, do the following:
1. On the Machines tab, select the necessary machine.
2. On the toolbar, click Quick Backup.
Alternatively, you can right-click the machine and select Quick Backup.

To view the details of the quick backup operation, open the session of the backup job that processes the
selected machine.

1. On Jobs tab, select the backup job that processes the machine.

2. Click the job status link in the Status column.
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3. To view the session log, on the opened Reports tab, select the machine.

Reports Jobs Unstructured Data Machines Requests

Backup server: | All Servers -~

Search by machine name Q 8 Restore w App & Failover Plan (& Delete 2 & Virtual Disks 4D History @8 =xport @ Refresh
Machine *  vapp Backup Server Job Name Restore Paints  Location Path Last Success
apachen2 enterprise0S.tech.local Replication Job 1 Zpoints  vcenter0l.tech.localle.. apache02_replica 1 day ago
apachen?2 enterprise0S.tech.local Backup Job 1 Gpoints  Default Backup Repos... €:\Backup\Backup Job 1_3\ 12 hours ago
apachen2 enterprise0S.tech.local Backup Job 2 Zpoints  Default Backup Repos.. €:\Backup\Backup Job 2_1\ 12 hours ago
apachen2 enterprise0s.tech.local techwwilliam.fox_web.. 1 point  Backup Repository 5 C:\Backup\Repository for enterprise... 1 hour ago
dbservero1 enterprise0s.tech.local techwwilliam.fox_DE B... 1 point  Backup Repository 5 C:\Backup\Repository for enterprise... 1 hour ago
dbserver01 Not available enterprise05.tech.local Backup Jab 1 7points  Default Backup Repos..  C\Backup\Backup Job 1.3\ 12 hours ago
Wg-VCD152-win7 aa-win-ved101 enterprise04.tech.local vCD Backup Job 1 Zpoints  Default Backup Repos C:\Backup\Backup Job T\ 62 days ago
Win2019 VApPO1 enterprise0d.tech.local VCD Replication Job 1 2points  autonoe.qahvi.veea. Win2019_restored251120T1625 22 hours ago
Win2019 VApPO1 enterprise0d.tech.local organization01_Backu... 6points  Default Backup Repos..  C:\Backuphorganization01_Backup Jo.. 23 hours ago
Win2019 VAppO2 enterprise0d.tech.local organization01_Backu... 1point  Default Backup Repos.. €:\Backup\organization01_Backup Jo... 1 day ago
Win2019_restored251120T1625 VAppO1 enterprise0d.tech.local vCD Replication Job 1 1point  autonoe.qahvi.veea.. win2019_restored251120T1625 22 hours ago
win? vAppO2 enterprise0d.tech.local organization01_Backu... 1point  Default Backup Repos.. €:\Backup\organization01_Backup Jo... 1 day ago
win? vAppO1 enterprise0d.tech.local organization01_Backu... Gpoints  Default Backup Repos... €:\Backup\organization01_Backup Jo... 22 hours ago
win7 VAppO1 enterprise0d.tech.local VCD Replication Job 1 2points  autonoe.qahvi.veea.. Win2019_restored251120T1625 21 hours ago
win7 VAppO1 enterprise04.tech.local vCD Backup Job 1 4points  Default Backup Repos... €\Backup\Backup Job T\ 17 hours ago
winsrves enterprise05.tech.local Backup Job 1 2points  Default Backup Repos..  C\Backup\Backup Job 1.3\ 1 day age

Records per Page: | 25 v Page | 1 of 1 c Displaying 1- 16 of 16

386 | Veeam BackupEnterprise Manager | User Guide | 13.0.1.1071



VM Recovery

Authorized users canrecover VMs from backupsto the original location or a new location included in their
restore scope. Users with the Portal Administrator role have no scope limitations. For more information on
restore scope, see Configuring Restore Scope.

With Veeam Backup Enterprise Manager, you can perform the following types of recovery:
e |nstant Recovery
e Entire VM Restore
e Virtual Disk Restore
e VM Failover

e Failover Plans
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Instant Recovery

Authorized users caninstantly recover VMs from backups to the original location or a new location included in
their restore scope. Users with the Portal Administrator role have no scope limitations. For more information on
restore scope, see Configuring Restore Scope.

Veeam Backup Enterprise Manager supports the following scenarios of Instant Recovery:
e Instant recovery of VMware vSphere VMs to VMware vSphere
e Instant recovery of VMware Cloud Director VMs to VMware Cloud Director
e Instant recovery of Microsoft Hyper-V VMs to Microsoft Hyper-V

Using the Veeam Backup & Replication console, you caninstantly recover VMware vSphere VMs to Microsoft
Hyper-V and instantly recover Microsoft Hyper-V VMs to VMware vSphere. For more information, see the VM
Recovery section of the Veeam Backup & Replication User Guide.

IMPORTANT

Instant Recovery is availablein the Enterprise and Enterprise Plus editions of Veeam Backup & Replication.

Supported Backup Types

You can recover workloads from the following types of backups:
e Backups of VMware vSphere virtual machines created by Veeam Backup & Replication
e Backups of VMware Cloud Director virtual machines created by Veeam Backup & Replication

e Backups of Microsoft Hyper-V virtual machines created by Veeam Backup & Replication

Instant Recovery to VMware vSphere

Veeam Backup Enterprise Manager allows you to instantly recover VMware vSphere VMs to VMware vSphere.
You can recover VMs from backups to the original location or a new location included in your restore scope.
After you have performed Instant Recovery, you have to finalize it. For more information, see Finalizing Instant
Recovery to VMware vSphere.

For more information on Instant Recovery, see the Instant Recovery to VMware vSphere section of the Veeam
Backup & Replication User Guide.

Performing Instant Recovery to VMware vSphere

To instantly recover a VM, use the Instant Recovery to VMware vSphere wizard.
1. Launch the Instant Recovery wizard.

2. Select arestore point.

3. Select a recovery mode.
4. Specify destination settings for the recovered VM.
5. Specify target datastore.

6. Review the recovery settings.
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Step 1. Launch Instant Recovery Wizard

To launch the Instant Recovery to VMware vSphere wizard, do the following:
1. On the Machines tab, select the necessary VMware vSphere VM from the list.

2. On the toolbar, click Instant Recovery.

Alternatively, you can right-click the VM and select Instant Recovery.

Dashboard Reports Jobs Unstructured Data Machines Files Items Requests
Backup server: | All Servers v
Search by machine name Q By instant Recovery 48 Entire VM Restore & virtual Disks B Failover plan.. Other Actions v 4D History B export T Refresh
Machine vApp Backup Server Job Name Restore Points  Location Path Last Success 4
apache0s Not available tach ocal Web Servers Backup 14points  Default Backup Repos... C:\Backup\Web Servers Backup 2 hours ago
BE» Instant Recoyery
apachedd Not available {2 local Web Servers Backup 14 points  Default Backup Repos... C:\Backup\Web Servers Backup 2 hours ago
#8 Entire VM ReXtore
ts-vmot VApp-TS - local Cloud Director CDP P... 20points  vcenterOltechlocalp..  ts-vm01i-xbds 8 hours ago
t5-ym022 VApp-TS e local Cloud Director CDP P.. 20 points vcenter01.tech.localp... t5-vm022-VrN 8 hours ago
& Virtual Disks
winsrvas Not available local windows Backup 3 points Default Backup Repos... caBackup\windows Backup 9 hours ago
rhelo Not available B FailoverPlan Jocal RHEL Backup 3paints  Default Backup Repos... C:\Backup\RHEL Backup 10 hours ago
L e
mssqlo2 Not available ¥ Delete Jocal MSSQLO2 Backup o D... opoints  Default Backup Repos..  CABackup\MSSQLO2 Bacup to Defaul.. 12 hours ago
L2
appsrv001 Not available = Quick Backup Jocal HV Backup 3points  Default Backup Repos..  CaBackup\HV Backup 18 hours ago
ubuntuss Not available enterprise05.tech.local Ubuntu Replication 3 points veenter01 techlocahp... ubuntuss_replica 22 hours ago
linux03 vApp02 enterprise05.tech.local Organization02 vAppO... 13 points Default Backup Repos... C\Backup\Organization02 Backup 23 hours ago
linux02 VAppO2 enterprise05.tech.local Organization02 vAppO... 13points  Default Backup Repos... C:\Backup\Organization02 Backup 23 hours ago
win10_pro Not available enterprise05.tech.local Templates Backup 1point  Default Backup Repos... C:\Backup\Templates Backup 1 day ago
op-win10 op-win10-0dfe20a8-1f... enterprise05.tech.local Backup Job 1point  Default Backup Repos... C:\Backup\Backup Job 7 days ago
352016DC Not available enterprise05.tech.local AD Backup 129points  Backup Repository 1 C:\Backup Repository\AD Backup 14 days ago
disglo1 Not available enterprise05.tech.ocal MS SQL Backup 4 points Backup Repository 1 Ca\Backup Repository\Ms SQL Backu... 15 days ago
Records per Page: | 15 M Page |1 | of3 . C Displaying 1 - 15 of 38
httpsi//enterprise04 techlocal:0443/index.asp®

389 | Veeam BackupEnterprise Manager | User Guide | 13.0.1.1071



Step 2. Select Restore Point

At the Restore Points step of the wizard, select a VM restore point from which you want to perform instant
recovery.

Instant Recovery to VMware vSphere X

Restore Point Restore Point
Select the restore point to restore VM from.
Restore Mode
Wi name: apache0s
Summary Backup Date Type
2/3/2023 03:01:09 pm Increment -
2/2/2023 03:01:00 pm Increment
2/1/2023 03:01:13 pm Increment
1/31/2023 03:06:51 pm Increment
1/30/2023 03:00:40 pm Increment
1/29/2023 02:01:23 pm Increment
1/28/2023 03:00:40 pm Full
1/27/2023 03:00:49 pm Increment
1/26/2023 03:00:46 pm Increment
1/25/2023 02:00:56 pm Increment
1/24/2023 03:00:55 pm Increment
A0 NONAT A Inrramant M
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Step 3. Select Recovery Mode

At the Restore mode step, select a recovery mode for the VM and choose whether you want to recover VM tags.

1. Select a destination for recovery:

o Select Restore tothe original location torecover the VM with initial settings to the original location. If
this option is selected, you will passdirectly to the Summary step of the wizard.

IMPORTANT

If you recover a VM with initial settings, and the original VM still exists in the virtual
infrastructure, the original VM will be removed.

o Select Restore toa new location or with different settings torecover the VM to a new location, or to
any location but with different settings. If this option is selected, the Instant Recovery wizard will
include additional steps for customizing VM settings.

2. If you want to recover tagsthat were assigned to the original VM and assign them to the recovered VM,

select the Restore VM tags check box. Veeam Backup & Replication will recover the VM with original tags
if the following conditions are met:

o You recover a VM to the original location.

o The original VM tags are available on the source vCenter Server.

Instant Recovery to VMware vSphere X

Restore Point Restore Mode

Specify whether selected WM should be restored back to the original location, or to a new location or with
different settings.
Restore Mode

'Z__ji' Restore to the original location

Destination
Quickly initiate the restore of selected VM to its original location, with the original name and settings. This
option minimizes the chance of user input error.
Datastore
(@) Restore to a new location, or with different settings
summary Customize the restored VM location, and change its settings. The wizard will automatically populate all contrals

with the original VM settings as the defaults.

Restore VM tags

Previous Mext Cancel
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Step 4. Specify Destination Settings

The Destination step of the wizard is availableif you recover a VM to a new location or with different settings.

At this step of the wizard, you configure destination settings such as the recovered VM name, target host, VM
folder and so on.

1.

2.

In the Restored VM name field, specify a name under which the workload will be recovered.
In the Host field, specify a host on which the VM will run.

In the VM folder field, specify a folder to which the recovered VM files will be placed.

In the Resource pool field, specify a resource pool to which the VM will be placed.

Choose whether to preserve the BIOS UUID or generate a new BIOS UUID.

If the original workload still resides in the production environment, select the Generate new BIOS UUID
option to prevent conflicts. The BIOS UUID change is not required if the original VM no longer exists, for
example, if it was deleted.

Instant Recovery to VMware vSphere X

Restore Point

Restore Mode

Destination .
apache05_ir
Datastore Host: prgtwesx01.tech.local Choose...
WM folder: Enterprise Choose...
Summary
Resource pool: Enterprise Choose...

Destination

Choose ESXi server to run the recovered virtual machine on. You can choose to power on VM
automatically, unless you need to adjust VM settings first (such as change VM network).

Restored VM name:

() Preserve BIOS UUID

Preserving system UUID for the restored VM prevents issues with applications that match system by UUID.

(®) Generate new BIOS UUID

Generating new UUID prevents possible conflicts between the restored clone and the original machine.

Previous Cancel
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Step 5. Specify Datastore

The Datastore step of the wizard is availableif you recover a VM to a new location or with different settings.

At this step of the wizard, you can select where to store redo logs when a VM is running from the backup. Redo
logs are auxiliary files used to keep changes that take place while the recovered VM runs.

By default, redo logs are stored in vPower NFS datastore. You can store redo logs in any datastore in the virtual
environment if necessary. Redirecting redo logs improves recovery performance but makes Storage v Motion not
possible for ESXi 5.5. As soon as a recovery verification job completes, Veeam Backup & Replication deletes redo
logs. For more information on vPower NFS datastore, see the vPower NFS Service section of the

Veeam Backup & Replication User Guide.

To redirect redo logs, do the following:
1. Select the Redirect write cache check box.

2. Click Choose and select a datastore.

Instant Recovery to VMware vSphere X

. Datastore
Restore Point

By default. changed virtual disk blocks are stored in the vPower NFS cache folder on the backup
repository's mount server. If desired for performance or capacity reasons, you can redirect this write cache
Restore Mode to a different datastore.

Destination Redirect write cache

Datastore Datastore: prgtwesx01-ds02 Choose...

1.2TBfree of 7.3 7B

Summary

Previous Mext Cancel
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Step 6. Review Recovery Settings

At the Summary step of the wizard, specify additional settings for Instant Recovery:

1. If you recover a VM that have failed and want to recover them with initial network settings, select the
Connect VM to network check box.

If you recover a VM for testing disaster recovery while the original VM is still running, leave this check box
unselected. Before you power on the recovered VM, you must disconnect it from the production network
and connect to a non-production network to avoid conflicts.

2. To start the VM right after recovery, select the Power on target VM after restoring check box. If you
recover the workloads to the production network, make sure that the original VM is powered off.

3. Review the settings that you have specified for Instant Recovery and click Finish.

To view the Instant Recovery progress, on the Machines tab, click History.

Instant Recovery to VMware vSphere X

: Summa
Restore Point ry

Review the restore seftings and click Finish to start the restore process.

Restore Mode
Original machine name: apache05

Mew machine name: apache05_ir
Restore point datetime: 1 day ago (3:01 PM Thursday 2/2/2023)

Destination

Target host: prgtwesx01.tech.local

Target resource pool: Enterprise
Datastore Target VM folder: Enterprise

Write cache datastore redirection: create on datastore prgtwesx01-ds02
Summary

Connect WM to network

Power on target VM after restoring

Previous Finish Cancel

What You Do Next

After you have performed instant file share recovery, you have to finalize it. For more information, see Finalizing
Instant Recovery to VMware vSphere.

Finalizing Instant Recovery to VMware vSphere

After you have performed instant recovery, you have to finalize the process. For this, test the recovered VMs
and decide whether to migrate them to production environment or stop publishing.
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Until you finalize instant recovery of all recovered VMs, a notification about running instant recovery sessions is
displayed on the Dashboard tab.

Testing Recovered VM

To test a recovered VM before you migrate it to production, you can launch the VMware Remote Console
software from the Veeam Backup & Replication console. For more information, see the Finalizing Instant
Recovery to VMware vSphere section of the Veeam Backup & Replication User Guide.

Migrating Recovered VM

If a VM is recovered successfully, you can migrate it to the production environment.

To migrate a recovered VM to production, do the following:

1. Open the Instant Recovery tab and select the necessary VMware vSphere VM from the list.

2. On the toolbar, click Migrate to production.

&2

arch by name Q P Migrate to Production Retr W stop Publishing Switchover Noy Edit Switchove: W Refresh

ame Platform Backup Server Host Uptime Initiated by Status Backup Name Restore Point Session Type

Winsrves-ir VMware vSphere enterprise01 tech... ors tech.| 2 minutes TECH\sheila.d.cory Mounted Windows Backup -.. 2/2/2023 09:52:23... Instant VM Recove...

Dashboard Instant Recovery IS R PoliceRN linseterared Date MEdtEs s fEns Requests @ TECH\sheila.d.cory v g:é} Configuration ®

P migrate to Production

B Stop Publishing

tech.Jocal

3. At the Destination step of the VMware Cloud Director Quick Migration wizard, specify destination where
you want to migrate the VM.

a.

Click Choose nextto the Host field and select an ESXi host or cluster where the relocated VM must be
registered.

Click Choose nextto the VM folder field and select the target VM folder.

Click Choose next to the Resource pool field and select the target resource pool.

. Click Choose nextto the Datastore field and select the target datastore.

If you want to change the target datastore for the VM configuration files or disk files, do the
following:

i. Select the Pick datastore for selected virtual disks check box.

ii. Select the configuration files or one of the hard disks and click Change datastore.
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iii. In the Add objects window, choose the necessary datastore and click OK.

Quick Migration X

Destination Destination
Choose destination host, rescurce poaol, VM folder and datastore.

Ready
Host: pretwesx01.tech.local Choose...
WM folder: Enterprize Choose..
Resource pool: Enterprise Choose...
Datastore: pretwesx01-ds02 [1.2 TB free] Choose...

VM files location

Pick datastore for selected virtual disks Change datastore...
File Size Datastore Disk Type
Configuration files pretwesx01-ds02 [1.2 TE free]

Hard disk 1 (winsrv88-0000... 100 GB pretwesx01-ds02 [1.2 TB free] Thick {lazy zeroed)
Hard disk 2 (winsrv&8_1-000... 40 GB pretwesx01-ds02 [1.2 TB free] Thick (lazy zeroed)
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4. At the Ready step of the wizard, review migration settings click Finish.

Quick Migration X

Destination Ready

Please review the migration settings, and click Finish to start the migration.

Read
- [Mode] SmartSwitch

[Host] pretwesx01.tech.local

[Rescurce pool] Enterprise

[vM folder] Enterprise

[Datastore] prgtwesx01-ds02 [1.2 TB free]

Delete source WM files upon successful quick migration (does not apply to vMotion)

Previous Finish Cancel

To view the migration progress, on the Machines tab, click History.

Unpublishing Recovered VM

If your tests have failed, you can stop publishing the recovered VM. This will remove the recovered VM from the
host that you selected as the destination for recovery. Note that all changes made in the recovered VMs will be
lost.

To remove a recovered VM, do the following:

1. Open the Instant Recovery tab and select the necessary VMware vSphere VM from the list.
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2. On the toolbar, click Stop Publishing.

E@ Dashboard Instant Recovery Reports Jobs Policies Unstructured Data Machines Files Items Requests ® TECH\sheila.d.cory r{:é} Configuration ®

Backup server: | All Servers -
Search by name Q P Migrate to Production Retry W Stop Publishing Switchover No: Edit Switchove T mefresh

Name Platform Backup Server Host Uptime Initiated by status Backup Name Restore Point Session Type

WInsrvag-ir VMware vSphere 1tech, oretwesx01.tech.l... 2 minutes TECH\sheila.d.cory Mounted Windows Backup -.. 2/2/2023 09:52:23... Instant VM Recove...

D Migrate to Production

B stop Publishing

LD

httpsi//enterprise04 techlocal:9443/indexaspx

Instant Recovery to VMware Cloud Director

Veeam Backup Enterprise Manager allows you to instantly recover VMware Cloud Director VMs to a vApp in
VMware Cloud Director. You can recover VMs from backups to the original vApp or another vApp included in
your restore scope. After you have performed Instant Recovery, you have to finalize it. For more information,
see Finalizing Instant Recovery to VMware Cloud Director.

For more information on Instant Recovery, see the Performing Instant Recovery to Cloud Director vApp section
of the Veeam Backup & Replication User Guide.

Performing Instant Recovery to VMware Cloud Director

To instantly recover a VM, use the Instant Recovery to VMware Cloud Director wizard.
1. Launch the Instant Recovery to VMware Cloud Director wizard.

2. Select arestore point.

3. Select a recovery mode.
4. Specify destination settings for the recovered VM.
5. Specify target datastore.

6. Configure network mapping.

7. Review the recovery settings.
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Step 1. Launch Instant Recovery Wizard

To launch the Instant Recovery to VMware Cloud Director wizard, do the following:

On the Machines tab, select the necessary VMware Cloud Director VM from the list.

2. On the toolbar, click Instant Recovery.

Alternatively, you can right-click the VM and select Instant Recovery.

2B Dashboar Fmre [k Unstructured Data [RRIIREY
Backupserver: | All Servers -

Search by machine name Q nstant Recavery 48 Entire VM Restore & virtual Disks
Machine vApp Backup Server Job Name Restore Points
virto1-uma3 Not available enterprise0s.tach.local CDP Policy for Servers 2points
tsumo1 VApp-TS enterprise0s.tech.local Cloud Director CDP Policy 2points
t5um022 VADD-TS enterprise0s.tech.local Cloud Director CDP Policy 2 points
linux02 VAppO2 enterprise0s.tech.local Organization02 vAppO2 Backup 2 points
linux03 VAppO2 enterprise0s.tech.local Organization02 vAppO2 Backup 2 points
apache0s Not available enterprise05 tech.local Web Servers Backup 2 paints
apache0s Not available enterprise0s.tech.local Web Servers Backup 2 points
rhelo1 Not available enterprise0s.tach.local RHEL Backup 5 points
appsrvo01 Not available enterprise0s.tach.local HV Backup Job 3 points
disqlo1 Not av: enterprise0s.tech.local Ms SQL Backup 4 points
linorclot Not a enterprise0s.tech.local Oracle Linux Backup 7 points
52016DC Not av: enterprise0s.tech.local AD Backup 6 points
rhelo1 Not available enterprise0.tech.local Backup Copy Job 1\RHEL Back... 3 points
winorclol Not available enterprise0s.tech.local windows Oracle Backup 1 point
disqlot Not available enterprise05 tech.local M5 5QL Backup 3 paints

Records per Page: | 15 v Page 1 of3

Requests

& railover Plan.. =

Location

weenter01 tech.ocal\prgtwesx..
wcenter01.tech.ocal\prgtwesx..
wcenter01 techocal\pratwesx..
Default Backup Repository
Default Backup Repository
Default Backup Repository
Default Backup Repository
Default Backup Repository
Backup Repository 1

Backup Repository 1

Backup Repository 1

Backup Repository 1

Backup Repository 1

Backup Repository 1

Backup Repository 1

% Delete

Path

virto1-vmaz_cdp_replica

tsymo1-e6e3

15 YMO22XVUK

C\Backup\Organization02 Backup
C\BackuphOrganization02 Backup
C\Backup\Web Servers Backup
C:\Backup\Web Servers Backup
C\Backup\RHEL Backup

C\Backup Repository\HV Backup Job
C:\Backup Repository\Ms SQL Backup_1
C\Backup Repository\Oracle Linux Backup
C\Backup Repository\AD Backup
CiBackup Repository\Backup Copy Job 1\RHEL B...
C\Backup Repository\Oracle Backup

CABackup Repository\MS SQL Backup_1

Configuration

B8 export ¥ Refresh

Last Success 4

38 minutes ago
40 minutes ago
40 minutes ago
2 hours ago

2 hoursago

2 hours ago

2 hours ago

10 hours ago
21 hours ago
1day ago

1 day az0
1day ago

7 days ago

87 daysago

95 days ago

Displaying 1 - 15 of 32
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Step 2. Select Restore Point

At the Restore Points step of the wizard, select a VM restore point from which you want to perform instant
recovery.

Instant Recovery to VMware Cloud Director X

Restore Point Restore Point

Select the restore point to restore VM from.

Restore Mode
WM name: linux02

Summary Backup Date Type
12/28/2022 06:02:50 pm Increment
12/27/2022 06:01:47 pm Increment
12/26/2022 06:01:45 pm Increment
12/25/2022 06:02:16 pm Increment
12/24/2022 06:01:39 pm Full
12/23/2022 06:01:53 pm Increment
12/23/2022 03:31:40 pm Increment
12/23/2022 03:25:21 pm Full
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Step 3. Select Recovery Mode

At the Restore mode step, select a recovery mode for the VM and choose whether you want to recover VM tags.

1. Select a destination for recovery:

o Select Restore tothe original location torecover the VM with initial settings and to the original
location. If this option is selected, you will pass directly to the Summary step of the wizard.

IMPORTANT

If you recover a VM with initial settings, and the original VM still exists in the virtual
infrastructure, the original VM will be removed.

o Select Restore toa new location or with different settings torecover the VM to a new location, or to
any location but with different settings. If this option is selected, the Instant Recovery wizard will
include additional steps for customizing VM settings.

2. If you want to recover tagsthat were assigned to the original VM and assign them to the recovered VM,

select the Restore VM tags check box. Veeam Backup & Replication will recover the VM with original tags
if the following conditions are met:

o You recover a VM to the original location.

o The original VM tags are available on the source vCenter Server.

Instant Recovery to VMware Cloud Director X

Restore Point Restore Mode

Specify whether selected WM should be restored back to the original location, or to a new location or with
different settings.
Restore Mode

'Z__ji' Restore to the original location

Destination
Quickly initiate the restore of selected VM to its original location, with the original name and settings. This
option minimizes the chance of user input error.

Datastore

(@) Restore to a new location, or with different settings

Metwork Customize the restored WM location, and change its settings. The wizard will automatically populate all controls
with the original VM settings as the defaults.

Summary

Restore VM tags

Previous Mext Cancel
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Step 4. Specify Destination Settings

The Destination step of the wizard is availableif you recover a VM to a new location or with different settings.

At this step of the wizard, you configure destination settings such as the recovered VM name and target vApp.

1.

Restore Point

Restore Mode

vApp: vAppO1 Choose...
Destination Restored WM name:
linux04
Datastore
Metwork
Summary

In the vApp field, specify a vApp to which the VM must be recovered. By default, the original vApp is
specified.

In the Restored VM name field, specify a name under which the VM will be recovered. By default, the
original name of the VM is used. If you are restoring the VM to the same vApp where the original VM is
registered and the original VM still resides there, change the VM name to avoid conflicts.

Instant Recovery to VMware Cloud Director X

Destination

Specify vApp to restore the virtual machine to, and type in the restored VM's name.

Previous MNext Cancel
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Step 5. Specify Datastore

The Datastore step of the wizard is availableif you recover a VM to a new location or with different settings.

At this step of the wizard, you can select where to store redo logs when a VM is running from the backup. Redo

logs are auxiliary files used to keep changes that take place while the recovered VM runs.

By default, redo logs are stored in vPower NFS datastore. You can store redo logs in any datastore in the virtual
environment if necessary. For more information on vPower NFS datastore, see the vPower NFS Service section

of the Veeam Backup & Replication User Guide.
To redirect redo logs, do the following:

1. Select the Redirect write cache check box.

2. Click Choose and select a datastore. You can select only a datastore that is available in the organization

VDC hosting the vApp to which the VM is restored.

Instant Recovery to VMware Cloud Director X

: Datastore
Restare Point

By default, virtual disk changes of recovered WM are stored on vPower NFS server. You can optionally

redirect them te VMFS datastore for better performance.
Restore Mode

Redirect write cache
Destinatian

Datastore: prgtwesx01-virt-ds1 Choose...
Datastore

Metwork

Ssummary

Previous Cancel
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Step 6. Configure Network Mapping

The Network step of the wizard is availableif you restore a VM to a new location or with different settings.

At this step of the wizard, you can map a network in the original site to the network in the target site. During
the restore process, Veeam Backup & Replication will update VM configuration files to replace the original
networks with the specified networks in the target site. As a result, you will not have to re-configure network
settings manually.

To change networks to which the restored VM will be connected:
1. From the Network connections list, select the necessary network.
2. Configure VM network mapping:
o To connect the restored VM to another network, do the following:
i. Click Network.
ii. Inthe Select Network window, select a necessary network and click OK.
o To disconnect the recovered VM from the network, click Disconnect.

Instant Recovery to VMware Cloud Director X

Restore Point Network

Specify the networks to connect restored virtual machine's viNICs to.

Restore Mode
WM name: linux02

Destination .
Network connections
Datastore Metwork Disconnect
Network Source Target
summary _I:'I_E Disconnected Organization02 Network

Previous Mext Cancel
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Step 7. Review Recovery Settings

At the Summary step of the wizard, specify additional settings for Instant Recovery:

1. To startthe VM right after recovery, select the Power on target VM after restoring check box. If you
recover the workloads to the production network, make sure that the original VM is powered off.

2. Review settings that you have specified for Instant Recovery and click Finish.

To view the Instant Recovery progress, on the Machines tab, click History.

Instant Recovery to VMware Cloud Director X

. Summa
Restore Point ry

Review the restore settings and click Finish to start the restore process.

Restore Mode
W linux02

vCloud server: preclouddirectordi.tech.local

Destination vApR: vAppad1
Datastore: pretwesx0 -virt-ds1
Mew VM name: linux04

Datastore
Network

Summary

Power on VM automatically

Previous Finish Cancel

What You Do Next

After you have performed instant file share recovery, you have to finalize it. For more information, see Finalizing
Instant Recovery to VMware Cloud Director.

Finalizing Instant Recovery to VMware Cloud Director

After you have performed instant recovery, you have to finalize the process. For this, test the recovered VMs
and decide whether to migrate them to production environment or stop publishing.

Until you finalize instant recovery of all recovered VMs, a notification about running instant recovery sessions is
displayed on the Dashboard tab.
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Testing Recovered VM

To test a recovered VM before you migrate it to production, you can launch the VMware Remote Console
software from the Veeam Backup & Replication console. For more information, see the Finalizing Instant
Recovery to VMware vSphere section of the Veeam Backup & Replication User Guide.

Migrating Recovered VM

If a VM is recovered successfully, you can migrate it to the production environment.
To migrate a recovered VM to production, do the following:
1. Open the Instant Recovery tab and select the necessary VMware Cloud Director VM from the list.

2. On the toolbar, click Migrate to production.

E@ Dashboard Instant Recovery [T RN ol Dt e Dats MEdtes Fs fEns Requests @ TECHwheila.d.cory v §j§} Configuration @
Backup server: | All Servers v
Search by name Q P Migrate to Production Retr W stop Publishing Switchover Noy Edit Switchove: W Refresh
Name Platform Backup Server Host Uptime Initiated by Status Backup Name Restore Point Session Type
linux02-ir VMware Cloud Director enterprise01.tech.local prgtwesx01-virt.tech.l... 9 minutes TECH\sheila.d.cory Mounted Cloud Director Backup... 2/7/2023 03:31:06 pm Instant VM Recovery

D Migrate to Production

B Stop Publishing
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3. At the Destination step of the VMware Cloud Director Quick Migration wizard, specify a VM storage policy
and a datastore. You can choose from the storage policies and datastores that are available in the
organization VDC hosting the vApp to which the VM is recovered.

VMware Cloud Director Quick Migration x

Destination Destination
Specify target storage policy and datastore.

Ready
Storage policy: pdcdevO? datastore HDD Choose..
Datastore: pdcdew07 datastore HDD Raid10 Choose...
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4. At the Ready step of the wizard, review migration settings and click Finish.

VMware Cloud Director Quick Migration X

Destination Ready

Please review the migration settings, and click Finish to start the migration.

Read
. Storage policy: vCD pdcdev07 datastore HDD

Datastore: pdcdev07 datastore HDD Raid10

Previous Finish Cancel

To view the migration progress, on the Machines tab, click History.

Unpublishing Recovered VM

If your tests have failed, you can stop publishing the recovered VM. This will remove the recovered VM from the
host that you selected as the destination for recovery. Note that all changes made in the recovered VMs will be
lost.

To remove a recovered VM, do the following:

1. Open the Instant Recovery tab and select the necessary VMware Cloud Director VM from the list.
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2. On the toolbar, click Stop Publishing.

E@ Dashboard Instant Recovery Reports Jobs Policies Unstructured Data Machines Files Items. Requests ® TECH\sheila.d.cory r{:é} Configuration ®

Backup server: | All Servers -
Search by name Q P Migrate to Production Retry W Stop Publishing Switchover No: Edit Switchove T mefresh

Name Platform Backup Server Host uptime Initiated by status Backup Name Restore Paint session Type

linux02-ir VMware Cloud Director enterprise0t.tech.local pretwesx01-virttech.... 9 minutes TECH\sheila.d.cory Mounted Cloud Director Backup... 2/7/2023 03:31:06 pm Instant VM Recovery

D Migrate to Production

W stop jumlsmng@

httpsi//enterprise04 techlocal:9443/indexaspx

Instant Recovery to Microsoft Hyper-V

Veeam Backup Enterprise Manager allows you to instantly recover Microsoft Hyper-V VMs to Microsoft Hyper-V.
You can recover VMs from backups to the original location or a new location included in your restore scope.
After you have performed Instant Recovery, you have to finalize it. For more information, see Finalizing Instant
Recovery to Microsoft Hyper-V.

For more information on Instant Recovery, see the Instant Recovery to Microsoft Hyper-V of the Veeam Backup
& Replication User Guide.

Performing Instant Recovery to Microsoft Hyper-V

To instantly recover a VM, use the Instant Recovery to Microsoft Hyper-V wizard.
1. Launch the Instant Recovery wizard.

2. Select arestore point.

3. Select a recovery mode.
4. Specify destination settings for the recovered VM.
5. Specify a target datastore.

6. Configure network mapping.

7. Review the recovery settings.
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Step 1. Launch Instant Recovery Wizard

To launch the Instant Recovery to Microsoft Hyper-V wizard, do the following:

1. On the Machines tab, select the necessary Hyper-V VM from the list.

2. On the toolbar, click Instant Recovery.

Alternatively, you can right-click the VM and select Instant Recovery.

Dashboard

Reports

Jobs

Unstructured Data

Machines

Items

Requests

Backup server: | All Servers

Search by machine name

Machine

appsrv001
winsru8s
ubuntusg
linux03
linux02
ts-vmo1
t5-vm022
apacheoa
apacheos
mesqlo2
win10_pro
rhelot
op-win10
s2016DC

disglo?

Records per Page: | 15

Q BE» instant Recovery

VvApp

it 2vailah

BE» instant Recovery

8 Entire VM lestur'@

@ railover Plan...

W Delete
w
=

Quick Backup

hitps://enterpriseld techlocal:443/index.aspxd

Not available
Not available
Not available
Not available
0op-win10-0dfe29a8-1f...
Not available

Not available

#8 Entire VM Restore

Backup Server

enterprise01.tech.local
enterprise01 tech.local
enterprise05 tech.local
enterprise05 tech.local
enterprise05.tech.local
enterprise05.tech.local
enterprise05.tech.local
enterprise0s.tech.local
enterprise0s.tech.local
enterprise0s.tech.local
enterprise0s.tech.local
enterprise03.tech.local
enterprise03.tech.local
enterprise03.tech.local

enterprise0s.tech.local

Job Name

HV Backup

Windows Backup
Ubuntu Replication
Organization02 vAppO...
Organization02 vAPpO...
Cloud Director CDP P...
Cloud Director CDP P...
Web Servers Backup
Web Servers Backup
MSSQLO2 Backup to D...
Templates Backup
RHEL Backup

Backup Job

AD Backup

MS SQL Backup

page | 1 | of3

Restore Points.

3 points
2 points
3 points
13 points
13 points
19 points
19 points
13 points
13 points
2 points

1 point
5 paints
1 point
129 paints

4points

& Failover Plan

Location

Default Backup Repos...
Default Backup Repos...
veenter01.tech local\p...
Default Backup Repos...
Default Backup Repos..
veenter01 tech local\p...
veenter01 tech local\p...
Default Backup Repos...
Default Backup Repos...
Default Backup Repos...
Default Backup Repos...
Default Backup Repos...

Default Backup Repos...

Backup Repository 1

Backup Repository 1

Other Actions v

4D History

Path

C\Backup\HV Backup
C:\BackupWindows Backup
ubuntu8s_replica
C:\Backup\Organization02 Backup
C:\Backup\Organization02 Backup
ts-vm01-xbds

t5-vm022-VrN

CBackup\Web Servers Backup
CBackup\Web Servers Backup
C:\Backup\MSSQLO2 Bacup to Defaul...
CBackup\Templates Backup
C\Backup\RHEL Backup
Ca\Backup\Backup Job

C:\Backup Repository\AD Backup

C:\Backup Repository\MS SQL Backu...

B8 Export ® Refresh

Last Success 13

11 minutes ago
1 hour ago

4 hours ago
5 hours ago
5 hours ago
6 hours ago
6 hours ago
8 hours ago
8 hours ago
18 hours ago
22 hours ago
1 day ago

6 days ago
13 days ago

14 days ago
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Step 2. Select Restore Point

At the Restore Points step of the wizard, select a VM restore point from which you want to perform instant
recovery.

Instant Recovery to Microsoft Hyper-V X

Restore Point Restore Point

Select the restore point to restore VM from.

Recovery Mode
VM name: appsrv001

Summary Backup Date Type
2/2/2023 11:28:40 pm Increment
21272023 11:15:46 pm Increment
2/2/2023 11:07:36 pm Full

411 | VeeamBackup Enterprise Manager | User Guide | 13.0.1.1071



Step 3. Select Recovery Mode

At the Restore mode step, select a recovery mode for the VM.

e Select Restore tothe original location torecover the VM with initial settings to the original location. If this
option is selected, you will pass directly to the Summary step of the wizard.

IMPORTANT

If you recover a VM with the original settings, and the original VM still exists in the virtual
infrastructure, the original VM will be removed.

e Select Restore toa new location or with different settings torecover the VM to a new location, or to any
location but with different settings. If this option is selected, the Instant Recovery wizard will include
additional steps for customizing VM settings.

Instant Recovery to Microsoft Hyper-V X

Restare Point Recovery Mode

Specify whether selected objects should be restored back to the eriginal location, or to a new location or
with different settings.
Recovery Mode

[__) Restore to the original location

Destination
Quickly initiate the restore of selected VM to its original location, with the eriginal name and settings. This
option minimizes the chance of user input error.

Datastore

@) Restore to a new location, or with different settings

Metwork Customize the restored VM location, and change its settings. The wizard will automatically populate all
controls with the original VM settings as the defaults,

Summary

Previous Mext Cancel
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Step 4. Specify Destination Settings

The Destination step of the wizard is availableif you recover a VM to a new location or with different settings.

To configure destination settings, do the following:

—_

In the Restored VM name field, specify a name under which the workload will be recovered.
2. Inthe Host field, specify a host on which the VM will run.

3. If the specified host is a node of a Hyper-V failover cluster, you can register the recovered VM as a cluster
resource by selecting the Register VM as a cluster resource check box. If the target host is brought offline
or fails for any reason, the VM will fail over to another node in the cluster.

The check box is not displayed if the host is not a cluster node.
4. Choose whether to preserve the virtual machine ID or generate a new one.

o Select Preserve virtual machine ID if the original VM no longer exists, for example, if it was deleted. In
this case, it is not required to change the ID.

o Select Generate new virtual machine ID If the original workload still resides in the production
environment. This will prevent conflicts.

Instant Recovery to Microsoft Hyper-V X

Restore Point Destination

Select the host to recover machine to, specify the new virtual machine name, and whether you would like
unigue identifier to be preserved.
Recovery Mode

Restored VM name:

Destination
appsrv001_ir
Datastore Host: pdctwhvo2 Choose...
Register VM as a cluster resource
MNetwork
Summary

'ﬁéﬁl Preserve virtual machine 1D (recommended)
Keep ID when restoring the existing virtual machine to avoid reconfiguring applications that match VM by 1D,

| ) Generate new virtual machine ID

Use this option if you are using restore to clone the virtual machine to prevent conflicts with the existing VM.

Previous Mext Cancel
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Step 5. Specify Datastore

The Datastore step of the wizard is availableif you recover a VM to a new location or with different settings.

At this step of the wizard, you can change default paths where VM configuration files and disk files will be

stored.

To change a default path, do the following:

1. Select the configuration files or one of the disk files and click Edit Path.

Alternatively, you can double-click a file to edit its path.

2. Type in a pathto the folder where the files will be stored. You can specify an existing folder, a new folder

or an SMB3 shared folder. SMB3 shared folder path must be in the UNC format, for example:

[1772.16.71.38|ShareO1.

The host or cluster on which you register VMs must have access to the specified SMB3 shared folder. If

you are using SCVMM 2012 or later, the server hosting the Microsoft SMB3 shared folder must be
registered in SCVMM as a storage device. For more information, see Microsoft Docs.

3. Click OK to apply the changes.

Instant Recovery to Microsoft Hyper-V X

: Datastore
Restore Point

Recovery Mode )
VM name: appsrvo0T_ir

Destination ) i
Files location
Datastore p * cdit Path
Metwork File
Summary D Configuration files

= appsrv001.vhdx

Size

4 MEBE

Select the volumes where machine configuration and virtual disks files should be ultimately restored to.

Path

D:\Storage\Hyper-WViappsrv001 _ir1

Dnstorage\ B ok ¥ cancel

Previous Mext Cancel
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Step 6. Configure Network Mapping

The Network step of the wizard is availableif you restore a VM to a new location or with different settings.

At this step of the wizard, you can map a network in the original site to the network in the target site. During
the restore process, Veeam Backup & Replication will update VM configuration files to replace the original
networks with the specified networks in the target site. As a result, you will not have to re-configure network
settings manually.

To change networks to which the restored VM will be connected:
1. From the Network connections list, select the necessary network.
2. Configure VM network mapping:
o To connect the restored VM to another network, do the following:
i. Click Network.
ii. Inthe Select Network window, select a necessary network and click OK.
o To disconnect the recovered VM from the network, click Disconnect.

Instant Recovery to Microsoft Hyper-V X

Restore Point Network

Select how virtual networks map to each other between original and new VM locations.

Recovery Mode )
VM name: appsrvo0T_ir

Destination
Network connections
Datastore Metwork Disconnect
Network Source Target
summary _I:'I_E External Metwork External Network

Previous Mext Cancel
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Step 7. Review Recovery Settings

At the Summary step of the wizard, do the following:

1. To startthe VM right after recovery, select the Power on target VM after restoring check box. If you
recover the workloads to the production network, make sure that the original VM is powered off.

2. Review settings that you have specified for instant recovery and click Finish.

To view the Instant Recovery progress, on the Machines tab, click History.

Instant Recovery to Microsoft Hyper-V X

. Summa
Restore Point ry

Review the restore settings and click Finish to start the restore process.

Recovery Mede o )
Original machine name: appsrv001

New machine name: appsrvooi _ir
Restore point: less than a day ago (11:15 PM Thursday 2/2/2023)

Destination
Target host: pdctwhv01.tech.local
Target folder: D\Storage\Hyper-\iappsrvo01_ir
Datastore Metwork mapping:
External Metwork -> External Network
Network
Summary

Power on target VM after restoring

Previous Finish Cancel

What You Do Next

After you have performed instant recovery, you have to finalize it. For more information, see Finalizing Instant
Recovery to Microsoft Hyper-V.

Finalizing Instant Recovery to Microsoft Hyper-V

After you have performed instant recovery, you have to finalize the process. For this, test the recovered VMs
and decide whether to migrate them to production environment or stop publishing.

Until you finalize instant recovery of all recovered VMs, a notification about running instant recovery sessions is
displayed on the Dashboard tab.
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Testing Recovered VM

To test a recovered VM before you migrate it to production, you can launch the VM console from
Veeam Backup & Replication or open the console from the Hyper-V client. For more information, see the
Finalizing Instant Recovery to Microsoft Hyper-V section of the Veeam Backup & Replication User Guide.

Migrating Recovered VM

When Veeam Backup & Replication migrates VMs, it transfers VM disks data to the production storage that you
have selected as a destination for the recovered VMs.

NOTE

After the migration is finished, the original VM still remains if the destination differs from the original
location. If you do not need the VM, you have to manually remove it using the Hyper-V client.
To migrate a recovered VM to production, do the following:
1. Open the Instant Recovery tab and select the necessary Hyper-V VM from the list.
2. On the toolbar, click Migrate to production.

To view the migration progress, on the Machines tab, click History.

Reports Jobs. Policies Unstructured Data Machines Files Items Requests @ TECH\sheila.d.cory v

arch by name Q P Migrate to Production Retn W Stop Publishing switchover No Edit Switchove ¥ Refresh

Name Platform Backup Server Host Uptime Initiated by Status Backup Name Restore Point Session Type

appsrvooT-ir Microsoft Hyper-V enterprise0S.techlo..  pdctwhvo1.tech.local 11 minutes TECH\sheila.d.cory Mounted HV Backup Job - ap... 12/22/2022 08:21:2... Instant VM Recovery

Unpublishing Recovered VM

If you have ensured that the VM is working and you do not need it anymore, or your tests have failed, you can
stop publishing the recovered VM. This will remove the recovered VM from the storage that you selected as the
destination for recovery. Note that all changes made in the recovered VM will be lost.

IMPORTANT

If the destination is the original location, both the original and recovered VMs are removed.
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To remove a recovered VM, do the following:

1. Open the Instant Recovery tab and select the necessary Hyper-V VM from the list.

2. On the toolbar, click Stop Publishing.

Dashboard Instant Recovery Reports Jobs. Policies Unstructured Data Machines Files Items. Requests ® TECH\sheila.d.cory ¥ {g}! Configuration @
Backup server: | All Servers v
Search by name Q P Migrate to Production Ret M Stop Publishing Switchover No Edit Switchove 0) Refrash
Name Platform Backup Server Host Uptime Initiated by Status Backup Name Restore Point Session Type
appsrvO0i-ir Microsoft Hyper-V. enterprise0Stechlo..  pdctwhvOltechlocal 11 minutes TECH\sheila.d.cory Mounted HV Backup Job - ap... 12/22/2022 08:21:2..  Instant VM Recavery
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Entire VM Restore

Authorized users can restore entire VMs from backups to the original location or a new location included in their
restore scope. Users with the Portal Administrator role have no scope limitations. For more information on
restore scope, see Configuring Restore Scope.

Veeam Backup Enterprise Manager supports the following scenarios of entire VM restore:
e Restoring a VMware vSphere VM to VMware vSphere
e Restoring a VMware Cloud Director VM to VMware Cloud Director

e Restoring a Microsoft Hyper-V VM to Microsoft Hyper-V

Before You Begin

Before you perform entire VM restore, consider the following:

e Entire VM Restore is availablein the Enterprise and Enterprise Plus editions of
Veeam Backup & Replication.

e Veeam Backup Enterprise Manager does not support entire VM Restore from storage snapshots, Veeam
Agent backups and backups created with Veeam Plug-ins for Enterprise Applications.

Restoring Entire VM to VMware vSphere

Veeam Backup Enterprise Manager allows you to restore VMware vSphere VMs to VMware vSphere. You can
restore VMs from backups to the original location or a new location included in your restore scope.

For more information on entire VM restore of VMware vSphere VMs, see the Entire VM Restore section of the
Veeam Backup & Replication User Guide.

To restore an entire VM, use the Entire VM Restore wizard.
1. Launch the Entire VM Restore wizard.

2. Select a restore point.

3. Select a restore mode.
4. Specify destination settings for the recovered VM.
5. Specify a target datastore.

6. Configure network mapping.

7. Review the recovery settings.
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Step 1. Launch Entire VM Restore Wizard

To launch the Entire VM Restore wizard, do the following:
1. Open the Machines tab and select the necessary VMware vSphere VM from the list.
2. On the toolbar, click Restore.

Alternatively, you can right-click the VM and select Entire VM Restore.

E@ Dashboard Reports Jobs: Policies Unstructured Data Machines les Items Requests Configuration
Backupserver: | All Servers v
Search by machine name Q nstant Recovary A% Entire VM Restore & Virtual Disks B Failover Plan % Delete Y Quick Backup History B8 =xport 0) Refrash
Machine vApp Backup Server Job Name Restore Points  Location Path Last Success 4
apache0s Not ava enterprise0s.tech.local Web Servers Backup 7 points Default Backup Reposit... C:\Backup\Web Servers Backup 2 hours ago
apache0d Not available hilocal Web Servers Backup 7points  Default Backup Reposit... €:\Backup\Web Servers Backup 2hours ago
stant Recover
rhel0l Notava nstant Recovery  techlocal Backup Copy Job 1\RHE... 3peints  Backup Repository 1 C:\Backup Repository\Backup CopyJob... 10 hours ago
rhelot Not available A1 Entire VM Restore |y 1o ) RHEL Backup Apoints  Default Backup Reposit.. €\Backup\RHEL Backup 10 hours ago
linux03 VAppO2 " . ech.local Organization02 vAppO2 ... 7points  Default Backup Reposit... C:\Backup\Organization02 Backup 23 hours ago
» .
linux02 VAppO2 e Virtual Disks ach.local Organization02 vAPpO2 ... 7points  Default Backup Reposit.. €:\Backup\Organization02 Backup 23 hours ago
disglot Not av. & FailoverPlan... ech.local MS SQL Backup 7 points Backup Repository 1 C:\Backup Repository\Ms SQL Backup_1 1 day ago
=
Virto1-vm33 Not a» ¢ Delete ach.local CDP Policy for Servers 13points  vcenter01.tech.locanpre. virt01-vm33_cdp_replica 1day ago
ts-um022 VApP-TS. & Quick Backup ach.local Cloud Director CDP Policy 13 points veenter01.tech.local\pre. t5-UM022-XVUK 1 day ago
ts-umo1 VApP-TS. enterprise0s.tech.local Cloud Director CDP Policy 13points  vcenterO1 tech.locahpre.. ts-ym01-e6e3 1 day ago
linorclot Not av, enterprise0s.tech.local Oracle Linux Backup 6 points Backup Repository 1 C:\Backup Repository\Oracle Linux Back... 1 day ago
352016DC enterprise0s.tech.local AD Backup S points Backup Repository 1 C:\Backup Repository\AD Backup 1 day ago
appsrvo01 enterprise0s.tech.local HV Backup Job 3 points Backup Repository 1 C:\Backup Repository\HV Backup Job 3 days ago
winorclot enterprise0s.tech.local windows Oracle Backup 1point  Backup Repository 1 C:\Backup Repository\Oracle Backup 92 days ago
disqlot enterprise0s.tech.local M5 SQL Backup. 3 points Backup Repository 1 C:\Backup Repository\Ms SQL Backup_1 100 days ago
Records per Page: | 15 v page |1 |of3 -+ o C Displaying 1 - 15 of 32
htpsi//enterprise0d tech.local:0443/index.aspx
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Step 2. Select Restore Point

At the Restore Points step of the wizard, select a VM restore point for which you want to perform entire VM
restore.

Entire VM Restore x

Restore Point Restore Point

Select the restore peint to restore VM from.

Restore Mode
VM name: apache04

Summary Backup Date Type
12/28/2022 03:00:58 pm Increment
12/27/2022 03:01:09 pm Increment
12/26/2022 03:01:44 pm Increment
12/25/2022 03:01:34 pm Increment
12/24/2022 03:00:58 pm Full
12/23/2022 03:01:06 pm Increment
12/23/2022 02:20:44 pm Full
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Step 3. Select Restore Mode

At the Restore mode step, specify a destination for VM recovery and select whether you want to recover VM
tags.

When you perform entire VM restore using Veeam Backup Enterprise Manager, Veeam Backup & Replication
automatically selects a backup proxy over which VM data must be transported to the source datastore. You can
select a backup proxy manually from the Entire VM Restore wizard in the Veeam Backup & Replication console.
For more information, see the Select Restore Mode section of the Veeam Backup & Replication User Guide.

1. Select a restore mode:

o Restore to the original location — select this option to restore the VM with initial settings and to the
original location. If this option is selected, you will pass directly to the Summary step of the wizard.

During restore to the original location, Veeam Backup & Replication restores only those disks that are
included in the backup file. This means that after the restore finishes, you do not have to update
existing jobs which process the original VMs.

o Restore toanew location, or with different settings — select this option to restore the VM to a new
location, or to any location but with different settings. If this option is selected, the Entire VM Restore
wizard will include additional steps for customizing VM settings.

During restore to a new location, Veeam Backup & Replication creates new VMs. If you want to
process the restored VMs, you must edit existing jobs or create new jobs to process the restored VMs.
If you restore VMs with the same name and to the same folder as the original VMs, Veeam Backup &
Replication deletes the original VMs. In this case, you must edit existing jobs to exclude original VMs
from them.

NOTE

If you need to run an executable script for the VM before restoring it to the production environment,
you can use the Veeam Backup & Replication console to perform entire VM restore in the Staged
restore mode. For more information, see the Select Restore Mode section of the

Veeam Backup & Replication User Guide.

2. If you want to restore tags that were assigned to the original VM and assign them to the recovered VM,
select the Restore VM tags check box. Veeam Backup & Replication will restore the VM with original tags
if the following conditions are met:

o You restore a VM to the original location.
o The original VM tags are available on the source vCenter Server.

3. [For VM restore to the original location] Select the Quick rollback check box to perform incremental
restore for the VM. Veeam Backup & Replication will query Changed Block Tracking to get data blocks that
are required to revert the VM to the restore point, and will restore only these data blocks. Quick rollback
significantly reduces the restore time and has little impact on the production environment.

Enable this option if you restore a VM after a problem that occurred at the level of the VM guest OS: for
example, there has been an application error or a user has accidentally deleted a file on the VM guest OS.
Do not enable this option if the problem has occurred at the VM hardware level, storage level or due to a
power loss.

422 | Veeam BackupEnterprise Manager | User Guide | 13.0.1.1071


https://helpcenter.veeam.com/docs/vbr/userguide/full_restore_mode_vm.html?ver=13
https://helpcenter.veeam.com/docs/vbr/userguide/full_restore_mode_vm.html?ver=13

For more information on quick rollback, its requirements and limitations, see the Quick Rollback section of
the Veeam Backup & Replication User Guide.

Entire VM Restore x

Restore Point Restore Mode

Specify whether selected VM should be restored back to the original location, or to a new location or with

different settings.
Restore Mode

{ :ﬁ' Restore to the original location

Destination
Quickly initiate the restore of selected VM to its original location, with the ariginal name and settings. This
option minimizes the chance of user input error.

Datastore

(@) Restore to a new location, or with different settings

Metwork Customize the restored VM location, and change its settings. The wizard will automatically populate all contrals
with the original VM settings as the defaults.

Summary

Restore VM tags

Previous Next Cancel
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Step 4. Specify Destination Settings

The Destination step of the wizard is availableif you restore a VM to a new location or with different settings.

At this step of the wizard, you configure destination settings such as a name of the restored VM, target host, VM
folder and resource pool.

1. In the Restored VM name field, specify a name under which the workload will be restored.
2. Inthe Host field, specify a host on which the VM will run.
3. Inthe VM folder field, specify a folder to which the recovered VM files will be placed.

4. In the Resource poolfield, specify a resource pool to which the VM will be placed.

Entire VM Restore X

Restore Point Destination

By default, original destination is selected as restore destination. You can change VM name, target host,
WM folder and resource pool.
Restore Mode

Restored WM name:

Destination
apacheld_restored
Datastore Host: prgtwesx01.tech.local Choose...
Wi folder: Enterprise Choose...
Network
Resource pool: Recoverad Vs Choose...
Summary

Previous Mext Cancel
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Step 5. Specify Datastore and Disk Type

The Datastore step of the wizard is availableif you restore a VM to a new location or with different settings.

At this step of the wizard, you can specify target datastore for VM configuration files and VM disk files, as well
as change the disk type (provisioning policy) for the recovered VM. By default, Veeam Backup & Replication uses
the datastore and disk type settings of the original VM. You can place an entire VM to a particular datastore or
choose to store configuration files and disk files of the restored VM in different locations.

To specify a datastore and disk type, take the following steps:
1. To change the target datastore for VM configuration files or disk files, do the following:
a. Select the configuration files or one of the hard disks and click Datastore.
b. In the Select Datastore window, choose the necessary datastore and click OK.

2. By default, hard disks of the restored VM have the same type as disks of the original VM. To change the
disk type, do the following:

a. Select a hard disk and click Disk Type.

b. In the Restored VM Disk Type window, select a disk format and click OK. For more information about
disk formats, see the Virtual Disk Options section of the VMware vSphere documentation.

NOTE

You can only change disk format for VMs with Virtual Hardware version 7 or later.

Entire VM Restore X

. Datastore
Restore Point

By default, original datastore and disk type are selected for each VM file. You can change them by selecting

desired VI file, and clicking Datastore or Disk Type.
Restore Mode

WM name: apache0d

Destination
Files location
Datastore
Datastore... Disk Type...

MNetwork

File Datastore Disk Type
summary

Configuration files pretwesx01-ds02

Hard disk 1 pretwesx(01-ds02 Same as source

Previous MNext Cancel
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Step 6. Configure Network Mapping

The Network step of the wizard is availableif you restore a VM to a new location or with different settings.

At this step of the wizard, you can map a network in the original site to the network in the target site. During
the restore process, Veeam Backup & Replication will update VM configuration files to replace the original
networks with the specified networks in the target site. As a result, you will not have to re-configure network
settings manually.

To change networks to which the restored VM will be connected:
1. From the Network connections list, select the necessary network.
2. Configure VM network mapping:
o To connect the restored VM to another network, do the following:
i. Click Network.
ii. Inthe Select Network window, select a necessary network and click OK.
o To disconnect the recovered VM from the network, click Disconnect.

Entire VM Restore X

) Network
Restare Point

By default, restored VM will be connected to the same virtual networks as the original VM. If you are

restoring to a different location, specify how networks map between original and new locations.
Restore Mode

WM name: apache04d

Destination
Network connections
Datastore
Metwork Disconnect

Metwork

Source Target
Summary

oF VM Network VM Network

Previous Mext Cancel
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Step 7. Review Restore Settings

At the Summary step of the wizard, check restore settings and click Finish. If you want to start the restored VM
on the target host, select the Power on target VM after restoring check box.

To view the restore progress, on the Machines tab, click History.

Entire VM Restore X

: Summa
Restare Point ry

Review the restore seftings and click Finish to start the restore process.

Restore Mode . )
Original machine name: apache04

Mew machine name: apache04_restored
Restore point: 3 days ago (3:01 PM Sunday 12/25/2022)

Destination
Target host: prgtwesx01.tech.local
Target resource pool: Recovered W=
Datastore Target VM folder: Enterprise
Target datastore: prgtwesx01-ds02
Metwork mapping:
Netwark Wi MNetwork -> VM Metwork
Summary

Power on target VM after restoring

Previous Finish Cancel

Restoring Entire VM to VMware Cloud Director

Veeam Backup Enterprise Manager allows you to restore VMware Cloud Director VMs to a vApp in VMware
Cloud Director. You can restore VMs from backups to the original location or a new location included in your
restore scope.

For more information on entire VM restore of VMware Cloud Director VMs, see the Restoring VMs to Cloud
Director vApp section of the Veeam Backup & Replication User Guide.

To restore an entire VM, use the Entire VM Restore wizard.
1. Launch the Entire VM Restore wizard.

2. Select a restore point.

3. Select a restore mode.
4. Specify destination settings for the recovered VM.
5. Specify a target datastore.
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6. Configure network mapping.
7. Configure fast provisioning.

8. Review the recovery settings.
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Step 1. Launch Entire VM Restore Wizard

To launch the Entire VM Restore wizard, do the following:

1. Open the Machines tab and select the necessary VMware Cloud Director VM from the list.

2. On the toolbar, click Entire VM Restore.

Alternatively, you can right-click the VM and select Entire VM Restore.

E@ Dashboard Reports
Backup server: | All Servers
Search by machine name Q
Machine vApp
apacheos Not available
apachedd Not available
disqlot Not available
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Step 2. Select Restore Point

At the Restore Points step of the wizard, select a VM restore point for which you want to perform entire VM
restore.

Entire VM Restore x

Restore Point Restore Point

Select the restore peint to restore VM from.

Restore Mode
WM name: linux03

Summary Backup Date Type
12/28/2022 06:03:29 pm Increment
12/27/2022 06:02:19 pm Increment
12/26/2022 06:02:35 pm Increment
12/25/2022 06:02:46 pm Increment
12/24/2022 06:02:08 pm Full
12/23/2022 06:01:53 pm Increment
12/23/2022 03:31:40 pm Increment
12/23/2022 03:25:21 pm Full
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Step 3. Select Restore Mode

At the Restore mode step, specify a destination for VM recovery and select whether you want to recover VM
tags.

When you perform entire VM restore using Veeam Backup Enterprise Manager, Veeam Backup & Replication
automatically selects a backup proxy over which VM data must be transported to the source datastore. You can
select a backup proxy manually from the Entire VM Restore wizard in the Veeam Backup & Replication console.
For more information, see the Select Restore Mode section of the Veeam Backup & Replication User Guide.

1. Select a restore mode:

o Restore to the original location — select this option to restore the VM with initial settings and to the
original location. If this option is selected, you will pass directly to the Summary step of the wizard.

During restore to the original location, Veeam Backup & Replication restores only those disks that are
included in the backup file. This means that after the restore finishes, you do not have to update
existing jobs which process the original VMs.

o Restore toa new location or with different settings — select this option to restore the VM to a new
location, or to any location but with different settings. If this option is selected, the Entire VM Restore
wizard will include additional steps for customizing VM settings.

During restore to a new location, Veeam Backup & Replication creates new VMs. If you want to
process the restored VMs, you must edit existing jobs or create new jobs to process the restored VMs.
If you restore VMs with the same name and to the same folder as the original VMs, Veeam Backup &
Replication deletes the original VMs. In this case, you must edit existing jobs to exclude original VMs
from them.

2. If you want to restore tags that were assigned to the original VM and assign them to the recovered VM,
select the Restore VM tags check box. Veeam Backup & Replication will restore the VM with original tags
if the following conditions are met:

o You restore a VM to the original location.
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o The original VM tags are available on the source vCenter Server.

Entire VM Restore X

Restore Point Restore Mode

Specify whether you want to restore VM back to the original location, or to a new location or with different

settings.
Restore Mode

E:_:Z' Restore to the original location

Destination
Quickly initiate the restore of selected VM to its original location, with the ariginal name and settings. This
option minimizes the chance of user input error.
Network
(@) Restore to a new location, or with different settings
Summary Customize the restored VM location, and change its settings. The wizard will automatically populate all contrals

with the original VMM settings as the defaults.

Restore VM tags

Previous MNext Cancel
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Step 4. Specify Destination Settings

The Destination step of the wizard is availableif you restore a VM to a new location or with different settings.

At this step of the wizard, you configure destination settings such as a name of the restored VM, target host, VM

folder and resource pool.

1. Inthe vAppfield, specify a vApp to which the VM must be restored. By default, the original vApp is

specified. To change the vApp, click Choose.

2. Inthe Restored VM name field, specify a name under which the VM will be recovered. By default, the
original name of the VM is used. If you are restoring the VM to the same vApp where the original VM is

registered and the original VM still resides there, change the VM name to avoid conflicts.

Entire VM Restore X

Restore Point

Restore Mode

Destination

Metwork

Summary

Destination

Specify vApp to restore the virtual machine to, and type in the restored VIM's name.

vApp: vAppO1

Restored WM name:

Choose...

Hnuxod

Previous

Mext

Cancel
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Step 5. Configure Network Mapping

The Network step of the wizard is availableif you restore a VM to a new location or with different settings.

At this step of the wizard, you can map a network in the original site to the network in the target site. During
the restore process, Veeam Backup & Replication will update VM configuration files to replace the original
networks with the specified networks in the target site. As a result, you will not have to re-configure network

settings manually.

To change networks to which the restored VM will be connected:
1. From the Network connections list, select the necessary network.
2. Configure VM network mapping:

o To connect the restored VM to another network, do the following:

i. Click Network.
ii. Inthe Select Network window, select a necessary network and click OK.

o To disconnect the recovered VM from the network, click Disconnect.

Entire VM Restore X

) Network
Restare Point

Specify the networks to connect restored virtual machine's viNICs to.

Restore Mode
VM name: linux06

Destination
Network connections
Network Metwork Disconnect
Fast Provisioning Source Target
Datastore O# Disconnected Organization02 Network
Summary

Previous Mext Cancel
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Step 6. Configure Fast Provisioning

The Fast Provisioning step of the wizard is available if you restore a VM to a new location or with different
settings, and if fast provisioning is enabled on the target organization VDC.

At this step of the wizard, you can configure fast provisioning for the restored VM.

e To specify a fast provisioning template for the VM, select the VM in the list, click Templates, and choose a
template to which the restored VM must be linked.

e To disablefast provisioning for the VM and restore it as a regular VM, select the VM in the list and click
Disable.

Entire VM Restore X

) Fast Provisionin
Restare Point g

Specify restore settings for virtual machines that use Fast Provisioning feature.

Restore Mode
Fast Provisioning Templates

Destination B
Templates... Disable
Network
VM Name Template
Fast Provisioning D’_-'j linux03 Disablad
Datastore
summary

Previous MNext Cancel
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Step 7. Specify Storage Policy and Datastore

The Datastore step of the wizard is availableif you restore a VM to a new location or with different settings.
At this step of the wizard, you can specify a storage policy and datastore for the restored VM.
1. To change the target storage policy, do the following:
a. Select a VM and click Policy.
b. In the Select Storage Policy window, select a storage policy and click OK.
2. To change the target datastore, do the following:
c. Select a VM and click Datastore.
d. In the Select Datastore window, select a datastore and click OK.

Entire VM Restore X

: Datastore
Restore Point

Specify storage policy and datastore for restored virtual machine.

Restore Mode
VM storage settings

Destination
Policy... Datastore.
Network )
VM Name Storage Policy Datastore
Fast Provisioning 53 linuxo3 * (Any) docopsubuntunfs0?
Datastore
Summary

Previous Mext Cancel
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Step 8. Review Restore Settings

At the Summary step of the wizard, check restore settings and click Finish. If you want to start the restored VM
on the target host, select the Power on target VM after restoring check box.

To view the restore progress, on the Machines tab, click History.

Entire VM Restore X

: Summa
Restare Point ry

Review the restore seftings and click Finish to start the restore process.

Restare Mode
WM linux03

vCloud server: prgclouddirectorQi.tech.local
Destinatian VARP: VARPOT

Storage policy: * (Any)

Datastore: Auto

Network
New VM name: linux08
Fast Provisioning

Datastore

Summary

Power on VM automatically

Previous Finish Cancel

Restoring Entire VM to Microsoft Hyper-V

Veeam Backup Enterprise Manager allows you to restore Microsoft Hyper-V VMs to Microsoft Hyper-V. You can
restore VMs from backups to the original location or a new location included in your restore scope.

For more information on entire VM restore of Microsoft Hyper-V VMs, see the Entire VM Restore section of the
Veeam Backup & Replication User Guide.

To restore an entire VM, use the Entire VM Restore wizard.
1. Launch the Entire VM Restore wizard.
2. Select a restore point.
Select a recovery mode.

3
4. Specify destination settings for the recovered VM.

vl

Specify a target datastore.

6. Configure network mapping.
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7. Review the recovery settings.
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Step 1. Launch Entire VM Restore Wizard

To launch the Entire VM Restore wizard, do the following:
1. Open the Machines tab and select the necessary Microsoft Hyper-V VM from the list.
2. On the toolbar, click Restore.

Alternatively, you can right-click the VM and select Entire VM Restore.

E@ Dashboard Reports Jobs Policies Unstructured Data Machines les Items Requests Configuration
Backup server: | All Servers v
Search by machine name Q nstant Recovary A% Entire VM Restore B Failover Plan W Delete ¥ QuickBackup 4D History B8 =xport 0) Refrash
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linux02 VARRO2 enterprise05.techilocal Organization02 vARRO2 . 9points  Default Backup Reposit... C:\Backup\Organization02 Backup 29 minutes ago
apache0s Not ava enterprise05.techilocal Web Servers Backup Spoints  Default Backup Reposit... C:\Backup\Web Servers Backup 3 hours ago
apache04 Not available enterprise05.tech.local Web Servers Backup 2 points Default Backup Reposit... C:\Backup\Web Servers Backup 3 hours ago
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appsrvoo1 Not available | HV Backup Job 3 points Backup Repository 1 C:\Backup Repository\HV Backup Job 4 days ago
By instant Recovery
winorclot I windows Oracle Backup 1 paint Backup Repository 1 C:\Backup Repository\Oracle Backup 93 days ago
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& Frailover Plan..
% Delete
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Step 2. Select Restore Point

At the Restore Points step of the wizard, select a VM restore point for which you want to perform entire VM
restore.

Entire VM Restore x

Restore Point Restore Point

Select the restore peint to restore VM from.

Restore Mode
WM name: appsrvQ01

Summary Backup Date Type
12/24/2022 07:57:15 pm Full
12/22/2022 08:22:16 pm Increment
12/22/2022 04:40:01 pm Full
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Step 3. Select Restore Mode

At the Restore mode step, specify a destination for VM recovery and select whether you want to recover VM
tags.

When you perform entire VM restore using Veeam Backup Enterprise Manager, Veeam Backup & Replication
automatically selects a backup proxy over which VM data must be transported to the source datastore. You can
select a backup proxy manually from the Entire VM Restore wizard in the Veeam Backup & Replication console.
For more information, see the Select Restore Mode section of the Veeam Backup & Replication User Guide.

1. Select a restore mode:

o Restore to the original location — select this option to restore the VM with initial settings and to the
original location. If this option is selected, you will pass directly to the Summary step of the wizard.

During restore to the original location, Veeam Backup & Replication restores only those disks that are
included in the backup file. This means that after the restore finishes, you do not have to update
existing jobs which process the original VMs.

o Restore toa new location or with different settings — select this option to restore the VM to a new
location, or to any location but with different settings. If this option is selected, the Entire VM Restore
wizard will include additional steps for customizing VM settings.

During restore to a new location, Veeam Backup & Replication creates new VMs. If you want to
process the restored VMs, you must edit existing jobs or create new jobs to process the restored VMs.
If you restore VMs with the same name and to the same folder as the original VMs,

Veeam Backup & Replication deletes the original VMs. In this case, you must edit existing jobs to
exclude original VMs from them.

NOTE

If you need to run an executable script for the VM before restoring it to the production environment,
you can use the Veeam Backup & Replication console to perform entire VM restore in the Staged
restore mode. For more information, see the Select Restore Mode section of the

Veeam Backup & Replication User Guide.

2. [For VM restore to the original location] Select the Quick rollback check box to perform incremental
restore for the VM. Veeam Backup & Replication will query Changed Block Tracking to get data blocks that
are required to revert the VM to the restore point, and will restore only these data blocks. Quick rollback
significantly reduces the restore time and has little impact on the production environment.

Enable this option if you restore a VM after a problem that occurred at the level of the VM guest OS: for
example, there has been an application error or a user has accidentally deleted a file on the VM guest OS.
Do not enable this option if the problem has occurred at the VM hardware level, storage level or due to a
power loss.
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For more information on quick rollback, its requirements and limitations, see the Quick Rollback section of
the Veeam Backup & Replication User Guide.

Entire VM Restore x

Restore Point Restore Mode

Specify whether selected objects should be restored back to the original location, or to a new location or

with different settings.
Restore Mode

{ :ﬁ' Restore to the original location

Destination
Quickly initiate the restore of selected VM to its original location, with the ariginal name and settings. This
option minimizes the chance of user input error.

Datastore

(@) Restore to a new location, or with different settings

Metwork Customize the restored VM location, and change its settings. The wizard will automatically populate all contrals
with the original VM settings as the defaults.

Summary

Previous Next Cancel
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Step 4. Specify Destination Settings

The Destination step of the wizard is availableif you restore a VM to a new location or with different settings.

At this step of the wizard, you can specify a name of the restored VM and target host, register the VM as a
cluster resource, and generate a new BIOS UUID.

To configure destination settings, do the following:
1. In the Restored VM name field, specify a name under which the workload will be restored.
2. Inthe Host field, specify a target host.

3. If the specified host is a part of a Hyper-V failover cluster, you can register the restored VM as a cluster
resource. In this case, if the target host is brought offline or fails for any reason, the VM will fail over to
another node in the cluster. To do this, select the Register VM as a cluster resource check box.

4. Choose whether to preserve the BIOS UUID or generate a new BIOS UUID.

If the original VM still resides in the production environment, select the Generate new BIOS UUID option
to prevent conflicts. The BIOS UUID change is not required if the original VM no longer exists, for
example, if it was deleted.

Entire VM Restore X

Restore Point Destination

Select the host to recover machine to, specify the new virtual machine name, and whether you would like

unigue identifier to be preserved.
Restore Mode

Restored WM name:

Destination
appsrv001-restored
Datastore Host: pdctwhv02 Choose...
Register VM as a cluster resource
MNetwork
summary

() Preserve virtual machine ID (recommended)

Keep ID when restoring the existing virtual machine to avoid reconfiguring applications that match VIV by 1D.

(@) Generate new virtual machine ID

Use this option if you are using restore to clone the virtual machine to prevent conflices with the existing VM.

Previous MNext Cancel
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Step 5. Specify Datastore

The Datastore step of the wizard is availableif you restore a VM to a new location or with different settings.

At this step of the wizard, you can change default paths where VM configuration files and disk files will be
stored.

To change a default path, do the following:

1. Select the configuration files or one of the disk files and click Edit Path.

Alternatively, you can double-click a file to edit its path.

2. Type in a path to the folder where the files will be stored. You can specify an existing folder, a new folder
or an SMB3 shared folder. SMB3 shared folder path must be in the UNC format, for example:
[1772.76.11.38|ShareO].

3. Click OK.
IMPORTANT

The host or cluster on which you register VMs must have access to the specified SMB3 shared folder. If you
are using SCVMM 2012 or later, the server hosting the Microsoft SMB3 shared folder must be registered in
SCVMM as a storage device. For more information, see Microsoft Docs.

Entire VM Restore X

Datastore

Restare Point
Select the volumes where machine configuration and virtual disks files should be ultimately restored to.

Restore Mode
VM name: appsrv001-restored

Destination , .
Files location
Datastore ~* Edit Path
Metwork File Size Path
Summary |:| Cenfiguration files D:\Storage\Hyper-V

= appsrv001.vhdx 4 MB D:\Storage\Hyper-Wwappsmnv001-rest..

Previous Mext Cancel

444 | VeeamBackup Enterprise Manager | User Guide| 13.0.1.1071


https://docs.microsoft.com/en-us/previous-versions/system-center/system-center-2012-R2/jj614620(v=sc.12)

Step 6. Configure Network Mapping

The Network step of the wizard is availableif you restore a VM to a new location or with different settings.

At this step of the wizard, you can map a network in the original site to the network in the target site. During
the restore process, Veeam Backup & Replication will update VM configuration files to replace the original
networks with the specified networks in the target site. As a result, you will not have to re-configure network
settings manually.

To change networks to which the restored VM will be connected:
1. From the Network connections list, select the necessary network.
2. Configure VM network mapping:
o To connect the restored VM to another network, do the following:
i. Click Network.
ii. Inthe Select Network window, select a necessary network and click OK.
o To disconnect the recovered VM from the network, click Disconnect.

Entire VM Restore X

) Network
Restare Point

Select how virtual networks map to each other between original and new VM locations.

Restore Mode
WM name: appsrv001-restored

Destination )
Network connections
Datastore Metwork Disconnect
Network Source Target
Summar}ﬁ _EE Intel Intel

Previous Mext Cancel
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Step 7. Review Restore Settings

At the Summary step of the wizard, check restore settings and click Finish. If you want to start the restored VM
on the target host, select the Power on target VM after restoring check box.

To view the restore progress, on the Machines tab, click History.

Entire VM Restore X

: Summa
Restare Point ry

Review the restore seftings and click Finish to start the restore process.
Restore Mode
Destination
Datastore

Network

Summary

Power on target VM after restoring

Previous Finish Cancel
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Virtual Disk Restore

Virtual disk restore may be helpful if a VM disk becomes corrupted for some reason. The restored virtual disk
can be attached to the original VM to replace a corrupted drive, or connected to any other VM. For more

information on virtual disk restore, see the Virtual Disk Restore section of the Veeam Backup & Replication User
Guide.

Users with the Portal Administrator role have no scope limitations. They can restore VM disks to their original
location. Restore scope for other users is defined as described in the Configuring Restore Scope section.

Before you restore virtual disks, consider the following:

e Disk restore is availablein the Enterprise and Enterprise Plus editions of Veeam Backup & Replication.

e Disk restore is supported for backups of VMware vSphere VMs only.

e  During the virtual disk restore, Veeam Backup & Replication powers off the target VM to reconfigure its
settings and attach restored disks. It is recommended that you stop all activities on the target VM for the
restore period.

To restore a VM disk from backup, use the Virtual Disk Restore wizard.

1. Launch the Virtual Disk Restore wizard.

2. Select a restore point.

3. Specify disk mapping.

Specify secure restore settings.

SRS

Review the restore settings.
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Step 1. Launch Virtual Disk Restore Wizard

To launch the Virtual Disk Restore wizard, do the following:
1. Open the Machines tab and select the necessary VMware vSphere VM from the list.

To quickly find a machine, you can filter machines in the list by a backup server or search for a specific
machine by machine name.

2. On the toolbar, click Virtual Disks.

Alternatively, you can right-click the VM and select Virtual Disks.

Dashboard Reports Jobs Policies Unstructured Data Machines Requests Configuration
Backupserver: | All Servers - -

Search by machine name Q By Instant Recovery #% Entire VM Restore & Virtual Disks & Failover Plan... % Delete &% QuickBackup 4D History B8 Export ?) Refresh
Machine VApp Backup Server Job Name Restore Points Location Path Last Success 4
apache0s Not available enterprise0s.tech.local Web Servers Backup 14 points Default Backup Repository C\Backup\Web Servers Backup 2 hours ago -
apache04 Not puzilahl .tech.local Web Servers Backup 14 points Default Backup Repository C\Backup\Web Servers Backup 2 hours ago

Ep Instant Recovery
winspo1 Not fise05.tech.local SharePoint Backup 3 points Default Backup Repository C\Backup\SharePoint Backup 10 hours ago
Winsras Not A8 Entire UM Restore fise05.tech.local SharePoint Backup 2 points Default Backup Repository C:\BackuphSharePoint Backup 1 day ago
352016DC Not fise05.tech.local AD Backup 12 points Default Backup Repository C\Backup\AD Backup_1 1 day ago
& Virtual Disks .
Winsrves Not fise01.tech.local windows Backup 28 points Default Backup Repository CaBackup\Windows Backup 49 days ago
appsrv0a1 Not| B Fallover Plan.. fse01.tech.local HY Backup 26points  Default Backup Repository C:\Backup\HV Backup 49 days ago
rhelo1 Not| X Delete fise01.tech.local PostgresQL Backup 27points  Default Backup Repository CABackup\PostgresQL Backup 49 days ago
vAppO1 VAp| & Quick Backup fise01.tech.local organization01_vAppO1 Backup 12 points Default Backup Repository C:\Backuphorganization01_vAppO1 Backup 49 days ago
vmo2 VAppO1 1.tech.local _vAppO1 Backup 12points  Default Backup Repository CaBackuphorganization01_vAppO1 Backup 49 days ago
winorclot Not available enterprise0i.tech.local Window Oracle Backup 26points  Default Backup Repository Ca\Backup\Window Oracle Backup 49 days ago
VAppO2 VAppO2 enterprise01.tech.local Cloud Director Backup 7points  Default Backup Repository CaBackupiCloud Director Backup 54 days ago
vmo3 VAppO2 enterprise01.tech.local Cloud Director Backup 7points  Default Backup Repository CaBackupiCloud Director Backup 54 days ago
wmo2 VAppO2Z enterprise01.tech.local Cloud Director Backup 7 points Default Backup Repository C\Backup\Cloud Director Backup 54 days ago
linuxot VAppO1 enterprise01.tech.local Cloud Director Backup 7 points Default Backup Repository C\Backup\Cloud Director Backup 54 days ago
rhelo1 Not available enterprise0s.tech.local RHEL Backup - rhel01 (Orphaned) 4 points Default Backup Repository C\Backup\RHEL Backup 124 days ago
352016DC Not available enterprise0s.tech.local AD Backup - as2016DC (Orphan... 1 point Default Backup Repository C:\Backup\AD Backup 169 days ago
linuxa3 VAppOZ enterprise01.tech.local Cloud Director Backup 1 point Default Backup Repository C\Backup\Cloud Director Backup 171 days ago
linuxa2 VAppO2Z enterprise01.tech.local Cloud Director Backup 1 point Default Backup Repository Ca\Backup\Cloud Director Backup 171 days ago
VAppO1 vAppO1 enterprise01.tech.local Cloud Director Backup 1 point Default Backup Repository Ca\Backup\Cloud Director Backup 171 days ago
Records per Page: | 25 v Page | 1 of3 S c Displaying 1 - 25 of 52
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Step 2. Select Restore Point

At the Restore Point step of the wizard, select the restore point that will be used to restore the VM disk.

Virtual Disk Restore X

Restore Point Select the desired restore point
VM name: apache04d
Disk Mapping
Original host: vcenter01.tech.local
VM size: 1 MB
Secure Restore
Backup Date Type Location
Summary
7/28/2023 03:00:41 pm Increment Default Backup Repository -
7/27/2023 03:00:50 pm Increment Default Backup Repository
7/268/2023 03:00:33 pm Increment Default Backup Repository
7/25/2023 03:00:51 pm Increment Default Backup Repository
712472023 03:00:41 pm Increment Default Backup Repository
7/23/2023 03:00:44 pm Increment Default Backup Repository
712272023 03:00:32 pm Full Default Backup Repository
7/21/2023 03:00:46 pm Increment Default Backup Repository
7/20/2023 03:00:49 pm Increment Default Backup Repository
7/19/2023 03:01:02 pm Increment Default Backup Repository
7/18/2023 03:00:57 pm Increment Default Backup Repository
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Step 3. Specify Disk Mapping

At the Disk Mapping step of the wizard, specify VM disk restore settings.

1. By default, Veeam Backup Enterprise Manager restores virtual disks to the original VM. To select another
VM, click Choose nextto the Virtual machine field and select the necessary VM from the virtual
environment.

You cannot attach restored disks to a VM that has one or more snapshots.

2. Inthe Disk Mapping section, select check boxes next to the virtual disks that you want to restore.

3. By default, virtual disks are restored in the original format. To change the disk format, select the
necessary option from the Restore disks list: Same as source, Thin, Thick (lazy zeroed) or Thick (eager
zeroed). For more information about virtual disk formats, see the Virtual Disk Options section of the

VMware vSphere documentation.

Disk format change is supported only for VMs with Virtual Hardware version 7 or later.
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4. [For disk restore to the original location and with original format] Instead of restoring an entire virtual disk
from a backup file, you can instruct Enterprise Manager to recover only those data blocks that are
necessary to revert the disk to the selected restore point. To do this, select the Quick rollback check box.
Quick rollback significantly reduces the recovery time and has little impact on the production

environment.

Enable this option if you restore a VM disk after a problem that occurred at the level of the VM guest OS:
for example, there has been an application error or a user has accidentally deleted a file on the VM guest
0S. Do not enable this option if the problem has occurred at the VM hardware level, storage level or due

to a power loss.

Virtual Disk Restore X

Restore Point

Disk Mapping Virtual machine: apache0s

Disk mapping

Secure Restore

Change disk mapping
Summary

virtual disk

apache04_30.vmdk 5CS1 0:1

Restored disk type: | Thin

Virtual device node

Map virtual disks from backup to virtual device nodes on the target VM

Frevious

Choose...

Datastore

pretwesx01-ds01

5. By default, virtual disks are restored to the target machine with the original properties. To change disk

properties, take the following steps for each disk:

a. In the Disk Mapping section, select the necessary virtual disk and click the Change disk mapping link.

b. In the Virtual Disk Properties window, click Choose nextto the Datastore field and select a datastore

where the virtual disk file will be placed.

c. From the Virtual Device Node list, select a virtual device node for the restored disk on the target VM:

= |f you want to replace an existing virtual disk, select an occupied virtual device node.
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* |f you want to attach the restored disk to the VM as a new drive, select a node that is not
occupied yet.

Virtual Disk Restore

Restore Point Map virtual disks from backup to virtual device nodes on the target VM

Disk Mapping Virtual machine: apache0s Choose...
Virtual Disk Properties X

Secure Restore

Datastore: prgtwesx01-ds01 Choose...

11.2TB free of 21.3TB

([}

Summary

Virtual Device Node: SCS10:2 v

Device statistics 1-ds01

virtual device node: SCSI10:2
Disk file:

Capacity:

Disk restore result

@ virtual disk will be added to VM.

“
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Step 4. Specify Secure Restore Settings

At the Secure Restore step of the wizard, you can instruct Veeam Backup & Replication to perform secure
restore — scan virtual disk data with antivirus software before restoring the disk. For more information on secure
restore, see the Secure Restore section of the Veeam Backup & Replication User Guide.

To specify secure restore settings, do the following:
1. Select the Scan the restored disk for malware prior to performing recovery check box.
2. Select the action that Veeam Backup & Replication will take if the antivirus finds a virus threat:

o Select Proceed with recovery but do not attach infected disks to the target VM if you want to
continue the virtual disk restore. In this case, the restored disk will not be attached to the target VM.

o Select Abort disk recovery if you want to cancel the restore session.

3. Select the Scan the entire image check box if you want the antivirus to continue the machine data scan
after the first malware is found.

Virtual Disk Restore x

: Secure Restore
Restare Point

Scan the selected backup for malware, such as computer viruses or ransomware, prior to performing the
restore. This requires a compatible antivirus installed on the mount server specified for the

Disk Mapping corresponding backup repository.
Secure Restore Scan the restared disk for malware prior to performing recovery €
Summary If malware is found:

( Eﬁl Proceed with recovery but do not attach infected disks to the target ViV
i:i' Abort disk recovery

Scan the entire image @

Previous Mext Cancel
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Step 5. Review Restore Settings

At the Summary step of the wizard, review the restore settings. To start a VM immediately after the restore
process completes, select the Power on target VM after disk is restored check box. Then click Finish.

To view the progress of the virtual disk restore operation, on the Machines tab, click History.

Virtual Disk Restore X

. Summa
Restore Point ry

Please review the restore settings before continuing. The restore process will begin after you click Finish.

Disk Mapping
Restore point:

Secure Restore Original ViV name: apache04

Restore point: 1 day ago (7/27/2023 03:00:50 pm)
summary Target VM name: apache0s

Target host: pretwesx01.tech.local

Restored disks type (thin):

Source file: apache04_30.vmdk (8 GB)
Target datastore: pretwesx01-ds01
Virtual device node: SCsIoz2

Secure restore:

Scan restored disk for
malware: Enabled

If malware is found: Proceed to recovery but disable VM network adapters

Power on target VM after disk is restored

Previous Finish Cancel
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VM Failover

Failover is a process of switching from the original VM in the production site to its VM replica in the disaster
recovery site.

Failover is an intermediate step that must be finalized in the Veeam Backup & Replication console. You can
perform the following operations in the console:

e Undo failover to switch back to the source VM and discard all changes made to the replica while it was
running.

e Perform permanent failover to permanently switch from the source VM to the replica and use this replica
as the production VM.

e Perform failback to switch back to the source VM and send to the source VM all changes that took place
while the replica was running.

For more information on finalizing failover, see the Failover and Failback section of the
Veeam Backup & Replication User Guide.

You can perform the following failover operations in Enterprise Manager:
e Failover of a VM processed by a regular replication job
e Failover of a VM processed by a CDP policy
e Failover of a vApp processed by a VMware Cloud Director replication job

e Failover of a vApp processed by a VMware Cloud Director CDP policy

Users with the Portal User and Restore Operator roles can perform failover of machines included in the restore
scope. Users with the Portal Administrator role have no restore scope limitations. For more information on
restore scope, see Configuring Restore Scope.

NOTE

Failover is availablein the Enterprise and Enterprise Plus editions of Veeam Backup & Replication.

Failover to VM Replica

If a VM is processed by a regular replication job, you can fail over the VM to its replica. After the failover
operation completes, the VM replica is powered on.

Failover is anintermediate step that you must finalize in the Veeam Backup & Replication console. In the
console, you can undo failover, perform permanent failover or perform failback. For more information, see the
Replica Failover and Failback section of the Veeam Backup & Replication User Guide.

To perform failover:
1. On the Machines tab, selecta machine processed by a replication job.
Click Entire VM Restore.

In the Restore window, select a restore point of the VM.

AW

Click Restore.

5. To confirm failover, click Yes.
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To view the failover progress, on the Machines tab, click History.

Select machine restore point

Backup Date Type Job Name

2/6/2023 07:01:01 pm Snapshot Ubuntu Replication
2/4/2023 07:00:15 pm Snapshot Ubuntu Replication
2/2/2023 07:00:20 pm Snapshot Ubuntu Replication
2/1/2023 07:01:21 pm Snapshot Ubuntu Replication
2/1/2023 04:50:19 pm Snapshot Ubuntu Replication

Restore Cancel

Failover to CDP Replica

If a VM is processed by a CDP policy, you can fail over the VM to its replica. After the failover operation
completes, the VM replica is powered on.

Failover is an intermediate step that you must finalize in the Veeam Backup & Replication console. In the

console, you can undo failover, perform permanent failover or perform failback. For more information, see the

Replica Failover and Failback section of the Veeam Backup & Replication User Guide.
To perform failover:
1. On the Machines tab, selecta machine processed by a CDP policy.

2. Click Entire VM Restore.

3. Inthe Restore window, select the restore point you need. You can fail over to the latest available crash-

consistent state, to the latest application-consistent state or to a specific point in time.

TIP
e To quickly find a long-term restore point, use the calendar.

e To zoom in or zoom out the time line, use the Plus and Minus buttons or switch between the

Hour and Day views.

4. Click Failover.
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To view the failover progress, on the Machines tab, click History.

Restore Points X
Specify a point in time to restore the VM to:
( :‘ Restore 1o the latest available state (crash-consistent)
( :‘ Restore to the latest application-consistent state
iii Restore to a peint in time:
- i a/4/2023 @ Q @ Hour [ Day
li_’cﬁm 12:00 pm 12:30 pm 01:00 pm 01:30 pm 02:00 pm 02:30 pm 02:00 pm 0230 pm 04:00 pm 04:30 pm 05:00 pm

04:54:00 pm
4

No restore peints available (keep scrolling) @ YO journal is available ® Crash-consistent restore point ® Application-consistent restore point © 170 journal is available only for some VMs in a vApp

Failover Cancel

Failover to Cloud Director Replica

If a VM is processed by a VMware Cloud Director replication job, you can perform failover of the vApp that
contains the VM.

Failover is anintermediate step that you must finalize in the Veeam Backup & Replication console. In the
console, you can undo failover, perform permanent failover or perform failback. For more information, see the
Replica Failover and Failback section of the Veeam Backup & Replication User Guide.

To perform failover, take the following steps:
1. On the Machines tab, selecta machine processed by a Cloud Director replication job.
2. Click Failover Now.
3. Inthe Restore window, select a restore point of the vApp.
4. Click Restore.

5. To confirm failover, click Yes.
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To view the failover progress, on the Machines tab, click History.

Select a vApp restore point

Backup Date Type Job Name
2/6/2023 07:01:01 pm Snapshot vCD Replication Job 1
2/4/2023 07:00:15 pm Snapshot vCD Replication Job 1

Restore Cancel

Failover to Cloud Director CDP Replica

If a VM is processed by a VMware Cloud Director CDP policy, you can perform failover of the vApp that contains
the VM.

Failover is an intermediate step that you must finalize in the Veeam Backup & Replication console. In the
console, you can undo failover, perform permanent failover or perform failback. For more information, see the
Replica Failover and Failback section of the Veeam Backup & Replication User Guide.

To perform failover, do the following:
1. On the Machines tab, selecta machine processed by a Cloud Director CDP policy.

2. Click Restore vApp.

3. Inthe Restore Points window, select the restore point you need. You can fail over to the latest available
crash-consistent state, to the latest application-consistent state, or to a specific point in time.

Application consistency is defined for the whole vApp. A vApp restore point is application-consistent if all
VMs have application-consistent restore points. A vApp restore point is mixed if some VMs have crush-
consistent restore points.

TIP
e To quickly find a long-term restore point, use the calendar.

e To zoom in or zoom out the time line, use the Plus and Minus buttons or switch between the
Hour and Day views.
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4. Click Failover.

To view the failover progress, on the Machines tab, click History.

Restore Points X

Specify a point in time to restore the vApp to:

( : ) Restore to the lztest available state (crash-consistent)

(@) Restore to a pointin time:

« = 12272022

@ @ Hour [ pay
am 11:00 am 11:05am 11:10 am 11:15am 11 11:25am 11:30 am 11:35am 11:40 am 11:45am 11:

th
&
o
3

i

Ivi}

1
No restore points available (keep scrolling) ® I/0 journal is available # Crash-consistent restore point @ Application-consistent restore point © I/0 journal is available only for some VMs in a vApp

Failover Cancel
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Failover Plans

This feature is not available for physical machine backups. If your infrastructure comprises machines running
interdependent applications (for example, Exchange Server and domain controller), it is reasonable to failover
them one by one, as a group. To do this automatically, you can preparea failover plan using Veeam Backup &
Replication console.

In Veeam Backup Enterprise Manager, you can run failover plans created in Veeam Backup & Replication console
for VMware vSphere and Microsoft Hyper-V VMs.

Failover plan sets the following:

e The orderin which the machines should be processed: for example, AD domain services server first,
Exchange server after it.

e The delaytime needed to start each machine. The delay time helps to ensure that certain machines (AD
domain services server in our example) are already running at the time the dependent machines start.

The failover process is performed in the following way (either ad-hoc or on schedule):

1. For each machine included in the plan, Veeam Backup & Replication detects its replica (the machines
whose replicas are already in Failover or Failback state are skipped from processing).

2. The replica machines are started sequentially, in the order they appearin the failover plan, within the set
time intervals.

Consider that failover is a temporary intermediate step that needs to be finalized. The finalizing options for a
group failover are similar to a reqular failover: undoing failover, permanent failover or failback. To learn more
about failover planning and recommended course of action, refer to Veeam Backup & Replication User Guide.

Veeam Backup Enterprise Manager allows you to carry out a failover following the existing plan, and also to
undo planned failover.

NOTE

For failover plan creation, as well asfor permanent failover or failback, use the Veeam Backup &
Replication console.

Running Failover Plans

To run a failover plan:

1. Log in to Enterprise Manager using an administrative account or user account whose restore scope
contains the machines from the failover plan.

2. Go to the Machines tab and click Failover Plan.

3. Inthe Failover Plan window, select the necessary plan from the list, then specify the starting option you
need.

The following options are available for a failover plan:

o Startnow —use this option if you need to fail over to the replicas' latest restore point.

o Starttomostrecent replica prior to — use this option if you need to fail over to a certain restore point.
For example, you may want your application server to failover to a state prior to the upgrade. In this
case, for each machine participating in failover, Veeam will find the closest restore point (prior to the
specified date and time) and fail over to it.
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o Undo —use this option to switch the workload back to source machines discarding the changes that
were made to the replicas during failover.

4. Click OK and wait for the process to complete.

To view the failover progress, on the Machines tab, click History.

| ‘Webserver Failover

(O startnow

(®) startto most recent replica prior to:

| 02/08/21 i) | ‘ 12:00 am| ~ ‘

O undo

461 | VeeamBackup Enterprise Manager | User Guide | 13.0.11071



Guest OS File Restore

Veeam Backup Enterprise Manager allows you to browse the guest OS file system in a machine backup, search
for guest OS files and restore the necessary files. You can locate and restore files from the machine restore point
created with or without guest OS file indexing.

Before you start recovering your files, consider the following:

Browsing and restoring processes involve appropriate backup job setup, as well as file system mounting
and data transfer operations. For details, see Preparing for File Browsing and Searching.

Veeam Backup Enterprise Manager lets you browse and recover guest OS files from backups of Proxmox
VE, Nutanix AHV and oVirt KVM (Oracle Linux Virtualization Manager and Red Hat Virtualization)
machines. The following operations are supported:

o For Proxmox VE and oVirt KVM, you can browse files and download them to the local machine.

o For Nutanix AHV VMs, you can browse files, download them to the local machine, and restore them to
the original location.

To browse and restore guest OS files and application items from a physical machine backup stored in a
Veeam backup repository, you need a certain Veeam Agent deployed on the machine and integrated with
Veeam Backup & Replication. For more information, see Veeam Agents Support.

Enterprise Manager does not support 1-Click restore, 1-Click guest OS file restore, or application item-
level restore for Microsoft Exchange mailbox items or Microsoft SQL Server databasesif it is performed
from any storage snapshot.

How File Restore Works

When you restore files from the restore point created with guest OS file indexing enabled,
Veeam Backup & Replication uses the following workflow:

1.

To provide for browsing and search, Veeam Backup E nterprise Manager uses index data to represent the
file system of the machine guest OS.

If you then select to download the necessary files, Veeam Backup & Replication will mount machine disks

(from the restore point) on the backup server and copy these files from the backup server to the
destination location.

If you select to restore files to the original location, anadditional mount point will be created on the
mount server associated with the backup repository storing the backup file. During restore, machine data
will flow from the repository to the target, keeping the machine traffic in one site and reducing load on
the network.

After you download or restore the necessary files, and finish the restore session, the machine disks will be
unmounted.

When you restore files from the restore point that was created without machine guest OS file indexing,
Veeam Backup & Replication uses the following workflow:

1.

To provide for browsing, disks of the machine from the backup file are mounted to the backup server. If
you then select to download the necessary files, Veeam Backup & Replication will copy these files from
the backup server to the destination location, using this mount point.

If you select to restore files from the backup to the original location on the production machine, an
additional mount point will be created on the mount server associated with the backup repository storing
the backup file.
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3. If you restore files from replica, a single mount point for all these operations (browsing, download, restore
to original location) will be created on the backup server.

4. After you download and restore the necessary files and finish the restore session, machine disks will be
unmounted.

In This Section

e Preparing for File Browsing and Searching

e Browsing Machine Backups for Guest OS Files

e Searching for Guest OS Files in Machine Backups
e Performing 1-Click File Restore

e Restoring Files to Another Location

e Using Self-Service File Restore Portal to Restore Machine Guest Files
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Veeam Backup Catalog

Veeam Backup Catalog is a feature that stands for VM guest OS file indexing. Veeam Backup Catalog comprises
Veeam Guest Catalog services that run on a backup server and Enterprise Manager server.

e Veeam Guest Catalog service on backup server works as a local catalog service. It collects index data for
backup jobs on this specific backup server and stores data locally in the Veeam Backup Catalog folder.

e Veeam Guest Catalog service on the Enterprise Manager server works as a federal catalog service. It
communicates with Veeam Guest Catalog services on backup servers connected to Enterprise Manager and
performs the following tasks:

o Replicates index data from Veeam backup servers to create a federal catalog
o Maintains index data retention
o Lets you search backups for guest OS files

NOTE

If Veeam Backup & Replication and Veeam Backup Enterprise Manager are installed on the same machine,
Veeam Backup Catalog works as a federal catalog service. This makes it impossible to replicate index data
from this catalog to another Enterprise Manager. If you want to connect the backup server to another
Enterprise Manager, uninstall Enterprise Manager from the current machine first.
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Veeam Backup Search Capabilities

Veeam Backup Enterprise Manager allows you to browse the guest OS file system in a machine backup, search
for guest OS files and restore necessary files. These operations are also supported for the backups of physical
machines created by Veeam Agents (Server edition is needed). For more information on Veeam Agents, see
Veeam Agents Support.

NOTE

While browsing and search possibilities are available to all Veeam Backup Enterprise Manager users, file
restore operations can be performed by authorized users only.

Guest OS Files Indexing

By default, Veeam uses its proprietary file indexing mechanism to index machine guest OS files and facilitate
search for files in backups with Veeam Backup Enterprise Manager. For more information on how to enable
guest OS file system indexing in the backup job settings, see the Application-Aware Processing section of the
Veeam Backup & Replication User Guide.

1. When a backup job with guest OS files indexing enabled is run, Veeam Backup & Replication creates a
catalog (or index) of the machine guest OS files and stores index files on the Veeam backup server.

2. After that, the Veeam Guest Catalog Service performs index replication — it aggregatesindex data for all
machine image backups from managed backup servers. This consolidated index is stored on the Veeam
Backup Enterprise Manager server in the C: \VBRCatalog\Index\ folder and is used for search queries.

3. Then you can browse or search through machine guest OS files using the search criteria you need. Once
you find a necessary file, you can use the File-Level Restore feature to recover the file from the machine
backup. For more information, see How Indexing Works.

Importing Indexed Guest OS Files

When you move machine backups to an external storage device or tape, indexing data for such machines
remains in the catalog. It means that these machines still appearin search results. You can use the Import
feature to import the backup to the Veeam Backup & Replication backup server, and then recover the file.

By default, backup repository is the primary destination for the search. This means, in particular, that if a backup
(with indexed guest) is stored both in the repository and tape, Enterprise Manager search results will only
include files from the backup stored on the repository. Files from tape-archived backup will appearin search
results only if not found on the repository. For more information, see Configuring Retention Settings for Index
and History.

NOTE

This capability is supported in the Enterprise and Enterprise Plus editions of Veeam Backup & Replication.

Searching for Physical Server Guest OS Files

If your Veeam Backup & Replication server is integrated with a Veeam Agent, you can set up the integrated
Veeam Agent to create an index (catalog) of files and folders on the physical machine. This allows you to search
for backed-up files and perform 1-Click file restore in Veeam Backup Enterprise Manager; all operations are
similar to those performed for virtual machine backup.

For more information, see the following sections:

e Guest File Browsing and 1-Click Restore section of this guide
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e Guest Processing section of the Veeam Agent for Windows User Guide
e File System Indexing section of the Veeam Agent for Linux User Guide
e File System Indexing section of the Veeam Agent for Oracle Solaris User Guide

e File System Indexing section of the Veeam Agent for IBM AlX User Guide
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File-Level Restore Capabilities

When you restore files from the restore point created for a virtual or physical machine with guest OS file
indexing enabled, Veeam uses the following workflow:

1.
2.

To provide for browsing and search, Veeam uses index data to represent the file system of the guest OS.

If you then select to download the necessary files, Veeam Backup & Replication will mount virtual or
physical machine disks (from the restore point in repository) on the Veeam backup server and then copy
these files from the backup server to the target location.

If you select to restore files to the original location, anadditional mount point will be created on the
mount server associated with the backup repository storing the backup file. During restore, machine data
will flow from repository to target, keeping the machine traffic in one site and reducing load on the
network.

After you download or restore the necessary files, and finish the restore session, the machine (or server)
disks will be unmounted.

When you restore files from the restore point that was created without guest OS file indexing,
Veeam Backup & Replication uses the following workflow:

1.

To provide for browsing, disks of the virtual machine or physical server from the backup file are mounted
to the backup server.

If you then select to download the necessary files, Veeam Backup & Replication will copy these files from
the backup server to the destination location, using this mount point.

If you select to restore files from the backup to the original location on the production machine, an
additional mount point will be created on the mount server associated with the backup repository storing
the backup file.

If you restore machine files from a VM replica, a single mount point for all these operations (browsing,
download, restore to original location) will be created on the backup server.

After you download or restore the necessary files, and finish the restore session, the machine (or server)
disks will be unmounted.
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How Indexing Works

When you run a backup job with the file indexing option enabled, Veeam Backup & Replication indexes the
machine file system, collects indexing data and writes it to the Guest/ndexData.zip file. The GuestindexData.zip
file is first stored in a temporary folder on the backup server.

As soon as the backup job completes, Veeam Backup & Replication notifies the local Veeam Backup Catalog
service. The service saves indexing data in the Veeam Backup Catalog folder on the backup server. During the
next catalog replication session started on Veeam Backup Enterprise Manager, indexing data from the backup
server is replicated to the Veeam Backup Catalog on Veeam Backup Enterprise Manager server. By federating
indexing data from all connected backup servers, the Veeam Backup Catalog service on Veeam Backup
Enterprise Manager creates a global catalog for the whole backup infrastructure.

Veeam Backup & Replication supports file-level restore not only for machines included in guest catalog but also
for the machines that are not indexed. Indexing may be disabled at the time of restore point creation, or
indexing operation may fail. In this case, the restore point of a Windows machine is mounted to the backup
server that manages the job, and the restore point of a non-Windows machine is mounted to a helper host or
helper appliance.

Then a user will be able to locate the necessary files and folders and perform restore operation. For more
information, see Guest OS File Restore.
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Indexing Data

Veeam Backup & Replication stores indexing data in the Veeam Backup Catalog folder. By default, the Veeam
Backup Catalog is located in the c:\VBRCatalog folder on the Veeam backup server and on Veeam Backup
Enterprise Manager.

Veeam Backup Catalog comprises the following data:
e Machine index

e Session index

Machine Index

Machine index reproduces the structure of files and folders on the machine guest OS.
Veeam Backup & Replication uses the file index to search for guest OS files within machine backups.

For every machine whose file system has beenindexed, there is a dedicated folder that contains indexing data
for all restore points available for the machine.

I = | filesn03 - o X
Home Share View v o
“ v 4 » ThisPC » Local Disk (C:) » VBRCatalog » Index » Machines » filesn3 v O Search filesrv03 »
~
MName Date modified Type Size
» 3 Quick access
2021_0204.2147.cba38c27b665471385d2209d42c1413b File folder
> O This PC 2021_0207.0502.84dfee6723134d19a01ed0925ca53671 File folder
5 I? Netwark 2021_0208.0302.7cf214520364422a84127a85591d6fd 7 File folder
2021_0211.0501.e66a5c3eee1f4994a62 c06e85eb10fec File folder
2021_0214.0501.dc85d34e30c84a3 1bab98353c6072a43 File folder
2021_0215.0502.253f37a5fcd048e3be5997b415a6070e File folder
6 items f==| =1

Session Index

Veeam Backup Catalog keepsinformation for every backup job session. Session indexing data describes which
machine restore points correspond with a specific backup job session and what sets of files are required to
restore a machine to a specific point in time.
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Session indexing files vary for incremental and reverse incremental backup chains:

e Forincremental backup chains, a session indexing file contains information about only one restore point —
the restore point that is created with this backup job session. Additionally, it contains information about a
set of files that is required to restore a machine to this point in time. For example, if a backup chain
contains 5 restore points, the 5th session indexing file will contain information about the 5th restore point
and a group of 5 files that are required to restore the machine to this point in time.

BackupServer=BACKUPO1

JobName=srv04

SessionDateUtc=05/13/2014 08:05:57.081
idddsasdaddddadddddddddddddddddaRRAREAREAERAEEEEE AL

# OIBS

01b0.VmName=srv04

0ib0.BackupTimeUtc=05/13/2025 08:02:04.988
01b0.01ibUID=£81£f790c-103e-4351-81lad-ed4ec8a8c290c
oib0.Platform=EVmware

0ib0.Group=grp0
S

# BACKUP FILE GROUPS

grp0.filel0.Server=BACKUPO1
grp0.file0.Path=c:\backup\srv04\srv042025-05-13T010101.vib
grp0.file0.ModifyDateUtc=05/13/2025 08:04:10.293
grp0.filel.Server=BACKUPO1
grp0.filel.Path=c:\backup\srv04\srv042025-05-13T004536.vib
grp0.filel.ModifyDateUtc=05/13/2025 07:47:52.077
grp0.file2.Server=BACKUPO1
grp0.file2.Path=c:\backup\srv04\srv042025-05-13T000053.vib
grp0.file2.ModifyDateUtc=05/13/2025 07:04:24.38
grp0.file3.Server=BACKUPO1
grp0.file3.Path=c:\backup\srv04\srv042025-05-12T230102.vib
grp0.file3.ModifyDateUtc=05/13/2025 06:04:25.003
grp0.file4.Server=BACKUPO1
grp0.filed.Path=c:\backup\srv04\srv042025-05-12T220051.vib
grp0.file4.ModifyDateUtc=05/13/2025 05:03:53.817
grp0.file5.Server=BACKUPO1
grp0.file5.Path=c:\backup\srv04\srv042025-05-12T210105.vbk
grp0.file5.ModifyDateUtc=05/13/2025 04:07:55.047

e For reverse incremental backup chains, a session indexing file contains information about all restore points
engaged in the backup job session. In a reverse incremental chain, the last restore point is always a full
backup. To produce a full backup and calculate incremental changes, Veeam Backup & Replication needs
to addressall points in the job. For this reason, the session indexing file refers not only to the restore
point created with the backup job session, but also to all restore points preceding it. Additionally, a
session indexing file describes groups of files that are required to restore a machine to all possible restore
points. For every restore point, there is a separate group of files.

For example, if you have a reverse incremental chain of 3 restore points, the session indexing file for the
last backup job session will contain information about 3 restore points and will describe three groups of
files:

o Group O will list restore points that are required to restore the machine to the 1st, the earliest restore
point.

o Group 1 will list restore points that are required to restore the machine to the 2nd restore point.
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o Group 2 will list restore points that are required to restore the machine to the 3rd, the latest restore
point.

BackupServer=SRV02

JobName=srv0l reversed

SessionDateUtc=05/14/2025 11:20:18.952
idddsasdddddsaddddddddddddddddddddaR R EARRAEEEEEEEE

# OIBS

01b0.VmName=srv0l

0ib0.BackupTimeUtc=05/14/2025 10:56:55.993
0ib0.01ibUID=47c62e82-3066-478c-8272-1fb65a47d601

0ib0.Platform=EVmware

0ib0.Group=grpl

oibl.VmName=srv0l

oibl.BackupTimeUtc=05/14/2025 11:02:20.15
01b1.0ibUID=d39f4a3c-2b5b-415a-aeld-e%acc49£63a0

oibl.Platform=EVmware

oibl.Group=grp2

0ib2.VmName=srv01l

0ib2.BackupTimeUtc=05/14/2025 11:16:52.779
01ib2.0ibUID=1f3c31bf-9541-46ac-9826-62ecfd76a291

oib2.Platform=EVmware

0ib2.Group=grp3

FHAFHH A A A A

# BACKUP FILE GROUPS

grp0.file0.Server=BACKUP
grp0.file0.Path=c:\backup\srv0l reversed\srv0l reversed2025-05-14T035606.vrb
grp0.file0.ModifyDateUtc=05/14/2025 10:56:55.993

grp0.filel.Server=BACKUP
grp0.filel.Path=c:\backup\srv0l reversed\srv0l reversed2025-05-14T040137.vrb
grp0.filel.ModifyDateUtc=05/14/2025 11:18:14.43

grp0.file2.Server=BACKUP
grp0.file2.Path=c:\backup\srv0l reversed\srv0l reversed2025-05-14T041612.vbk
grp0.file2.ModifyDateUtc=05/14/2025 11:18:45.973

grpl.file0.Server=BACKUP
grpl.file0.Path=c:\backup\srv0l reversed\srv0l reversed2025-05-14T040137.vrb
grpl.fileO0.ModifyDateUtc=05/14/2025 11:18:14.43

grpl.filel.Server=BACKUP
grpl.filel.Path=c:\backup\srv0l reversed\srv0l reversed2025-05-14T041612.vbk
grpl.filel.ModifyDateUtc=05/14/2025 11:18:45.973

grp2.file0.Server=BACKUP
grp2.file0.Path=c:\backup\srv0l reversed\srv0l reversed2025-05-14T041612.vbk
grp2.file0.ModifyDateUtc=05/14/2025 11:18:45.973

BSessionVersion=5

A full backup file "moves forward" with every new backup job run, and Veeam Backup & Replication updates
groups of files. This helps maintain valid groups of files required to restore a machine to a necessary point in
time.

The session indexing files maintain groups of files for all restore points that have ever existed in the backup
chain. This behavior lets you search and restore machine guest OS files in archived backups.
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When a backup is archived to tape or to a secondary backup repository, you can still browse the machine file
system to this point in time using historical indexing data. Once you find a necessary file, Veeam Backup
Enterprise Manager uses the session indexing file to inform you what group of files is required to restore the
machine to the selected point in time.

Qutdated Current
restore points restore points

nn

Restore points

S.wvbk

Groups of files

5.vbk

Related Topics

Current and Historical Indexing Data

Current and Historical Indexing Data

Indexing data structures in Veeam Backup Catalog are divided into two groups:

e Current indexing data stores information for valid restore points that are currently available in the backup
chain in the backup repository. For example, if the retention policy for a backup job is set to 14, Veeam
Backup Catalog will contain indexing data for 14 restore points and 14 backup job sessions.

e Historical indexing data stores information for obsolete restore points: the points that were removed from
the backup chain. When you run a backup job to create a new restore point, the earliest restore point is
marked as obsolete and removed from the backup chain. Indexing data for this restore point in the Veeam
Backup Catalog is not removed. Instead, it is marked as historical.

Historical indexing data helps the user accomplish file search in backup files that were archived to tape or
to a secondary backup repository.
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By default, Veeam Backup Enterprise Manager keeps historical indexing data for 3 months. To change this value,
navigate to the Configuration > Settings > Session History > Guest file system catalog section in Veeam Backup
Enterprise Manager.

@ Exit Configuration Search Catalog Key Management SAML Authentication Directory Account Chart Settings Session History Certificates

]

Backup Servers
vCenter Servers Guest file system catalog
sessions Resnton perod | 3 0 | morthia)

Roles

Licensing.

=)

®

E Y

3% settings
2

A& Notifications
Li)

Abaut

Related Topics

Configuring Retention Settings for Index and History
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Indexing Data Retention

The retention policy for Veeam Backup Catalog helps you maintain the necessary amount of indexing data on
the Veeam Backup Enterprise Manager server.

The retention policy for Veeam Backup Catalog is controlled by two values:

e Retention policy for a backup job on the Veeam backup server: the number of restore points in the backup
chain

e Retention period for indexing datain Veeam Backup Enterprise Manager
The retention period is calculated differently for backup chains created with different backup methods:
e Retention for forward incremental backup chains

e Retention for reverse incremental backup chains

Retention for Forward Incremental Backups

The retention policy for the forward incremental backup chain is calculated by the following formula:
Retention period = MAX (Catalog Retention, X)
where:
e (atalog Retention is the retention period specified in Veeam Backup Enterprise Manager.
e Xis the amount of time for which restore points are kept by a backup job.
For example, the retention policy settings are specified in the following manner:
e The retention policy for a backup job is set to 5 points. The backup job is run daily.
e The retention period in Veeam Backup Enterprise Manager is set to 1 month, or 30 days.

In this case, Veeam Backup Enterprise Manager will retain indexing data for 30 days, because this value is
greater than the number of restore points in the job.

Retention for Reverse Incremental Backups

For reverse incremental backup chains, Veeam Backup Enterprise Manager keeps more indexing data in Veeam
Backup Catalog than it may seem to be required according to the retention policy. This happens due to
backward nature of reverse incremental backups.

When Veeam Backup Enterprise Manager deletes indexing data by retention, it removes the whole set of files:
machine indexing data and session indexing data. Before removing indexing data for a specific machine restore
point, Veeam Backup Enterprise Manager makes sure that this restore point is not referenced by any of backup
job sessions:

e If no relations are detected, indexing data for this machine restore point is removed from Veeam Backup
Catalog.

e If the machine restore point is referenced by any backup job session, indexing data for this machine
restore point remains in Veeam Backup Catalog.

474 | Veeam Backup Enterprise Manager | User Guide | 13.0.1.1071



However, in reverse incremental chains, session indexing data references the machine restore point that was
created in the backup job sessions, and restore points preceding it. To learn more, see Indexing Data.

QCutdated Current
restore points restore points

Restore points
S.vbk
3

- . . . . .

Session 1 Session 2 Session 3 Session 4 Session 5

For this reason, Veeam Backup Enterprise Manager retains more indexing data for reverse incremental chains.
The retention period is calculated by the following formula:

Retention period = MAX (Catalog Retention, X) + X
where:
e (atalog Retention is the retention period specified in Veeam Backup Enterprise Manager.
e Xisthe amount of time for which restore points are kept by a backup job.
For example, the retention policy settings are specified in the following manner:
e The retention policy for the backup job is set to 3 points. The backup job is run daily.
e The retention period in Veeam Backup Enterprise Manager is set to 1 month, or 30 days.

In this case, Veeam Backup Enterprise Manager will retain in Veeam Backup Catalog indexing data for 30 days
plus indexing datafor 3 restore points in the backup chain.

IMPORTANT
The longer the backup chain, the more indexing data is stored in Veeam Backup Catalog.

In case of long backup chains, indexing datamay take a lot of space on the Veeam Backup Enterprise
Manager server. To overcome this situation, you can adjust the retention policy scheme or provide enough
space for indexing data in Veeam Backup Catalog on Veeam Backup Enterprise Manager.
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Preparing for File Browsing and Searching

If you have Veeam Backup & Replication and Veeam Backup Enterprise Manager installed, you can use indexing
capabilities to quickly find necessary files and folders.

To use guest file system indexing:

1. Enable guest file system indexing on the Guest Processing step of the backup job wizard. For more
information, see Configure Guest Processing Settings.

2. Run the backup job with guest file system indexing enabled.
3. Perform catalog replication. For more information, see Performing Catalog Replication and Indexing.

Alternatively, you can process the machine without guest file system indexing. Indexing may be disabled at the
time of restore point creation, or indexing operation may fail. In this case, the restore point of a Windows
machine is mounted to the backup server that manages the job, and the restore point of a non-Windows
machine is mounted to a helper host or helper appliance.

Then you will be able to locate necessary files and folders and perform restore operation. For more information,
see Browsing Machine Backups for Guest OS Files.

In This Section

e Performing Catalog Replication and Indexing

e Preparing for File Search and Restore (non-Windows machines)
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Performing Catalog Replication and Indexing

Once you have run backup jobs with guest OS file system indexing enabled, perform catalog replication to
consolidate index files from multiple backup servers. During this operation, Veeam Backup Enterprise Manager
aggregates index data from multiple backup servers and stores them on the Veeam Backup Enterprise Manager
server to enable file browsing and search.

NOTE

Catalog replication is performed for the machines with indexed guest OS file systems on all managed
backup servers.

Veeam Backup Enterprise Manager provides two options to perform catalog replication:

e To perform manual catalog replication, open the Settings tab of the Configuration view and click Update
Now on the Search Catalog tab.

e To automatically run catalog replication after every backup job, open the Settings tab of the Configuration
view. On the Search Catalog tab, select Update catalog automatically after each backup job runand

specify other options as required.

Every run of a catalog replication job initiates a new job session which can be tracked on the Sessions tab of the
Configuration view. To view detailed information for a specific session, select it in the list of sessions and click
the link in the Status column.

@ eokconturson © camop s
M‘ amp ;mm S senh Catalog Key Management SAML Authentication Directory Account Chart Settings Session Histary Centificates

& vCenter Servers

@ Sessions & update Now & Stop

& Foles ] Update cataleg automatically after each backup job run

3 Settings - -

@ Licensing ~| upd: ¥

A nNotifications

0@ About
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Preparing for File Search and Restore (non-
Windows machines)

To view, search and restore guest files of non-Windows machines, take the following preparatory steps:

1. To enable guest file indexing, use one of the options of the machine backup job: Index everything, Index
everything except, or Index only following folders option. For more information, see the Guest OS File
Indexing section of this guide and the VM Guest OS File Indexing section of the Veeam Backup &
Replication User Guide.

NOTE

Guest file indexing is optional. You can browse and restore files from the restore points created
without guest indexing. For more information, see Browsing Machine Backups for Guest OS Files and
Performing 1-Click File Restore.

If you want Veeam Backup Enterprise Manager to display symbolic links to folders when browsing
through the machine file system at 1-click file restore, enable indexing in the backup job for that
machine.

2. For proper file system indexing, Veeam Backup & Replication requires several utilities to be installed on
the machine: mlocate, gzip, and tar. If these utilities are not found, you are prompted to deploy them
to support index creation.

3. By default, guest file restore to the original location is performed using the account specified in the
machine backup job. If it does not have sufficient access to target machine, you are prompted to specify
another account with sufficient access rights.

For more information, see the Guest OS Credentials section of this guide and the Specify Guest Processing
Settings section of the Veeam Backup & Replication User Guide.

Preparing Helper Host or Helper Appliance

When restoring guest OS files, Veeam Backup & Replication mounts machine disks from backup or replica to a
helper host or helper appliance. You specify helper host (or appliance) settings on the backup server when you
configure guest OS file restore. These settings are saved in the backup server configuration database for the
specific user that configured the restore. For more information, see the Guest OS File Restore section of the
Veeam Backup & Replication User Guide.

When you start guest OS file restore from Enterprise Manager, the helper host (or appliance) settings are
obtained from the configuration database of the backup server. If no helper host or helper appliance
configuration is found for the user account, Veeam Backup & Replication uses the configuration that was last
selected at the Helper hoststep of the Guest File Restore wizard. Thus, before you start file-level restore from
Enterprise Manager, make sure the settings are properly configured on the backup server. For details, see the
Specify Helper Host section of the Veeam Backup & Replication User Guide.
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NOTE

e Veeam Backup Enterprise Manager does not support mounting the restore point to the original host.
If the default configuration stored in the backup server configuration databaseis set to original host
(no helper host or helper appliance is found), Enterprise Manager will display an error. In this case,
you must configure a helper host or helper appliance on the backup server. For details, see the
Specify Helper Host section of the Veeam Backup & Replication User Guide.

e If you plan to deploy multiple helper appliances to restore machines backed up by different backup
servers, their initial configuration must be performed on the backup servers. Centralized
configuration from Veeam Backup Enterprise Manager is not supported.

e If you configure a helper appliance for tenants that will perform self-service restore (from Veeam
Self-Service Backup Portal or vSphere Self-Service Backup Portal), be aware that multiple tenants
may run the restore procedure at the same time. In this case, if you have configured a static IP
address for helper appliances, a tenant will not be able to deploy a helper appliance until the IP
addressis in use by a helper appliance of another tenant. To let tenants start multiple helper
appliances, use a DHCP server in your network and configure the helper appliance to obtain anIP
address automatically.
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Browsing Machine Backups for Guest OS
Files

After catalog replication, you can browse any machine backup for OS guest files. Note that with the file
browsing functionality, you can browse and search for files in the selected machine backup at a specific restore

point only.

If you are using the Enterprise or Enterprise Plus license edition in your virtual environment, consider that
Veeam Backup Enterprise Manager keeps index files for backups that are currently stored on disk, and for
archived backups (for example, backups that were recorded to tape). Thus, you will be able to browse and
search through backup contents even if the backup in repository is no longer available.

To browse guest OS files in a machine backup:
1. Open the Filestab.

2. Inthe Search backups of field, enter the name of a machine whose files you want to restore or click the
Pick from List link and select the necessary machine in the Select Object window.

3. To specify a restore point from which to restore guest OS files, click the calendar icon in the restore point
field and select a date and a restore point created on that date. If multiple jobs have processed the
machine, a job name will be also displayed for each restore point.

You can only choose the dates when at least one restore point was created. By default, the latest restore
point is selected in the restore point field.

4. If the machine has been backed up without guest indexing, click Mount. If the machine guest OS
information has not been collected during the backup, you will be also prompted to specify the guest OS
type. Machine disks from the backup will be mounted to Veeam backup server to present machine file
system to you; wait for the process to complete.

@B Doshboard  Reports  jobs  Polies  UnstructuredData  Machines ftems  Requests (&) mecsheisdcon v §6% contiguration (7))

Search backupsof: | apache02 x Pick from List...
2/4/2021 01:51:58 am X e
@ Starting file level restore

@ File level restore started
® Loading...

If the machine has been backed up with guest indexing enabled, no additional operations are needed.
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As a result, the file tree of the machine as of the selected backup and restore point date will be displayed.
You can manually browse the file tree or use the search field to find a necessary file. Consider that
depending on the number of files on the machine, the search process may take some time.

E@ Dashboard T Jobs Pollicies Unstructured Data Machines Files I @ TECHIsheila.d.cory v %jc}:} @ @
Search backups of: | winsrvas X Pick from List...
2/8/2021 09:33:09 pm X BH o Type in a file name to search for Q o Filtes Search Restore Download Add to Restore List 4D History
= sheila.d.cory Name size  Owner Modified
I AppData
[ Draftot.docx 387.9KB  TECH\sheila.d.cory 1/28/2021 12:20:56 am
+-[ Application Data .
Drafto2.docx 41.8KB  TECH\sheila.d.cory 1/27/2021 01:46:57 am
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44 printHood
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“ sendTo
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IMPORTANT

For machines processed without indexing, you can only use browsing or search to find the necessary files
within the selected restore point. Advanced search capabilities (including search through multiple restore
points) are available only for machines processed with guest indexing enabled.
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Searching for Guest OS Files in Machine
Backups

Veeam Backup Enterprise Manager allows you to search for guest OS files in all machine backups with guest
indexing enabled. After you find necessary files, you can select them to perform file restore.

IMPORTANT

By default, backup repository is the primary destination for the search. This means, in particular, that if a
backup (with an indexed guest) is stored both in a repository and tape, the Enterprise Manager search
results will only include the files from backup stored in the repository. Files from tape-archived backup will
appearin search results only if nothing is found in the repository (the capability is supported in the
Enterprise and Enterprise Plus editions).

You can use one of the following search modes:

e Simple search — allows you to search for files in a selected restore point of a selected machine backup

Advanced search — allows you to search for files in all restore points of a selected machine backup and
filter search results by certain criteria
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Performing Simple Search

With simple search, you can search for files in a selected restore point of a selected machine backup. After you
find necessary files, you can select them to perform file restore.

To perform simple search, do the following:
1. Open the Filestab.

2. In the Search backups of field, enter the name of a machine whose files you want to restore or click the
Pick from List link and select the necessary machine in the Select Object window.

. In the search field, enter the name of the necessary file or a part of it.

3
4. To view the search results, press [Enter] or click Search.

Dashboard Reports Unstructured Data Machines Requests ECH\sheila. Configuration
Search backups of: | winsp01 x Pick from List...
11/29/2023 10:01:02 pm X o Searching .. 120 Results Found X cancel
SEc Document x Q o Filte: 1 Restore v ¥ Download ¥ AddtoRestoreList 4D History

4+ $Recycle.Bin

4 9b3b01213f202b2328€23271 [] Name Size  Owner Modified Path

+ I ConfigMsi [4 Document02.docx 19KB  TECH\sheila.d.cory 7/26/2023 08:58:48 .. C:\Documents and Settings\sheila.d.con\Documents\D...

#+[E Documents and Settings [ [ pocumentoa.docx 134KB  TECH\sheila.d.cary 7/26/2023 08:56:32 ... C:\Documents and Settings\sheila.d.cory\Documents\D...

+ I inetpub [ [ pocumentot.docx 48KB  TECHsheila.d.cory 11/7/202304:36:04...  C:\Documents and Settings\sheila.d cory\Documents\D...

4 PerfLogs [ [ pocumento7.docx 18KB  TECH\sheila.d.cory 7/26/2023 08:58:19 ... C:ADocuments and Settings\sheila.d cory\Documents\D...

4+ Program Files [ Documento1.docx 13.4KB  TECH\sheila.d.cory 7/26/2023 08:56:32 .. C:\Documents and Settings\sheila.d.cory\Documents_R...

+ [ Program Files (x86) D [ Decument02.docx 19 KB TECH\sheila.d.cory 7/26/2023 08:58:48 ... C:\Documents and Settings\sheila.d.cory\Documents_R...

+ I ProgramData [] [ pocumentoa.docx 124KB  TECHsheila.d.cory 7/26/2023 08:56:32 ... CADocuments and Settings\sheila.d.cory\Documents_R...

I Recovery D [ Decumentos.docx 42KE TECH\sheila.d.cory 11/7/2023 04:36:04 ... C:\Documents and Settings\sheila.d.cory\Documents R...

+HE sqLams [] [ pocumento7.docx 128KE  TECHsheila.d.cory 7/26/2023 0:58:10 ... C:\Documents and Settings\sheila.d.cory\Documents R...

+ [ sQLserver2016Media [ Decumento1.docx 13.4KB TECH\sheila.d.cory 7/26/2023 0&:56:32 ... C:\Documents and Settings\sheila.d.cory\My Dacument...

# [ system Volume Information [ Decumento2.docx 19 KB TECH\sheila.d.cory 7/26/2023 08:58:48 ... C\Documents and Settings\sheila.d.cory\My Document...

+H Users D [™ Decumento4.docx 13.4 KB TECH\sheila.d.cory 7/26/2023 08:56:32 ... C:\Documents and Settings\sheila.d.cory\My Document...

+1H veeam D [™ Decumentos.docx 42KE TECH\sheila.d.cory 11/7/2023 04:36:04 ... C:\Documents and Settings\sheila.d.cory\My Document...

B Windows O Document07.docx 18KB  TECH\sheila.d.cory 7/26/2023 08:58:19...  C:\Documents and Seftings\sheila.d.cory\My Document...
O System.Xml.XDocument.cl 284KB  NTSERVICE\Trustedinst.. 7/26/202312:1431 .. C:AWindows\Microsoft.NET\Framework\v4,0.30319\Syst...
O System.Xml.xmIDocument.dll 289KB  NTSERVICE\Trustedinst.. 7/26/202312:1426..  C:AWindows\Microsoft.NET\Framework\v4,0.30319\Syst...
[ [ systemXmlxpathXxDocument.dil 27.9KB  NTSERVICE\Trustedlnst.. 7/26/202312:1431..  C:\Windows\Microsoft.NET\Frameworkv4,0.30319\Syst...
[] [ systemXmlxDocument.dil 284KB  NTSERVICE\Trustedlnst... 7/26/202312:1426..  C:\Windows\Microsoft.NET\Framework64\4.0.30319\G...
[] [ systemXmlxmiDocument.dll 289KB  NTSERVICE\Trustedlnst... 7/26/202312:14:31 .. C:\Windows\Microsoft. NET\Framework64\w4.0.30319%...
Records per Page: | 25 ~ = Page| 4 |ofs o+ - C Displaying 76 - 100 of 120
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Performing Advanced Search

With advanced search, you can search for files in all restore points of a selected machine backup and filter
search results by certain criteria. After you find necessary files, you can select them to perform file restore.

To perform an advanced search, take the following steps:

wo N

Open the Filestab.

If you know the necessary file name or a part of the name, specify it in the search field.

To open advanced search options, click No Filter nextto the search field.

4. In the Set Options window, define the necessary search criteria:

O

o

O

Location — select a specific folder on the machine to search in.

Last modification time — specify approximate time when the file was last modified or set a time
interval.

Backup time — choose to search through the latest backup of the specified machine or all backups of
the machine created within a certain time interval.

Owner — select to search for files with a specific owner.
Type —select to search for files of specific type or with a certain extension.

Size — specify approximate size of file or set a size range.

5. To apply the filter, click Apply.

6. Click Search onthe right of the search field.

Search backups of: | Al cbject:

‘ draft

Name

[ orafto.docx
[ orafoz.doc
[ [ oraftotdocs

Y Oraftoz.docx

[ oraton ik
[ orafozink
[] [ orsftor.docs

[ Draftoz. doex

[ drafta son

[ draft7 json
[ draft3json
[ drafeajson
[3 drafté,json

| raft7 json

Records per Page: | 25

] [ oraftoz_RESTORED_ 20210408 071606.docx | (@) Folder: | Cusers

Size _ Owmer Modified Restare Paint Machine Path

Set Options

cASRecyle. BiniS-1-5-21-4081 262488

50108-21 70NSRMA0.

Location Owmer MS-1-5-21-4081262488-

Anywhere an the machine op

Last modifieation time Type

®) notsure

Approximate time

Time period:

Backup time

®) Latest backup

Backup period

Search imported backups cnly

Any document

®) Known type: | M:

Extension:

crosaft Ward (docx)

®) Approximate size: | Medium {100KB-1MB] v

Size:

=N =

pythonasdist-pack

r/lib/python3sdist-packages/jsons

Displaying 1 -25 af 113
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Performing 1-Click File Restore

After you find the necessary files and folders, you can use Veeam Backup Enterprise Manager to restore them
from backup with one click. You can choose to restore it to the original location or download it to the local
machine.

IMPORTANT
Consider the following:

e 1-Click file restore capability is availableif you have the Enterprise or Enterprise Plus edition.
e 1-Click file restore from a storage snapshot is not supported by Veeam Backup Enterprise Manager.

Restore operations are only available to authorized users according to their security settings. Users with the
Portal Administrator role can restore files both to the original location or download them to the local machine.

For users with the non-administrative roles, you can configure additional restriction settings. For example, you
can prohibit restore operators to download files to the local machine so that they can restore files to the original
location only. Additionally, you can specify the types of files that can be restored by operators (this can be
helpful if you want to limit operators' access to sensitive data). For details, see Configuring Permissions for File
and Application Item Restore.

NOTE
Consider the following:

e Ifyou plan to restore a file from a machine backed up without guestindexing, consider that for
restore operation this machine disk will be mounted directly from the backup in the repository to
the mount server associated with that repository; when restoring from replica, it will be mounted to
the backup server. When restoring from an indexed machine, no interim mount operations are
needed.

e If you want Veeam Backup Enterprise Manager to display symbolic links to folders when browsing
through the machine file system at 1-click file restore, then you should enable indexing in the
backup job for that machine (running Linux or another non-Windows OS).

In This Section

e Restoring Files to the Original Location
e Downloading Files to the Local Machine

e Using Restore Lists
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Restoring Files to Original Location

In this restore scenario, Veeam Backup Enterprise Manager extracts file system objects (files or folders) from the
backup and restores it to the original production machine. File restore to the original location is the most secure
file recovery method, as the user who initiates the file restore operation in the Veeam Backup Enterprise
Manager web Ul cannot access the file itself.

IMPORTANT
Consider the following:

e This type of restore is only possible if the original machine is powered on and resides in the original
location.

e By default, guest file restore to the original location is performed using the account specified in the
backup job for guest OS access. If it does not have sufficient rights to access the target machine, you
are prompted for the credentials. Specify user account and password, as required. For more
information, see Guest OS Credentials.

To restores objects to the original location, do the following:

1. Find the objects you want to restore. You can select one or multiple objects. For details, see Browsing
Machine Backups for Guest OS Files and Searching for Guest OS Files in Machine Backups.

2. Click Restoreand choose how to restore the selected objects:

o Ifyou select Overwrite, the object from the backup will replace the original object on the target
machine.

o Ifyou select Keep, the object from the backup will be restored next to the original object on the

target machine. The restored object will have the _RESTORED <DATE>_<TIME> prefix in its name,
where <DATE>_<TIME> is the restore date and time.

o [For Microsoft Windows] If you select Permissions Only, you will restore file (or folder) permissions

that were granted to users and groups to access the object. You can restore permissions only if the
object exists on the target machine.

3. Inthe displayed window, click Yes.

486 | Veeam Backup Enterprise Manager | User Guide | 13.0.1.1071



Veeam Backup Enterprise Manager will start the restore operation and display the progress and result of the
operation in the File Restore History view.

Dashboard Reports Jobs Unstructured Data Machines Items Requests Configuration
Search backups of: | winsrv88 X Pick from List...
2/3/202308:01:00 am X i e Type in a fila name to search for Q | ¥ woFilter 4] Restore » ¥ Download & AddtoRestorelist 4D History
4 All Users = I Overwrite
Name Size Modified
+I Default ) Keep
& B Default User [ Draftot.docx 387.9K8 [, permissions Only 1/27/2021 10:20:56 pm
& gl public [ Drafto2.docx 203K8 2/9/2021 05:14:33 pm
% [ sheila.d.cory [ Pprojectot.pdf 610.2 KB 11/17/2020 02:37:24 pm
4 5 AppData [ projectoz.pdf 2146 KB 8/26/2020 03:44:40 pm
45 Application Data [ Projecto3.paf 1.2M8 1/18/2021 10:57:02 am

+ Contacts
1 Cookies
(& Desktop
-+ Projects
+[ Reports
4 Tasks
59 Documents
9 Downloads
* Faverites
5 Links
I Local Settings
5 Music
59 My Documents
9 NetHood
9 Pictures

[ PrintHood

&
hitpsi//enterprised techlocal:3443/index.aspx
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DownloadingFiles to Local Machine

You can download file system objects (files and folders) to your local machine. After you choose to download
the objects, Veeam Backup Enterprise Manager interacts with the backup server to extract them from a backup
and saves them to the default download folder on your local machine. If you download a single file, it is also
saved in the $Programbata$%\Veeam\Backup\WebRestore folder. Multiple files are packed in a ZIP file
named FLR <date> <time>.zip and stored in the same folder. Veeam Backup Enterprise Manager cleans up
the folder periodically. Files older than 24 hours are automatically deleted. To change the default storage
folder, contact Veeam Customer Support.

To download objects to the local machine, do the following:

1. Find the objects you want to restore. You can select one or multiple objects. For details, see Browsing
Machine Backups for Guest OS Files and Searching for Guest OS Files in Machine Backups.

2. Click Download.

Dashboard Reports Jobs Policies Unstructured Data Machines Items. Requests @ TECH\sheila.d.cory r{:é} Configuration ®

Search backups of: | winsrves X Pick from List...

2/8/2021 08:33:09 pm X H o Type in a file name to search for Q o Filte Search M Restore » ¥ Download & AddtoRestorelist 4D History

= W sheila.d.cory Name Size  Owner Modified
AppData

D Draftd1.docx 387.9KB TECH\sheila.d.cory 1/28/2021 12:20:56 am
Application Data

D Draft02.docx 41.2KB TECH\sheila.d. cory 1/27/2021 01:46:57 am
Contacts

o

[ Projectot.paf 6102KB  TECH\sheila.d.cory 11/17/2020 04:37:24 pm
Cookies
[ Projectoz.paf 2146KB  TECHsheil.d.cory 8/26/2020 04:44:40 pm
=8 Desktop
Project03.pdf 1.2MB  TECH\sheila.d.cory 1/18/2021 12:57:02 pm

Projects

“ I Reports
Documents
Downloads
Favorites
Links
Local Settings
Music
My Documents
NetHood
Pictures
PrintHood
Recent
Saved Games
Searches

sendTo

B I e =i = S . e

Start Menu

3. Inthe displayed window, click Yes.
4. Wait for restore session to complete and for the objects to be retrieved from the backup.

5. Inthe File Restore History view, select the restore session from the list.
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6. On the Log tab, find the Restored files are available for download record of the session log and click the
download link.

Dashboard Reports Jobs Policies Unstructured Data Machines Requests @ TECH\sheila.d.cory ¥ r{:é} Configuration ®

@ File Restore History W Refresh

Initiated by Started at + Status Ended at Total Objects Progress Target

TECH\sheila.d.cory 2/9/2021 02:12:27 am @ Success 2/9/2021 02:12:39 am 1 100%  Download

Log Details

@ starting data transfer agent on server 'enterprise04.tech.local’
@ Processing item 1 of 1: "Draft02.docx”
@ Folders restored: 0
@ Files restored: 1
@ Total size: 41.8 KB
@ stopping data transfer agents on server 'enterprise04 tech.local'.
@ updating FLR session history
@ Packing restored files
@ Restored files are available for download
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Using Restore Lists

If you want to restore multiple file system objects (files or folders), you can add the necessary files to the
restore list and then restore all files at once. Using the restore list helps you prepare for file restore from
different machines and restore points.

Adding Objects to Restore Lists

To add objects to the restore list, do the following:

1. Find the objects you want to restore. You can select one or multiple objects. For details, see Browsing
Machine Backups for Guest OS Files and Searching for Guest OS Files in Machine Backups.

2. Click Add to Restore List.

When a file is added to the restore list, the Pending restore notification appears at the top of the Enterprise
Manager window.

E@ Dashboard Reports Jobs Policies Unstructured Data Machines Requests @ TECH\sheila.d.cory v @ Configuration @

45 Pending restore (2 items) ¥ Clear
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2/8/2021 09:33:09 pm X @ e Type in a file name to search for Q o Filte Search A Restore v ¥ Download #* AddtoRestorelist 4D History
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+ I Downloads
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Restoring Objects from Restore Lists

After you add all objects to the restore list, you restore them. To restore the objects, do the following:
1. In the restore list notification, click Pending restore.

2. Inthe Pending Restore window, select check boxes next to files in the restore list that you want to
restore. Use the check box next to the header of the Name column to select all files in the list at once.

If you want to remove a file from the restore list, select the file and click Delete.
3. Click the Restore or Download link to perform the necessary restore operation for the selected files.

4. In the displayed window, click Yes.
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5. [For the download operation] Wait for restore session to complete. On the Log tab of the File Restore
History view, click the download link.

The objects are saved to the default download folder on your local machine.

Multiple files are also saved in a ZIP file named FLR <date> <time>.zip inthe
$ProgramData%\Veeam\Backup\WebRestore folder. Veeam Backup Enterprise Manager cleans up the
folder periodically. Files older than 24 hours are automatically deleted. To change the default storage
folder, contact Veeam Customer Support.

TIP

Veeam Backup Enterprise Manager keeps links for downloaded files in the history for one day. To
download a file that was previously restored:

1. On the Filestab, click History.
2. Inthe File Restore History view, select the necessary restore session.
3. On the Log tab, click the download link.
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i
4 Appli [ Projectoz.pdf 2146KB  TECH\sheila.d.cory 2/26/2020 04:44:4... 2/8/2021 09:33:09 ... winsrveg C:\Usersisheila.d....

+ i Contal

KR

D Draft02.docx 41.8KB TECH\sheila.d.cory 1/27/2021 01:46:5... 2/8/2021 09:33:09 ... winsrvag C:\Wsers\sheila.d....
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# I SendTo
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Restoring Files to Another Location

Enterprise Manager enables you to restore specific files from backup of a Microsoft Windows VM to another
Microsoft Windows VM. You can also use this option to restore files to to the same VM but a different location.

To restores files to another location, do the following:

1.

Find the objects you want to restore. You can select one or multiple objects. For details, see Browsing
Machine Backups for Guest OS Files and Searching for Guest OS Files in Machine Backups.

Click Restore to and choose one of the following options:

o Select Overwrite, to replace an object with the same name on the target machine with the object from
the backup.

o Select Keep, torestore the object from the backup next to the object on the target machine. The
restored object will have the _RESTORED <DATE>_<TIME> prefix in its name, where <DATE> <TIME>
is the restore date and time.

In the displayed window, click Yes toproceed.
In the Restore To window, specify restore location and credentials for connection to the target machine.
For Microsoft Windows machines, specify the following settings:

a. Inthe DNS name or IP address of the target server field, specify a DNS name, IPv4 or IPv6 address of
a Microsoft Windows machine.

b. In the Destination path field, specify a path to the folder on the target machine where the files must
be restored. If the destination folder does not exist, it will be created.

c. Inthe Username and Password fields, specify credentials required for connection to the target
machine.
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d. To start restoring files, click OK.

DMS name or IP address of the target server:

enterprise03.tech.local

Destination path:

C:\Restored Files

Jsername;

tech'sheila.d.cory

Password:

PP

For Linux machines, specify the following settings:

a. Inthe DNS name or IP address of the target server field, specify a DNS name, IPv4 or IPv6 address of
a Linux machine.

b. In the Destination path field, specify a path to the folder on the target machine where the files must
be restored. If the destination folder does not exist, it will be created.

c. Inthe Username and Password fields, specify credentials required to connect to the target machine.

If you specify a non-root account that does not have root privileges on the Linux machine, you can
grant this account elevated permissions as follows:

i. To provide a non-root user with root account privileges, select the Elevate specified account to
root check box.

ii. To addthe user account to the sudoers file, select the Add account to the sudoers file
automatically check box. In the Root password field, enter the root account password.

If you do not enable this option, you will have to manually add the user account to the sudoers
file.

iii. If you plan to use the account to connect to Linux servers where the sudo command is not
available or may fail, you have an option to use the su command instead. To enable the su
command, select the Use "su" if "sudo" fails check box and in the Root password field, enter the
root account password.

Veeam Backup & Replication will first try to use the sudo command. If the attempt fails,
Veeam Backup & Replication will use the su command.

Alternatively, you can use a Linux private key. Ensure that the public key is stored on the target
machine in the authorized keys file. Inthis case, specify the private key and private key
passphrase.
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iv. To start restoring files, click OK.

DMS name or IP address of the target server: 55H port:
172.24.26.139 22
Destination path:

fhome/Documents

Jsername;

administrator

Password:

|:| Private key is required for this connection

Elevate specified account to root

Add account to the sudoers file automatically

Use "su" if "sudo” fails

Root password:
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5. Check the restore process and results in the File Restore History view.

Nl
EEI Dashboard Unstructured Data Machines
@ File Restore History Q Refresh

Initiated by Start Time 1 status End Time Total Objects Progress  Type
TECH\sheila.d.cory 11/27/2024 10:01:31 pm @ Success 11/27/2024 10:03:57 pm 5 100%  Not available
TECH\sheila.d.cory 117242023 10:12:50 pm @ success 11/24/2023 10:12:07 pm 2 100%  Download
TECH\sheila.d.cary 1172412023 10:03:56 pm © success 11/24/2023 10:04:15 pm 2 100%  Download
TECH\sheila.d.cory 1172412023 09:24:54 pm @ Success 11/24/2023 09:25:19 pm 1 100%  Download
TECH\sheila.d.cory 10/3/2023 06:46:10 pm @ Success 10/3/2023 06:46:20 pm 1 100%  Download
TECH\sheila.d.cory 10/3/2023 06:45:19 pm @ Success 10/3/2023 06:45:28 pm 1 100%  Download
TECH\sheila.d.cory 10/3/2023 06:31:17 pm @ success 10/2/2022 06:21:31 pm 2 100%  Download

Log Details

Source Item Source Path Target Item Target Path Restore Point Object Size  Is Restored
Projecto2.pdf C:\Restored Files\Project02.pdf Projecto2.pdf C:\Restored Files\Project02. pdf 11/27/2024 08:00:5..  enterprise02 techl... 2146K8 @ ves
Project03.pdf Ci\Restared Files\Project03.pdf Project03.pdf Ci\Restared Files\Project02.pdf 11/27/2024 08:00:5...  enterprise03.tech .. 12M8 @ Yes
Draftd1.docx C:\Restored Files\Draft01.docx Draftd1.docx C:\Restored Files\Draft01.docx 11/27/2024 08:0055...  enterprise03.techl... 387.9KB @ Yes
Draftd2.docx C:\Restored Files\Draft02.docx Draftd2.docx C:\Restored Files\Draft02.docx 11/27/2024 08:00:5...  enterprise03 tech.... 203KB @ Ves
Projectol pdf C:\Restored Files\Project01.pdf Projectol pdf C:\Restored Files\Project01.pdf 11/27/2024 08:00:5..  enterprise02 techl... 6102K8 @ ves
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Using Self-Service File Restore Portal to
Restore Machine Guest Files

Veeam Backup Enterprise Manager streamlines delegation of restore capabilities: instead of multiple role
assignments and restore scope fine-tuning, Enterprise Manager administrator can provide users that have /local
administrator rights on a Windows machine with a link to Self-Service File Restore Portal — a web Ul that
displaysthe controls for file-level restore of the protected machines.

This capability is supported by the Veeam runtime process which performs guest system indexing and also
identifies local administrative accounts. Communication with the self-service webpageis performed over the
HTTPS protocol. In particular, such delegation capabilities and self-service web portal can be used in enterprise
deployments to elevate the first line support to perform in-place restores without administrative access.

Before You Begin

NOTE

e This functionality is supported only in the Enterprise Plus edition of Veeam Backup & Replication.

e Self-Service File Restore Portal is available only for users of Microsoft Windows machines. For Linux -
based machines, guest OS file restore is performed in the Veeam Backup Enterprise Manager Ul
under a user account configured in Enterprise Manager. For more information, see Configuring
Accounts and Roles.

e Veeam Backup Enterprise Manager does not support guest OS files restore from storage snapshots.
You can use the Veeam Backup & Replication console instead.

To provide a user account with the ability to access Self-Service File Restore Portal, make sure the following
prerequisites are met:

e The account belongs to the trusted or same domain asthe Enterprise Manager server (for the user account
to be resolved to SID). Users from untrusted domains cannot utilize self-restore.

e The account has local administrative rights for the required machine guest OS, local user rights are not
sufficient.

IMPORTANT

A Self-Service File Restore Portal user has access only to restore points created after the user is assigned
with local administrator rights.

Machine restore points will stay available for self-restore to a user account whose local administrative
rights were revoked after the restore point creation until the next restore point is created (then that user
will not be able to access guest files any longer).

Browsing Guest OS Files Through Self-Service Portal

To access the guest files in a machine backup:

1. Start the Self-Service File Restore Portal by clicking its icon in the list of applications or on the desktop.
Alternatively, in the web browser address bar, enter the portal URL, for example:

https://enterprise manager host/selfrestore
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2.

3.

4.

Enter the account credentials to log in. Use the DOMAIN|USERNAME format to specify the user name. The
Filestab will open. By default, it displays guest OS files as of the latest restore point of the machine to
which you logged in with local administrative rights.

E@ Files @ TECHwilliam.fox v

Showing filesn/03 as of yesterday. You can pick another restore point

2/8/2021 08:02:00 am X BH o Type in a file name to search for Q T woriter Search Restore Download Add to Restore List 4D History
[ = . .
Name Size Owner Modified
9 sRecycle.Bin

. AppData
9 Documents and Settings

Application Data
I PerfLogs

Contacts
“ I ProgramData

Cookies
I System Volume Information
B Users

+-[£ Administrator

+ 1 Al users

Favorites
+ Default

Links
4 I Default User

Local Settings
B Public

Music
[ SQLTELEMETRYSVEEAMSQL2016

My Documents
9 vBO_Backup

NetHood
% vBO_Backups

Pictures
9 vBrcatalog

b e PrintHood
Recent
Saved Games
Searches

SendTo

Start Menu

Records per Page: | 25 ~ Page | 1 of2 - o C Displaying 1 - 25 of 20

To view guest files as of earlier restore point, click the Calendaricon and select the restore point. To view
guest files of another machine (if available to you), use the Search field or the Pick from List link.

You can perform all operations supported for machine guest files by Veeam Backup Enterprise Manager.
For more information on file browsing, search and restore, see Browsing Machine Backups for Guest OS
Files, Searching for Guest OS Files in Machine Backups, and Performing 1-Click File Restore.

NOTE

If the Veeam Backup Enterprise Manager server is added to the Veeam ONE monitoring scope, the restore
operations performed with Self-Service File Restore Portal are included in the Restore Operator Activity
report availablein Veeam ONE.

If no guest OS files are visible to the user, check the following reasons:

The backup server that manages the job is not added to the Enterprise Manager infrastructure. For more
information, see Adding Backup Servers.

The recent backup job data has not been yet collected from the backup server (default time interval is 15
minutes). For more information on how to run data collection manually, see Collecting Data from Backup
Servers.

The Enable guest file system indexing option is turned off in the machine backup job. Edit the job setting
and restart the job with indexing enabled.

When the machine restore point was created, the user was not assigned local administrative rights. To
access the guest OS files the user must be a part of the guest OS local administrator group.

If you cannot find your machine from the Pick from List window, you can select the | don't see my machine
option to rebuild a security scope for your user account. Once complete, this action will reveal machines that
were added to your security scope.
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Disabling Self-Service File Restore Portal

You can prevent local administrators from accessing the self-service file restore functionality. You can doit by
disabling Self-Service File Restore Portal. To disable the portal, change the Enterprise Manager registry key. For

more information, contact Veeam Customer Support.
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Application Item Restore

Veeam Backup Enterprise Manager supports item-level recovery from backups or replicas. These backups and
replicas must be created with enabled application-aware processing. To restore a database to its specific point in
time, choose the backups (or replicas) created by a job that processes database logs. For more information, see
Application-Aware Processing.

You can restore application items from restore points created by Veeam Backup & Replication or one of Veeam
Agents. For more information on Veeam Agents support in Enterprise Manager, see Veeam Agents Support.

With Enterprise Manager, you can restore the following application items:
e Microsoft Exchange items
e Microsoft SQL Server databases
e Oracle databases

o PostgreSQL instances

Before You Begin

Before you restore application items, consider the following:

e Application item restore is availablein the Enterprise and Enterprise Plus editions of
Veeam Backup & Replication.

e Enterprise Manager does not support application item restore from storage snapshots.

e Enterprise Manager users canonly restore Microsoft Exchange items to the original location within their
restore scope. Users must also have sufficient permissions to restore application items. Users with the
Portal Administrator role have no limitations. For more information, see Configuring Accounts and Roles.

e For details on supported application versions, see the Platform Support section of the Veeam Backup &
Replication User Guide.

e You can restore deleted Microsoft Exchange items to the production mailbox only.

e Enterprise Manager does not support application item restore from backups created by Veeam Plug-in for
Oracle RMAN.

e When you restore application items with Enterprise Manager, restore limitations listed in the Veeam
Explorers User Guide are also applied:

o Veeam Explorer for Microsoft Exchange
o Veeam Explorer for Microsoft SQL Server
o Veeam Explorer for Oracle

o Veeam Explorer for PostgreSQL
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Restoring Microsoft Exchange Items

You can restore Microsoft Exchange items (emails, tasks, calendars) from backups and replicas of Microsoft
Exchange Server machines.

You can restore Microsoft Exchange items located in different domains. To use this feature, you must be able to
provide a specific Microsoft Active Directory account to restore your datain the necessary domain. For that,
select the Prompt for AD account credentials every time option when configuring Active Directory account
settings. For more information, see Configuring Permissions for File and Application Item Restore.

Before restoring application items, read the considerations and limitations.

Performing Restore

To restore a Microsoft Exchange item to the production Microsoft Exchange Server, take the following steps:

1. Open the Itemstab and click Mailbox Items.

2. Inthe Username field, enter the account of Active Directory user whose mailbox you want to restored.

You can leave the Username field empty and click the search icon to display all mailboxes that currently
exist in the production environment, or enter a search criteria.

3. If you have preconfigured a Microsoft Active Directory account for Microsoft Exchange item restore,
Enterprise Manager will use this account for browsing mailbox items and restore. For more information,
see Configuring Permissions for File and Application Item Restore.

If you have not preconfigured the account, specify the following settings in the Mail Server Credentials
window:

a. In the Domain field, enter a name of the domain that the Microsoft Exchange machine belongs to.

b. In the Username field, specify an account name in the following format: DOMAIN|USERNAME. The
account must have necessary permissions. For details, see the Permissions section of the Veeam
Explorers User Guide.

c. In the Password field, enter a password of the specified user account.
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d. Select Remember credentials for the current session touse these credentials for all mailbox items
restore operations during the current login session.

Enterprise Manager uses Global Catalog to examine Active Directory databaseand find the specified user
mailbox, as well as the DNS name for the Exchange Server where the data should be restored. Then it
looks for the VM backup or replica and its restore points.

Mail Server Credentials x

Specify a domain name and administrator credentials.

Domain:

tech

J=ername:

techhadministrator

Password:

Remember credentials for the current session

4. To specify a restore point from which to restore the database, in the Restore point field, click the calendar
icon and select the necessary date and a restore point created on that date. By default, the latest valid
restore point is selected.

NOTE
Consider the following:

e Restore points on tape are not supported (only those stored in repository can be used).
e If the specified user mailbox does not exist in the restore point, Veeam Backup Enterprise

Manager will display an error message.

5. Inthe Items section, select the type of item you want to restore:
o Mail

o Calendar

o Contacts

6. To restore only missing items created or received during a certain period, select the Only restore missing
items created or received <time period> check box and select the period from the drop-down list.

7. Click Restore. Items that meet the specified conditions will be restored to the production Exchange
Server.

501 | Veeam Backup Enterprise Manager | User Guide | 13.0.11071



To view a restore session log, click History.

Reports Job: Policies Unstructured Data Machines Requests ASDOMAIN\Veeam!
Mailbox Items SQL Database Oracle Database PostgreSQL Instance
Username:
aaron Q 4D History
Accounts: Restore point:
£ Aaron AB. Brown (Aaron.Brown@asdomain.local) 9/28/2022 08:55:42 pm i
& Aaron AM. Marino (Aaron.Marino@asdomain.local) Items:
Mail
Calendar
Contacts

Only restore missing items created or received | Yesterday v

e Click to restore all missing items back to the production
mailbox
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Restoring Microsoft SQL Server Databases

You can restore a Microsoft SQL Server database by following one of the following scenarios:

e Restore to the original location — to restore a Microsoft SQL Server database to the original location with
the same settings.

e Restore with custom settings — restore a Microsoft SQL Server database to a new location, or to any
location but with different settings.

Before restoring application items, read the considerations and limitations.

503 | Veeam BackupEnterprise Manager | User Guide | 13.0.1.1071



Restore to Original Location

This scenario allows you to restore a Microsoft SQL Server database to the original location.

When performing databaserestore to the original location, a temporary iSCSI connection is established between
the target Microsoft SQL server (it acts as an iSCSI initiator) and mount server associated with the backup
repository (it acts as an iSCSI target). For that, Veeam opens a TCP port from the port range 3260 -3270; it
closes this port after restore session is over.

Consider that user credentials for carrying out the restore procedure will be picked as follows:

1. Veeam Backup Enterprise Manager tries to use the account specified in the backup job that contains the
Microsoft SQL Server machine or the account you are currently logged in.

2. If this account does not have sufficient rights to perform the restore procedure (for example, in case of
imported backup), you will be prompted to provide the necessary credentials.
The security role specified for this account in Enterprise Manager must allow the user to restore Microsoft
SQL Server databases. For more information, see Configuring Permissions for File and Application Item
Restore.

NOTE

If you restore a database that belongs to an AlwaysOn Availability Group, this database will be restored to
the original server and added to the Availability Group.

To restore a Microsoft SQL Server database, take the following steps:

1.

2.

6.

Open the Itemstaband click SQL Database.

In the SQL Server field, enter a name of Microsoft SQL Server hosting the databaseyou need to restore;
use the server namelinstance name format.

Alternatively, click the Pick from List link to choose a machine from the list of available Microsoft SQL
Server backups.

From the Database to restore list, select the database you need.

To specify a restore point from which to restore the database, in the Restore point field, click the calendar
icon, and select the necessary date when backup was performed and a restore point created on that date.
By default, the latest valid restore point is selected.

For a database backed up with transaction log backup turned on, you can also select the necessary point in
time using the Pointintimeslider. The slider displays the following timestamps (relative to the currently
selected restore point):

o The beginning point refers to the previous restore point of the Microsoft SQL Server machine that

contains the selected database backup. If the previous restore point (server backup) is not found, or
the database backup does not exist in it, then the beginning point refers to the current restore point.

o The ending point refers to the next restore point that contains the selected database backup. If the
next restore point (server backup) and the associated transaction log backup are not found, or if the
database backup does not exist in the server backup, then the ending point will refer to the current
restore point. If the next restore point (server backup) is not found, but the transaction log backup
exists for the preceding period, then the ending point refers to the latest log backup time.

For more information on configuring transaction log backup, see Microsoft SQL Server Transaction Log

Settings.

In the Restore tosection, select the Original locationoption.
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7. Click Restore.

To view a restore session log, click History.

E@ Dashboard Reports Jobs Policies Unstructured Data Machines Files Requests TECH\sheila.d.cory v Configuration

Mailbox Items SQL Database Oracle Database PostgreSQL Instance

SQL server:

MSSQLO2\ Q, | Pick from List. 4D History
Database to restore: Restore point:

= MSsQLO2\ (mssqloz) 3/6/2023 05:07:10 am [ |
o 3/6/2023 05:06:30 am
b2

Point in time:

HR 3
m
Sales Restore to:

(@) Original location

() Alternative location

Restore state as of 3/6/2023 05:06:30 am to original
Restore
location
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Restore with Custom Settings

You can use this scenario to restore a Microsoft SQL Server databaseto a new location, or to any location but
with different settings.

To restore an Oracle database with custom settings, use the SQL Restore wizard.
1. Launch the SQL Restore wizard.

2. Specify a target server.

3. Specify AlwaysOn restore settings.

4. Specify files location.
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Step 1. Launch SQL Restore Wizard

To launch the SQL Restore wizard, do the following:

1.

2.

6.

Open the Itemstaband click SQL Database.

In the SQL Server field, enter a name of Microsoft SQL Server hosting the database you need to restore;
use the server_name|instance_name format.

Alternatively, click the Pick from Listlink to a machine from the list of available Microsoft SQL Server
backups.

From the Database to restore list, select the database you need. Consider that user credentials for carrying
out the restore procedure will be picked as follows:

a. Veeam Backup Enterprise Manager will try to use the account of the backup job that contains the
Microsoft SQL Server machine.

b. If this account does not have sufficient rights to perform the restore procedure (for example, in case
of imported backup), user will be prompted to provide the necessary credentials.

The security role specified for this account in Enterprise Manager must allow the user to restore
Oracle databases. For more information, see Configuring Permissions for File and Application Item
Restore.

To specify a restore point from which to restore the database, in the Restore point field, click the calendar
icon and select the necessary date when backup was performed and a restore point created on that date.
By default, the latest valid restore point is selected.

For a database backed up with transaction log backup turned on, you can also select the necessary point in
time using the Pointintimeslider. The slider displays the following timestamps (relative to the currently
selected restore point):

o The beginning point refers to the previous restore point of the Microsoft SQL Server machine that
contains the selected database backup. If the previous restore point (server backup) is not found, or
the database backup does not exist in it, then the beginning point refers to the current restore point.

o The ending point refers to the next restore point that contains the selected database backup. If the
next restore point (serverbackup) and the associated transaction log backup are not found, or if the
database backup does not exist in the server backup, then the ending point will refer to the current
restore point. If the next restore point (server backup) is not found, but the transaction log backup
exists for the preceding period, then the ending point refers to the latest log backup time.

For more information on configuring transaction log backup, see Microsoft SOL Server Transaction Log
Settings.

In the Restore tosection, select the Alternative location option.
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7. Click Restore.

Reports Jobs

Machines Files Requests

Configuration

Mailbox Items SQL Database Oracle Database PostgreSQL Instance

SQL server:

MSSQLO2A Q, | Pick from List. 4D History

Database to restore: Restore point:

= MSSQLO2\ (mssqloz) 3/6/2023 05:07:10 am =
db1
db2
Point in time:
HR
m
Sales Restore to:

() original location

(®) Alternative location

e Restore state as of 3/6/2023 05:06:30 am to alternative
location
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Step 2. Specify Target Server

At the Target Server step of the wizard, specify settings to connect to the target server and the database.

1. In the Target Server section, enter the name of the Microsoft SQL Server or Microsoft SQL Server instance
in the <server IP or FQDN> |<instance name> format, and credentials of the account that will be used to
connect to the target server.

If the SQL Server instance is assigned a custom port, and Microsoft SQL Browser is not running on the
machine, specify the instance port in the following format: <server /P or FQDN>,<port>.

2. Inthe Target Database section, specify the following database connection settings:
a. In the Databasefield, enter the name of the target database.

b. To use a separate account for connection to the target database, select the Use the following
credentials to access the database check box and specify credentials of the necessary account.

c. To use Microsoft SQL Server authentication when connecting to the database, select the Use SQL
Server authentication check box.

SQL Restore x

Target Server Specify credentials for the target server

Target Server

Files

Server Name:

ALPHA

User Name: Password:

techvadministrater | ] sessssaen

Target Database

Databasze:

Accountsystem01

I:‘ Use the following credentials to access the database:
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Step 3. Specify AlwaysOn Restore Settings

The SQL Server Always On step of the wizard is availableif the specified target SQL Server supports AlwaysOn
Availability Groups.

At this step of the wizard, you can add the restored database to an Availability Group.

1. Select the Add the database to the following Availability Group check box and select an availability group
from the drop-down list.

2. Inthe Database will be replicated to the following nodes list, review information about the primary and
secondary nodes of the availability group.

During the restore process, Veeam Backup & Replication will restore the database to the primary server
and then replicate it to secondary nodes.

If you do not plan to use the AlwaysOn capabilities when restoring a database, clear the Add the database to the
following Availability Group check box.

SQL Restore

Target Server Specify Always On cluster restore parameters

L EE R AR = Add database to the following Availability Group:

Files ADN1 bt

Database will be replicated to the following nodes:
— Primary
ALPHA
— Secondary
ALPHA_2

ALPHA_3

Previous Cancel
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Step 4. Specify Files Location

At the Filesstep of the wizard, you can specify paths to databasefiles on the target server. You can specify
separate target locations for the primary database file and secondary database file with logs. Then, click Finish

to start the restore operation.

To view the status of the restore process, on the Itemstab, click History.

SQL Restore x

Target Server Specify the target location for database files

Files Primary database file
chdatahaccountsystemdat.mdf
Secondary database and log files
chdatataccountsystemlog.Idf
BLOB stores

chdatavfilestream

Previous Finish Cancel
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Restoring Oracle Databases

With Veeam Backup Enterprise Manager, you can restore
To restore an Oracle database, follow one of the following scenarios:

Restore to the original location — to restore an Oracle instance to the original location with the same
settings.

Restore with custom settings — restore an Oracle instance to a new location, or to any location but with
different settings.

Before restoring application items, read the considerations and limitations.
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Restore to Original Location

This scenario allows you to restore an Oracle database to the original location.

When performing database restore to the original location, a temporary iSCSI connection is established between
the target Oracle server (it acts as an iSCSI initiator) and mount server associated with the backup repository (it
acts as an iSCSI target). For that, Veeam opens a TCP port from the port range 3260-3270; it closes this port
after restore session is over.

Consider that user credentials for carrying out the restore procedure will be picked as follows:

1. Veeam Backup Enterprise Manager will try to use the account of the backup job that contains the Oracle
server machine or the account you are currently logged in.

2. If this account does not have sufficient rights to perform the restore procedure (for example, in case of
imported backup), you will be prompted to supply the necessary credentials. Make sure the account has
access to the original machine guest OS (Windows or Linux); if restoring an Oracle 12 Database on
Windows server, then you may need to enter password for Oracle home.

The security role specified for this account in Enterprise Manager must allow the user to restore Oracle
databases. For more information, see Configuring Permissions for File and Application Item Restore.

To restore an Oracle database, take the following steps:
1. Open the Itemstab and click Oracle Database.
2. Inthe Server field, enter a name of the Oracle server hosting the databaseyou need to restore.
Alternatively, click the Pick from List link to select a machine from the list of available Oracle backups.
3. From the Database to restore list, select Oracle home and the database you need.

4. To specify a restore point from which to restore the database, in the Restore point field, click the calendar
icon and select the necessary date when backup was performed and a restore point created on that date.
By default, the latest valid restore point is selected.

5. For a database backed up with transaction log backup turned on, you can also select the necessary point in
time using the Pointintimeslider. The slider displays the following timestamps (relative to the currently
selected restore point):

o The beginning point refers to the previous restore point of the Oracle machine that contains the
selected database backup. If the previous restore point (server backup) is not found, or the database
backup does not exist in it, then the beginning point refers to the current restore point.

o The ending point refers to the next restore point that contains the selected database backup. If the
next restore point (serverbackup) and the associated transaction log backup are not found, or if the
database backup does not exist in the server backup, then the ending point will refer to the current
restore point. If the next restore point (server backup) is not found, but the transaction log backup
exists for the preceding period, then the ending point refers to the latest log backup time.

For more information on configuring transaction log backup, see Oracle Archived Redo Log Settings.
6. Inthe Restore tosection, select the Original location option.

7. Click Restore.
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To view a restore session log, click History.

Reports Jobs Machines Files Requests Configuration
Mailbox Items SQL Database Oracle Database PostgreSQL Instance
Server:
winercl01.tech.local Q, | Pick from List. 4D History
Database to restore: Restore point:
<-B winorclot.tech.local 3/5/2023 10:04:54 pm ] |

< i OraDB19Home1
Ll ord
= Point in time:
304

Restore to:

(@) Original location

() Alternative location

e Restore state as of 3/5/2023 10:04:54 pm to original
location
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Restore with Custom Settings

You can use this scenario to restore a PostgreSQL instance to a new location, or to any location but with
different settings.

To restore an Oracle database with custom settings, use the Oracle Restore wizard.
1. Launch the Oracle Restore wizard.
2. Specify a target server.
3. Specify Oracle home settings.

4. Specify databasefiles location.
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Step 1. Launch Oracle Restore Wizard

To launch the Oracle Restore wizard, do the following:
1. Open the Itemstab and click Oracle Database.

2. Inthe Server field, enter a name of the Oracle server hosting the databaseyou need to restore.

Alternatively, click the Pick from List link to select a machine from the list of available Oracle backups.

3. From the Database to restore list, select Oracle home and the database you need. Consider that user
credentials for carrying out the restore procedure will be picked as follows:

a. Veeam Backup Enterprise Manager will try to use the account of the backup job that contains the
Oracle server machine, or the account which is currently logged in.

b. If this account does not have sufficient rights to perform the restore procedure (for example, in case
of imported backup), you will be prompted to supply the necessary credentials. Make sure the
account has access to the original machine guest OS (Windows or Linux); if restoring an Oracle 12
Database on Windows server, then you may need to enter password for Oracle home.

4. To specify a restore point from which to restore the database, in the Restore point field, click the calendar
icon and select the necessary date when backup was performed and a restore point created on that date.
By default, the latest valid restore point is selected.

5. For a database backed up with transaction log backup turned on, you can also select the necessary point in

time using the Pointintimeslider. The slider displays the following timestamps (relative to the currently
selected restore point):

o The beginning point refers to the previous restore point of the Oracle machine that contains the
selected database backup. If the previous restore point (server backup) is not found, or the database
backup does not exist in it, then the beginning point refers to the current restore point.

o The ending point refers to the next restore point that contains the selected database backup. If the
next restore point (server backup) and the associated transaction log backup are not found, or if the
database backup does not exist in the server backup, then the ending point will refer to the current
restore point. If the next restore point (server backup) is not found, but the transaction log backup
exists for the preceding period, then the ending point refers to the latest log backup time.

For more information on configuring transaction log backup, see Oracle Archived Redo Log Settings.

6. Inthe Restore tosection, select the Alternative location option.
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7. Click Restore.

Reports Jobs Machines Files Requests Configuration
Mailbox Items SQL Database Oracle Database PostgreSQL Instance
Server:
winercl01.tech.local Q, | Pick from List. 4D History
Database to restore: Restore point:
<-B winorclot.tech.local 3/5/2023 10:04:54 pm ]

< i OraDB19Home1
Ll ord
= Point in time:
304

Restore to:

() original location

(®) Alternative location

e Restore state as of 3/5/2023 10:04:54 pm to alternative
location
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Step 2. Specify Target Server

At the Target Server step of the wizard, specify connection settings required to access the target Oracle server.
The set of connection settings depends on the OS type of the target server: Windows or Linux.

Windows-Based Oracle Server

For databaserestore to a Microsoft Windows server, specify the following connection settings:

1. In the DNS name or IP address field, enter a DNS name or IP address of the target Microsoft Windows
server.

2. Inthe Accountand Password fields, specify credentials of the account that will be used for connection
with the target Windows-based Oracle server.

Consider the following:
e The user account must be a member of the local Administrator group and have sysdba privileges.

e The user account must be granted appropriate permissions to access Oracle databases; Read and Writeare
minimum required, Full Control is recommended.

e To copy archived logs to the specified server, the user account must be granted sufficient permissions to
access the administrative share.

Oracle Restore X

Target Server Specify credentials for the target Windows server

Target server
Cracle

DMNS name or IP address:
Database Files
servd3.tech.local

Specify account to connect to the server with

AcCcount:

administrator

Password:

----------
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Linux-Based Oracle Server

For databaserestore to a Linux server, specify the following connection settings:

—_

In the DNS name or IP address field, enter a DNS name or IP address of the target Linux server.

2. Inthe SSH port field, specify a port number of the target Oracle server (by default, port 22 is used).

3. Inthe Accountfiled, specify an account under which to connect to the specified server.
4. Inthe Password field, enter the password.
5. If a private key is required to connect to the selected server, do the following:

a. Select the Private key is required for this connection check box.
b. In the Private key filed, specify a key.

To select a key, click Browse and select a key.
c. Inthe Passphrase field, enter the passphrase.

6. If you have specified a non-root account that does not have root permissions on the target server, do the
following.

a. To provide a non-root user with root account privileges, select the Elevate specified account to root
check box.

b. To add the user account to the sudoers file, select the Add account to the sudoers file automatically
check box. Inthe Root password field, enter the password for the root account.

If you do not enable this option, you will have to manually add the user account to the sudoers file.

c. If the sudo command is not available or may fail on the target Linux server, you have an option to use
the su command instead. To enable the su command, select the Use "su" if "sudo" fails check box and
in the Root password field, enter the password for the root account.

Veeam Backup & Replication will first try to use the sudo command. If the attempt fails, the su
command will be used.
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Consider that the user account must be a member of the dbagroup.

Oracle Restore X

Target Server Specify credentials for the target Linux server

Target server
Oracle

DMS name or IP address: Port:

Database Files
linorclol 22

Specify account to connect to the server with

Account: Password:

aracle

|:| Private key is required for this connection

1]
=]

Elevate specified account to root

|:| Add account to the sudoers file automatically

|:| Use "su" if "sudo” fails
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Step 3. Specify Oracle Home Settings

At the Oracle step of the wizard, specify Oracle home settings.

1. In the Oracle home field, specify Oracle home.

2. Inthe Global database name field, specify a full name of the databaseincluding its network domain.
3. Inthe Oracle SIDfield, specify the database system identifier.

If a database with the specified SID exists on the target Oracle home, the restore process will delete it and
replace with the database from backup. Thus, before starting the restore process, a message will be
displayed, asking you to confirm the operation.

Oracle Restore X

Target Server Specify Oracle home settings for the target server

Cracle home:
COracle
OraDB12Home1 w

Database Files Global database name:

orclot.tech.local

Oracle SID:

orcldl

Previous MNext
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Step 4. Specify Database Files Location

At the Database Files step of the wizard, specify paths to databasefiles on the target server. Then, click Finish
to start the restore operation.

To view the status of the restore process, on the Itemstab, click History.

Oracle Restore X

Target Server Specify location for the database files on the target server

Oracle Control files
CAAPPVADMINISTRATORMORADATAVerclO1\CONTROLO1.CTL

Database Files
CAAPPVADMINISTRATORMORADATANGrClOT\CONTROLO2.CTL

Data files

CAAPPVADMINISTRATORMORADATANOrCIONSYSTEMO1.DBF
CAAPPVADMINISTRATORVORADATANGrcl01\PDBSEEDASYSTEMO1.DBF
CAAPPVADMINISTRATORMORADATAVOrClO1\SYSALXO1.DBF
CAAPPVADMINISTRATORVORADATAVorclO1\PDBSEEDASYSAUXO1.DBF
CAAPPVADMINISTRATORVORADATA\OrclO1NUNDOTESO1.DBF
CAAPPVADMINISTRATORMORADATAVerclO1\PDBSEEDNUNDOTESD1.DEF
CAAPPVADMINISTRATORVORADATAVerclO1\WUSERSD1.DBEF
CAAPPVADMINISTRATORMORADATANOrClONORCLPDB\SYSTEMO1.DBF
CAAPPVADMINISTRATORVORADATAOrcl01VORCLPDBASYSAUX01.DBF
CAAPPVADMINISTRATORVORADATA\erclO1ORCLPDBVUNDOTESO1.DBF

CAAPPVADMINISTRATORVORADATAVorclO1\VORCLPDBWUSERSO1.DBF -

Previous Finish Cancel
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Restoring PostgreSQL Instances

With Enterprise Manager you can restore PostgreSQL data at the instance level. To restore a PostgreSQL
instance, follow one of the following scenarios:

e Restore to the original location — to restore a PostgreSQL instance to the original location with the same
settings.

e Restore with custom settings — restore a PostgreSQL instance to a new location, or to any location but
with different settings.

Before restoring application items, read the considerations and limitations.
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Restore to Original Location

This scenario allows you to restore a PostgreSQL instance to the original location.

Consider that user credentials for carrying out the restore procedure will be picked as follows:

1.

Veeam Backup Enterprise Manager tries to use the account specified in the backup job that contains the
PostgreSQL machine or the account you are currently logged in.

If this account does not have sufficient rights to perform the restore procedure (for example, in case of
imported backup), you will be prompted to provide the necessary credentials.

For more information on the account roles in Veeam Backup Enterprise Manager that allow a user to
restore PostgreSQL, see Configuring Permissions for File and Application Item Restore.

To restore a PostgreSQL instance to the original location, take the following steps:

1.

2.

7.

Open the Items taband click PostgreSQL Instance.
In the Server field, enter a VM name where the necessary PostgreSQL instance resides.
Alternatively, click the Pick from List link to select from the list of available PostgreSQL machine backups.

From the Instance to restore list, select a PostgreSQL instance you need.

To specify a restore point from which to restore the instance, in the Restore point field, click the calendar
icon and select the necessary date when backup was performed and a restore point created on that date.
By default, the latest valid restore point is selected.

To view a list of databasesincluded in the restore point, click Show databases.

For PostgreSQL instances with transaction log backup turned on, you can also select the necessary point in

time using the Pointintimeslider. The slider displaysthe following timestamps (relative to the currently
selected restore point):

o The beginning point refers to the previous restore point of the PostgreSQL machine that contains the
selected database backup. If the previous restore point (server backup) is not found, or the database
backup does not exist in it, then the beginning point refers to the current restore point.

o The ending point refers to the next restore point that contains the selected database backup. If the
next restore point (server backup) and the associated transaction log backup are not found, or if the
database backup does not exist in the server backup, then the ending point will refer to the current
restore point. If the next restore point (server backup) is not found, but the transaction log backup
exists for the preceding period, then the ending point refers to the latest log backup time.

For more information on configuring transaction log backup, see PostgreSQL Archive Log Settings.

In the Restore tosection, select the Original locationoption.

8. Click Restore.
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To view a restore session log, click History.

Reports Jobs Unstructured Data Machines Files Requests ECH\sheila.d.cory Configuration
Mailbox Items SQL Database Oracle Database PostgreSQL Instance
Server:
rhelo1 Q, | Pick from List. 4D History
Instance to restore Restore point:
B rhelo1 2/9/2023 04:39:36 pm ]

i Emrhelo1:5433

i Emrhelo1:5434

*-Elg rhel01:5435

Restore to

(@) original location

() Alternative location

Restore state as of 2/0/2023 04:44:44 pm to original
Restore =
location
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Restore with Custom Settings

You can use this scenario to restore a PostgreSQL instance to a new location, or to any location but with
different settings.

To restore a PostgreSQL instance with custom settings, use the PostgreSQL Restore wizard.
1. Launch the PostgreSQL Restore wizard.
2. Specify a target server.
3. Specify restore settings.

4. Specify location for database tablespaces.
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Step 1. Launch PostgreSQL Restore Wizard

To launch the PostgreSQL Restore wizard, do the following:
1. Open the Itemstaband click PostgreSQL Instance.
2. Inthe Server field, enter a VM name where the necessary PostgreSQL instance resides.
Alternatively, click the Pick from List link to select from the list of available PostgreSQL machine backups.
3. From the Instance to restore list, select a PostgreSQL instance you need.

4. To specify a restore point from which to restore the instance, in the Restore point field, click the calendar
icon and select the necessary date when backup was performed and a restore point created on that date.
By default, the latest valid restore point is selected.

5. To view a list of databasesincluded in the restore point, click Show databases.

6. For PostgreSQL instances with transaction log backup turned on, you can also select the necessary point in
time using the Pointintimeslider. The slider displays the following timestamps (relative to the currently
selected restore point):

o The beginning point refers to the previous restore point of the PostgreSQL machine that contains the
selected database backup. If the previous restore point (server backup) is not found, or the database
backup does not exist in it, then the beginning point refers to the current restore point.

o The ending point refers to the next restore point that contains the selected databasebackup. If the
next restore point (server backup) and the associated transaction log backup are not found, or if the
database backup does not exist in the server backup, then the ending point will refer to the current
restore point. If the next restore point (server backup) is not found, but the transaction log backup
exists for the preceding period, then the ending point refers to the latest log backup time.

For more information on configuring transaction log backup, see PostgreSQL Archive Log Settings.
7. Inthe Restore tosection, select the Alternative location option.

8. Click Restore.

E@ Dashboard Reports Jobs Policies Unstructured Data Machines Files Requests @ TECH\sheila.d.cory v @ Configuration @

Mailbox Items SQL Database Oracle Database PostgreSQL Instance

Server:
rhelo1 Q| pickfrom List.. 4D History
Instance to restore: Restore point:
2.8 rhelo1 2/9/2023 04:39:36 pm ]

L. Eg rhelo1:5423

B show databases

rhelo1:5435
& Point in time: [ ]}

19/2023 04:40:32 pm 2/9/2023 04:47:02 pm

Restore to:

() original lacation

(®) Alternative location

Restore state a5 of 2/9/2023 04:44:44 pm o alternative
Restore 9
location
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Step 2. Specify Target Server

At the Target Server step of the wizard, specify settings for connection to the target PostgreSQL server.

1. In the Target Server section, enter a DNS name or IP address of the target server, as well as an SSH port
(by default, port 22 is used).

2. Specify credentials of the account that will be used to connect to the target server:
a. In the Accountfield, specify the account name.
b. In the Password field, specify the account password.

c. If you want to use a Linux private key for this connection, select the Private key is required for this
connection check box and specify the following private key settings:

i. In the Private key field, specify a file that contains a private key.
ii. Inthe Passphrase field, enter the passphrase used to decrypt the private key.

d. If you have specified a non-root account that does not have root permissions on the target server,
select the Elevate specified account to root check box.

The account must have root privileges to mount the backed up file system to mount the backed up
file system to the target server and to communicate with PostgreSQL.

i. To addthe user account to the sudoers file, select the Add account to the sudoers file
automatically check box. In the Root password field, enter the password for the root account.

If you do not enable this option, you will have to manually add the user account to the sudoers
file.
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PostgreSQL Restore X

Target Server

Restore Options

Tablespaces

If you plan to use the account to connect to Linux servers where the sudo command is not
available or may fail, you have an option to use the su command instead. To enable the su
command, select the Use "su" if "sudo" fails check box and in the Root password field, enter the

password for the root account.

Veeam Backup & Replication will first try to use the sudo command. If the attempt fails,
Veeam Backup & Replication will use the su command.

Specify credentials for the target Linux server
Target server
DMNS name or IP address: Port:
rheld1 22
Specify account to connect to the server with
Account: Password:
root | eeeere
D Private key is required for this connection
et private key from file] B e
D Elevate specified account to root
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Step 3. Specify Restore Settings

At the Restore Settings step of the wizard, specify instance folder and instance port.
1. In the Data directory field, specify a path to the directory where the restored instance data will be stored.
2. Inthe Instance portfield, specify a TCP port that will be used to connect to the instance.

3. Select one of the following post-restore actions that the PostgreSQL server must take after the instance is
restored. For more information, see the Specify Post-Restore Action section of the Veeam Explorers User
Guide.

o Select Promote the instance to accept connections once the recovery is completed to make the
PostgreSQL instance available for connections.

o Select Pause the recovery process and keep the instance in a recovery mode to make the PostgreSQL
instance run but not accepting incoming remote TCP connections.

o Select Shut down the instance once recovery is completed to make the PostgreSQL instance stop
upon recovery.

PostgreSQL Restore X

Target Server Specify PostgreSQL instance restore settings and the data directory path

Data directory:
Restore Options

fvar/lib/pgsgl/13/data
Tablespaces Instance port:

~

3436 -

Post-restore actions:

(__J Promote the instance to accept connections once the recovery is completed

EEJ Pause the recovery process at the end a2nd keep the instance in a recovery mode

() Shut down the instance once the recovery is completed

Previous Mext Cancel
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Step 4. Specify Tablespaces

At the Tablespaces step of the wizard, enter paths of directories where database tables will be stored. Then,
click Finish tostart the restore operation.

To view the status of the restore process, on the Itemstab, click History.

PostgreSQL Restore X

Target Server Specify a location for tablespaces
Restare Options backup
Mvar/lib/pgsglitblspaces
Tablespaces
docs
Mar/lib/pgsqgl/tblspace5

sales

Mvar/lib/pg=qgl/tblspaced

Previous Finish Cancel
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Veeam Agents Support

Veeam Backup Enterprise Manager allows you to browse and restore guest OS files and application items from
backups created with the following Veeam Agents:

e Veeam Agent for Microsoft Windows
e Veeam Agent for Linux (Veeam Agent for Linux on Power is not supported)
e Veeam Agent for Mac
e Veeam Agent for Oracle Solaris
e Veeam Agent for IBM AlX
NOTE
File restore from backups of Veeam Agent for Mac, Veeam Agent for Oracle Solaris and Veeam Agent for
IBM AlIX to the original location is not available.
Before you start browsing or restore, check the following prerequisites:

e You have the Enterprise or Enterprise Plus edition of Veeam Backup & Replication.

e For 1-Click restore of guest OS files and for restore of application items, you must have the Server edition
of Veeam Agents. For more information, see Product Comparison.

NOTE

You can work with both Veeam Agent backup jobs managed by Veeam Agent and Veeam Agent backup
jobs managed by the backup server. For more information on Veeam Agent backup jobs and policies, see
the Working with Veeam Agent Backup Jobs and Policies section of the Veeam Agent Management Guide.

In This Section

e Guest File Browsing and 1-Click Restore

e Application Item Restore
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Guest File Browsing and 1-Click Restore

If you have Veeam Backup & Replication and Veeam Agent that both meet the prerequisites, you can browse,
search and restore guest OS files from the backups created by Veeam Agent.

In This Section

e Preparing for File Browsing and Restore

e Browsing and Restore Procedures
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Preparing for File Browsing and Restore

You can browse and restore files from a backup of a physical server created by Veeam Agent with or without
enabling guest OS file indexing. Take some preparatory steps for the server processed by Veeam Agent:

e Preparing for restore from a Windows Server backup

e Preparing for restore from a Non-Windows Server backup
Windows Server

Preparing Backup

You can restore files from a backup of a physical Windows server created with or without indexing.
To preparea backup with guest file indexing:

1. Enable guest file system indexing on the Guest Processing step of the backup job wizard.

2. Run the backup job with guest file system indexing enabled.

3. Make sure the indexing data is imported to the Veeam backup database, and catalog replication is
completed successfully. For details, see the Performing Catalog Replication and Indexing section.

If you restore files from anindexed guest OS, you do not need to mount the restore point for browsing purposes
— file hierarchy is presented using the index. The restore point will be only mounted once (during 1-Click file
restore process itself) — to the mount server associated with backup repository where Veeam Agent backups are
stored.

Alternatively, you can process the backups created without guest file system indexing — for example, if indexing
was disabled at restore point creation time, or if indexing operation failed. For such a server, its selected restore
point first will be mounted (for the browsing and search purposes) to the Veeam backup server integrated with
Veeam Agent. After you locate the necessary file and initiates 1-Click file restore, the restore point will be
mounted to the mount server associated with the repository.

Other Prerequisites

During guest file restore to the original location, you are prompted for the credentials to access the target
Windows server. Enter a user name and password; make sure that the account has sufficient access rights.

Non-Windows Server

Preparing Backup

You can restore files from a backup of a physical server created with or without indexing.

NOTE

Veeam Agent for Mac and Veeam Agent for Linux on Power do not support file system indexing.
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To preparea backup with guest file indexing:

1. Check for the following utilities to be installed on the server: mlocate, gzip, and tar. These utilities are
required for file indexing. When you enable file indexing, Veeam Agent will prompt you to deploy them in
case they are not found.

2. Enable guest file system indexing in the backup job settings.

For more information, see the File System Indexing section of the following guides:
o Veeam Agent for Linux User Guide
o Veeam Agent for Oracle Solaris User Guide
o Veeam Agent for IBM AIX User Guide
3. Run the backup job with guest file system indexing enabled.

4. Make sure the indexing data is imported to Veeam backup database, and catalog data replication is
completed successfully. For more information, see Performing Catalog Replication and Indexing.

Whether you restore from a backup with or without guest file indexing, prepare a machine to operate as a helper
host or helper appliance.

Preparing Helper Host or Helper Appliance

When restoring guest OS files, Veeam Backup & Replication mounts machine disks from the backup or replica to
a mount server (helper host or helper appliance). For the mount server, you can use a machine running on
VMware or Microsoft Hyper-V. You specify mount server settings on the backup server when you configure a
backup job for the machine. These settings are saved in the Veeam Backup & Replication database on per-user
basis. The settings are applied each time the user starts file-level restore. For more information on the helper
host and helper appliance, see the Guest OS File Restore section of the Veeam Backup & Replication User Guide.

When you start guest OS file restore from Veeam Backup Enterprise Manager, the mount server settings are
obtained from the configuration database of the backup server. If no helper host or helper appliance
configuration is found for the user account, Veeam Backup & Replication uses the configuration set during the
latest file-level restore performed on the backup server. Thus, before you start file-level restore from
Enterprise Manager, make sure the mount server settings are configured on the backup server with which
Veeam Agent is integrated.

NOTE

If you plan to deploy multiple helper appliances to restore machines backed up by Veeam Agents
integrated with different backup servers, their initial configuration must be performed on the backup
servers. Centralized configuration from Veeam Backup Enterprise Manager is not supported.

Other Prerequisites

1. Make sure that the DNS name of the target (original) server where you plan to restore the files is resolved
properly.

2. During guest file restore to the original location, you are prompted for the credentials to access the target
server. Specify a user name and password or private key for the account with sufficient access rights.
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Browsing and Restore Procedures

To browse guest OS files in a physical server backup:
1. In the Enterprise Manager main window, click the Files tab.

2. Select a necessary server. You can type in a server name or pick it from the list. Note that server icons
indicate server OSes.

Select Object X

Q Y Type (all) {0 Refresh

D'T'] apache0?2
E| appsrv0ol
D'T'] crmO

D'T'] dbserverdl
D'T'il desktop03
El- FILESRVO1
D'T'] filesrv04
El- FILESRV04
D'T'] Sandbox01
E:- snvl2.tech.local
D'T'] websreD2

il \\srv12\share (Shared Files Backup)

Select Cancel

3. If the serveris backed up without guest indexing, click Mount Backup and wait for the process to
complete.

4. In the Restore point field in the upper-left corner of the Files tab, select a necessary date of backup and a
restore point. Note that the dates when backup of the selected server was performed are highlighted in
the calendar.

5. To searchfor a file, take the steps similar to the Searching for Guest OS Files in Machine Backups
procedure.

6. To restore a file, take the steps similar to the Performing 1-Click File Restore procedure.
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NOTE

File restore from backups of Veeam Agent for Mac, Veeam Agent for Oracle Solaris and Veeam Agent for
IBM AIX to the original location is not available.

IMPORTANT

When restoring files to the original location, you are prompted for user credentials to the target machine.
Make sure the account you provide has sufficient access rights.
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Application Item Restore

If your Veeam Backup & Replication is integrated with the Server edition of Veeam Agent, and other
prerequisites are met, you can use the backups of the physical application servers to restore the necessary
application items.

To restore application items, take the steps described in the following sections:
e Restoring Microsoft Exchange Items
e Restoring Microsoft SQL Server Databases
e Restoring Oracle Databases

e Restoring PostgreSQL Instances
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vSphere Self-Service Backup Portal

Veeam Backup & Replication allows backup administrators to delegate VM backup and restore operations to
VMware vSphere users. For that, Veeam Backup & Replication offers vSphere Self-Service Backup Portal — a web
tool based on Veeam Backup Enterprise Manager. With the portal, users can create and manage backup jobs that
process VMware vSphere VMs and restore data from backups created with these jobs. All operations are
performed from the web Ul without the need to deploy the Veeam Backup & Replication console on the user
machine.

To define what VMs vSphere users can back up and restore, Veeam Backup Enterprise Manager offers the
concept of delegation mode. The delegation mode specifies conditions that must be met to allow a user to add a
VM to the backup job. The administrator can choose from 3 delegation modes based on vSphere tags, vSphere
roles or VM privileges. For more information, see Configuring Delegation Mode.

In terms of vSphere Self-Service Backup Portal, a vSphere user that works with the portal is considered a tenant.
To access the portal, a tenant uses the tenant account created by the Enterprise Manager administrator. The
administrator can create tenant accounts for a separate vSphere user and a group of users. Tenant account
settings define storage quota available to the tenant in the backup repository and settings for backup jobs
created by the tenant. For more information, see Managing Tenant Accounts.

To simplify backup job management for tenants, advanced job settings (such as backup settings and storage
settings) are automatically populated from job templates. The administrator can assign a separate template to
each tenant account.

When working with vSphere Self-Service Backup Portal, you can perform the following tasks:
e Administrator tasks

e Tenant tasks

Administrator Tasks

To let tenants work with vSphere Self-Service Backup Portal, the Enterprise Manager administrator performs the
following tasks:

1. Configures the delegation mode

The default delegation mode allows tenants to access VMs with the VirtualMachine./nteract. Backup
privilege. The administrator can change the delegation mode, if necessary.

2. Creates and manages tenant accounts

By default, Veeam Backup Enterprise Manager offers a group tenant account for users of the domain that
includes the Enterprise Manager server. Each user can access the portal and use a 30 GB quota on the
default backup repository to create VM backups. Users can create backup jobs with default advanced
settings and custom schedule. The administrator can edit settings of the default account and create other
accounts to configure granular access to storage quotas and backup settings.

Tenant Tasks

Tenants access the vSphere Self-Service Backup portal using the portal URL obtained from the Veeam Backup
Enterprise Manager administrator. Tenants can log in to the portal under a domain user account or single sign-
on account. For more information, see Using vSphere Self-Service Backup Portal.

Tenants can use the portal to work with vSphere VMs that are available to them according to the selected
delegation mode. VM backup settings are defined by the properties of the tenant account.
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Tenants can use vSphere Self-Service Backup Portal to perform the following operations:

Create and manage backup jobs that process vSphere VMs.

View VM backup statistics.

Restore vSphere VMs to the original location.

Restore files from indexed and non-indexed guest OS file systems of vSphere VMs.

Perform item-level restore for Microsoft SQL Server and Oracle databases.

For more information, see Using vSphere Self-Service Backup Portal.

In This Section

Configuring Delegation Mode
Managing Tenant Accounts

Using vSphere Self-Service Backup Portal
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Configuring Delegation Mode

To define what VMs the tenants of vSphere Self-Service Backup Portal can back up and restore, the Enterprise

Manager administrator can configure the delegation mode. The delegation mode specifies conditions that must
be met to allow a tenant to add a VM to the backup job.

Before you configure the delegation mode, make sure the following requirements are met:

If you have configured a single sign-on service to access vSphere Self-Service Backup Portal, you must use
the delegation mode based on vSphere tags only. For more information on single sign-on, see SAML
Authentication Support.

The vSpheretabis not displayed if all your vCenter Servers are added as part of VMware Cloud Director
infrastructure and you do not have any tenant accounts that were previously added for one of the VMware
vCenter Servers.

If you change the delegation mode when tenants already work with vSphere Self-Service Backup Portal,
tenants can lose access to VMs that were available to them according to the original delegation mode.
Make sure that the necessary tags, roles or privileges are configured in VMware vSphere.

To configure the delegation mode, take the following steps:

1.

2.

Log in to Veeam Backup Enterprise Manager using an administrative account.
To open the Configuration view, click Configuration inthe upper-right corner.

In the Configuration view, select the Self-service section.

The Self-service section is availableif you have added to Enterprise Manager at least one backup server
with a vCenter Server as part of its infrastructure.

If a VMware Cloud Director server is added to your backup infrastructure, make sure that the vSphere tab
is selected.

In the Delegation Mode window, select a delegation mode:

o vSphere tags — to allow tenants to work with VMs to which the specified tags are assigned. If you
select this option, you must specify the necessary tags in the properties of the tenant account. You
can specify tags for each tenant account individually. For more information, see Adding Tenant
Account and Editing Tenant Account.

NOTE

To enable your tenants to restore entire VMs to a new location, you must assign the specified
tags to all VMware vSphere parent objects in the target location, including the host, VM folder,
resource pool, datastore and network.

o vSphererole —to allow tenants to work with VMs that are available to the specified vSphere role.
To specify a vSphere role:
i. Next to the vSphere role option, click Select Role.

Alternatively, if you have already selected a role before, click the name of the currently selected
role.

ii. Inthe Select Rolewindow, select the required vSphere role.

iii. Click OK.
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o VM privilege — to allow tenants to work with VMs for which they have the specified vSphere privilege.
To select a vSphere privilege:

i. Inthe VM privilege field, click the name of the currently selected privilege. By default, the
VirtualMachine.Interact. Backup privilege is selected.

ii. Inthe Select Privilege window, select the required privilege.
iii. Click OK.

6. Click OK to apply the changes.

Delegation Mode X

[ @ | vSphere tags

Usars can manage all Vs with tags specified in the
corresponding self-service configuration.

() vsphere role: Select Role.

Usars can manage all VMs for which they have the specified
vaphere role assigned.

'Z__:Z' VM privilege: SelectP

-

1+
oy

2.

Usars can manage all VMs for which they have the specified

vSphere permission.
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Managing Tenant Accounts

Veeam Backup Enterprise Manager offers the following types of vSphere Self-Service Backup Portal tenant
accounts: User, Group, External User and External Group.

[ ]

o Windows-based
User AD user By specifying a user name and

password Enterprise Manager:

DOMAIN|Username
(domain is optional)

e Linux-based Enterprise
Manager:
Username@DOMAIN
(domain is mandatory
for AD users)

o e Windows-based
Group AD group By specifying a user name and

password Enterprise Manager:

DOMAIN|Groupname
(domain is optional)

e Linux-based Enterprise
Manager:
Groupname@DOMAIN
(domain is mandatory
for AD groups)

External User IdP user By using single sign-on* Username@5Suffix

External Group IdP group By using single sign-on* Free-form string

* Formore information on thesingle sign-on capability, see SAML Authentication Support.

NOTE

You cannot create a vSphere Self-Service Backup Portal tenant account for a local user account.

Veeam Backup Enterprise Manager administrators can perform the following tasks with the tenant accounts:
e Addanew tenant account
e Editan already created tenant account
e Exporta report on the created tenant accounts

e Remove a tenant account
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Adding Tenant Account

Veeam Backup Enterprise Manager offers the default Domain Users account for vSphere Self-Service Backup
Portal tenants. Itis a group account that includes all users from the Enterprise Manager server domain. To
configure granular access to storage quotas and backup settings, the Enterprise Manager administrator can add
new tenant accounts.

Before you add a tenant account, consider the following:

If you plan to provide a user with access to vSphere Self-Service Backup Portal only, and not to the main
Enterprise Manager Ul, you do not need to configure anaccount for this user on the Rolestab of the
Configuration view.

The vSpheretabis not displayed if all your vCenter Servers are added as part of VMware Cloud Director
infrastructure and you do not have any tenant accounts that were previously added for one of the vCenter
Servers.

To add a tenant account for vSphere Self-Service Backup Portal:

1.

2.

Log in to Veeam Backup Enterprise Manager using an administrative account.
To open the Configuration view, click Configuration inthe upper-right corner.

In the Configuration view, select the Self-service section.

The Self-service sectionis availableif you have added to Enterprise Manager at least one Veeam backup
server with a vCenter Server as part of its infrastructure.

If a VMware Cloud Director server is added to your Veeam backup infrastructure, make sure that the
vSphere tabis selected.

E@ Dashboard Reports Jobs Policies Unstructured Data Machines Files Items Requests @ TECH\sheila.d.cory v @
@ Exit Configuration vSphere Cloud Director
Search by account name Q Y Account Types (All)

0 Backup Servers
TS B* add Edit Remove & Delegation Mode @8 Export T Refresh

Self-service Account 1 Repository Priority Quota  Per-user used

2]
-
@ cmEum A% EnterpriseGroup Default Backup Repository Normal 100GB  No 0
2 Roles
3¢ Settings

@ Licensing

A Notifications
(]

About

From the Typedrop-down list, select a type of the account: User, Group, External Useror External Group.
For more information, see Managing Tenant Accounts.

In the Accountfield, specify an account name in the DOMAIN|Username or Username@Suifix format
depending on the account type. For more information, see Managing Tenant Accounts.

544 | Veeam Backup Enterprise Manager | User Guide | 13.0.1.1071



NOTE
You cannot create a vSphere Self-Service Backup Portal tenant account for a local user account.
8. From the Repository drop-down list, select a target repository that will contain VM backups created by

the tenant. The list includes repositories configured on Veeam backup servers added to Veeam Backup
Enterprise Manager.

Backup repository settings specified at this step will take priority over backup repository settings
prescribed by the selected job template.

NOTE

You cannot assign to tenants Veeam Cloud Connect repositories, as well as NetApp or Nimble
storage systems storing snapshots created by Veeam snapshot-only jobs.

9. In the Quota field, specify the repository storage quota for the tenant account. Choose GBor 7B from the
drop-down list and enter the required quota size.

10. From the Job scheduling drop-down list, select how the job scheduling will be organized. The following
options are available:

o Allow: Tenant has full access to all job scheduling options
o Allow: Tenant can create daily and monthly jobs only

o Deny: Creates daily jobs with randomized start time within the backup window

For tenant backup jobs, the backup window is defined by backup window settings specified in Veeam
Backup Enterprise Manager. Backup window settings specified for the job template that you will
select at the step 12 do not affect tenant jobs. For information on how to specify the backup window
in Enterprise Manager, see Customizing Dashboard Chart.

o Deny: Creates job with no schedule assigned
For more information on job scheduling, see Edit Job Schedule.
11. From the Job priority drop-down list, select a normal or high priority for backup jobs of the tenant.

12. If you have multiple vCenter Servers in your infrastructure and want to provide the tenant account with
access to VMs of specific vCenter Servers only, from the vCenter scope drop-down list, select the
necessary vCenter Servers. By default, the All vCenter Servers options is selected.

13. If you have selected the delegation mode that is based on vSphere tags, in the vSphere tags field, specify
tags assigned to VMs that will be available to the tenant.

For more information on delegation modes, see Configuring Delegation Mode.
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14. If you add a tenant account of the Group or External Group type, select the Assign a separate quota to
each group member check box to provide each user of the group with individual quota on the backup
repository. Each user will be able to work with backup jobs and VM backups created by this user only.
Backups and jobs of other users will not be displayed.

Add X
Type: Group hd
Account: tech.local\Tech Admins

Repaository: Backup Repository 5 (enterprise05.tech.local) ~
Quota: 500 S e v

|ob scheduling: Allow: Tenant has full access to all job scheduling o
|ob priority: High ~

vCenter scope: veenterQ1.tech.local * w

Assign a separate quota to each group member

Show Advanced Job Settings Save

15. Specify advanced settings for backup jobs of the tenant:

a. Click the Show Advanced Job Settings link.
b. In the Advanced job settings section, view the currently used backup job settings.

c. From the Copy from list, select the advanced settings that you want to apply to tenant jobs. For more
information on the specific settings, see the Specify Advanced Backup Settings section of the Veeam
Backup & Replication User Guide.

= Select Default settings to use the default advanced settings as they are shown in the
Veeam Backup & Replication console. This option is applied by default.

= Select <Job name> to use the advanced settings of an existing backup job as a template for
tenant backup jobs. When a tenant creates a backup job on the vSphere Self-Service Backup
Portal, Enterprise Manager will copy the advanced settings from the template and apply them
to the job.

Note that, in the Copy from list, Enterprise Manager displays only VMware vSphere backup jobs
that are configured in advance on a backup server added to Enterprise Manager.

d. To apply the job template, click Apply.
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16. To add the account, click Save.

Add X
Type: Group hd
Account: tech.local\Tech Admins

Repaository: Backup Repository 5 (enterprise05.tech.local) ~
Quota: 500 o eB

|ob priority: High

vCenter scope: veenterQ1.tech.local *

Advanced job settings:
Backup
Backup mode
Create synthetic full backups periodically on
Storage
Enable inline data deduplication
Exclude swap file blocks
Exclude deleted file blocks
Compression level
Storage optimization

vSphere

Lo chanmad Blacl: feaclaime Aot

Copy from: | Default settings

Hide Advanced Job Settings

Assign a separate quota to each group member

Incremental

Saturday

Yes
Yes
Yes
Optimal

Local target

LT

b

|ob scheduling: Allow: Tenant has full access to all job scheduling o

-
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Editing Tenant Account

The Veeam Backup Enterprise Manager administrator can edit tenant accounts configured for vSphere Self -
Service Backup Portal. For example, the administrator changes backup scheduling settings or other settings for
tenant backup jobs.

Consider the following recommendations for modifying tenant account settings for vSphere Self -Service Backup
Portal:

e Make sure to establish a proper connection between the backup server and Enterprise Manager server.
Otherwise, the changes of the tenant account settings will not be saved to the configuration database.

e If you plan to modify job template for a tenant account, remember that the new settings will be applied
only to the new jobs created by the tenant; the changes will not affect existing jobs.

e If you want an existing backup job to create backups in another backup repository instead of the
repository that is currently specified in the properties of the tenant account, do the following:

a. In Veeam Backup Enterprise Manager, specify the new backup repository in the properties of the
tenant account.

b. Move vSphere VM backups created by the tenant to the new repository.

c. In Veeam Backup & Replication, specify the new backup repository in the properties of tenant backup
jobs.

Otherwise, tenant backup jobs will continue creating backups in the former repository.
To change settings of a tenant account:
1. Log in to Veeam Backup Enterprise Manager using an administrative account.
2. To open the Configuration view, click Configuration inthe upper-right corner.

3. Inthe Configuration view, select the Self-service section.

The Self-service sectionis availableif you have added to Enterprise Manager at least one Veeam backup
server with a vCenter Server as part of its infrastructure.

4. If aVMware Cloud Director server is added to your Veeam backup infrastructure, make sure that the
vSphere tabis selected.

5. Select the account you need and click Edit.

6. Inthe Editwindow, edit tenant account settings as required. For more information, see Adding Tenant
Account.
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7. Click Save.

Type Grou

Account tech.localiTech Admins

Repository: Backup Vol 01 (srv12.tech.local) e
Quota: 100 9 GE v

Job scheduling: Allow: Tenant has full access to all job scheduling o+

vCenter scope: 172.17.52.34 X o

vSphere tags: Infrastructure = -

Assign a separate guota to each group member

Advanced job settings:

Backup A
Backup mode Incremental

Create synthetic full backups periodically on Saturday

Storage

Enable inline data deduplication Yes

Exclude swap file blocks Yes

Exclude deleted file blocks Yas

Compression level COptimal

Storage optimization Local target

vSphere hd
PN TR I RO PP S T -

Copy from: Default settings A Apply
Hide Advanced Job Setfings Save
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Exporting List of Tenant Accounts

The Veeam Backup Enterprise Manager administrator can generate a report on tenant accounts configured for
vSphere Self-Service Backup Portal. This report includes information on the account name, backup repository
used by the account, storage quota allocated to the account, and space used by the account.

To generate a report:
1. Log in to Veeam Backup Enterprise Manager using an administrative account.
2. To open the Configuration view, click Configuration inthe upper-right corner.

3. Inthe Configuration view, select the Self-service section.

The Self-service sectionis availableif you have added to Enterprise Manager at least one Veeam backup
server with a vCenter Server as part of its infrastructure.

4. If a VMware Cloud Director server is added to your Veeam backup infrastructure, make sure that the
vSphere tab is selected.

5. Click the Exportlinkin the upper-right corner.

The report is saved to the excelreport.xls file.

& | B | C | D | E |
1 Account | Repository | Quota |Per—user Used space
2 |John Smith Default Backup Repository 40 GB Mo 0.00 GB
3 |Mark Green Default Backup Repository 100GB Mo 0.00 GB
4 |william Fox Default Backup Repository 100 GB - No 0.00 GB
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Removing Tenant Account

The Veeam Backup Enterprise Manager administrator can remove tenant accounts configured for vSphere Self-
Service Backup Portal.

To remove a tenant account:
1. Log in to Veeam Backup Enterprise Manager using an administrative account.
2. To open the Configuration view, click Configuration inthe upper-right corner.
3. Inthe Configuration view, select the Self-service section.

The Self-service section is availableif you have added to Enterprise Manager at least one Veeam backup
server with a vCenter Server as part of its infrastructure.

4. If aVMware Cloud Director server is added to your Veeam backup infrastructure, make sure that the
vSphere tab is selected.

5. Select the account you want to remove.
6. Click Remove.
7. In the Remove configuration window, select necessary options:
o To delete backup jobs created by the tenant, select the Delete jobs check box.

o To delete all backups created by the tenant, select the Delete backup files check box.

If four-eyes authorization is enabled on the backup server, backup files will remain in the backup
repository and become orphaned.

8. To confirm the removal, click Yes.
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Using vSphere Self-Service Backup Portal

vSphere Self-Service Backup Portal is a tool for VMware vSphere users that facilitates operations with delegated
VM protection, including VM restore and files restore. These operations do not require access to the
Veeam Backup & Replication console. For backup and restore operations, tenants access vSphere Self -Service

Backup Portal.

Accessing Portal

To access vSphere Self-Service Backup Portal:

1.  Open your web browser and enter the following addressin the address bar:

https://<EnterpriseManagerServer>/backup

For example:
https://enterpriseOl.tech.local/backup

2. From the drop-down list, select a language that you want to use as the display language. For more
information, see Managing Languages.

3. Log in using your credentials:
o To log in with Enterprise Manager credentials:

i. Inthe Username and Password fields, specify credentials of the domain user for which the
Enterprise Manager administrator created a vSphere Self-Service Backup Portal tenant account.
The username must be provided in the DOMAIN|Username format.

ii. To savethe entered credentials for future access, select the Remain signed in option.
iii. Click Signin.

o To log in with the credentials of the Microsoft Windows account that you are currently signed in on
the machine where you are launching Enterprise Manager, click Sign in as current user option.

o To log in with single sign-on, click Sign inwith SSO. You will be redirected to the login webpage of
the single sign-on service. Complete the sign-in procedure on the login page. If the account is already
authenticated in the single sign-on service, you will immediately access the Enterprise Manager

website.

The Signin with SSO option is available if SAML authentication is configured for Veeam Backup
Enterprise Manager. For more information, see Configuring SAML Authentication Settings.

Working with Portal

You can use vSphere Self-Service Backup Portal to perform the following operations:

e View statistics on backups of vSphere VMs. For more information, see Viewing Self-Service Backup Portal
Statistics.
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e  Work with backup jobs that process vSphere VMs: create and edit backup jobs; examine and export backup
job session data; start, stop and retry backup jobs. For more information, see Managing Backup Jobs.

e Perform backup and restore operations with vSphere VMs. For more information, see Managing VMs.

e Search for files in guest file systems of backed-up VMs and restore the necessary files to the original
location or download them to a local machine. For more information, see Restoring Guest OS Files.

e Perform item-level restore of Microsoft SQL Server and Oracle databases. For more information, see
Restoring Application Items.

NOTE

If the Veeam Backup Enterprise Manager server is added to the Veeam ONE monitoring scope, the restore
operations performed with vSphere Self-Service Backup Portal are included in the Restore Operator
Activity report availablein Veeam ONE.
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Viewing Self-Service Backup Portal Statistics

The Dashboard tab contains statistics on tenant backup infrastructure, including information about protected
VMs, backup jobs, backup storage and the number of jobs that completed successfully, finished with warnings
and errors. You can view statistics for the last 24 hours or last 7 days. To switch between the views, click Last 24
hours or Last 7 days inthe upper-left corner of the working area.

& Self-Service Backup Portal for William Fox tech\william.fox e

Dashboard VMs Files Items

Last 24 hours Last 7 days T Refresh

Protected Jobs Backup Storage Last 24 hours

VMs 3 Jobs 3 Status [V] © Succeeded Jobs 4
Templates 0 Max duration 16 min Quota 100 GB & Warning Jobs 2
Total size 41.1GB Average speed 177 MB/s Used 6.5GB D Error Jobs ]

<)

Throughput (MB/

03:00 pm 05:00 pm 07:00 pm 09:00 pm 11:00 pm 01:00 am 03:00 am 05:00 am 07:00 am 09:00 am 11:00 am 01:00 pm

The Protected block displays the following information:

e VMs —number of VMs successfully processed during the selected period. At least one restore point was
created for these VMs.

e Templates — number of virtual machine templates successfully protected during the specified period.
e Totalsize — totalsize of successfully protected VMs and templates.
The Jobsblock displays the following information:
e Jobs—number of jobs created by the currently logged-in user.
e Max duration — maximum job duration.

e Average speed — average data transfer speed.

The Backup Storage block displays the following information:

e Status— status of the backup storage assigned to the user: Green — more than 10% of storage space is
free; Yellow — less than 10% of storage space is free; Red — no free space on backup storage.

e Quota —storagequota assigned to the user.
e Used—storage quota used by the user.
The Last 24 hours /Last 7 days block reports on job session results for the selected period.

To visualize on-going job data, the Dashboard tab alsocomprises a graph showing time and date when jobs were
performed, and the network throughput rate during the job.
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The highlighted part of the graph represents the configured backup window if this option was specified in the
dashboard settings. For more information, see Customizing Dashboard Chart.
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Managing Backup Jobs

On the Jobs tab of Self-Service Backup Portal, you can perform the following operations with backup jobs:

e Create a new backup job for vSphere VMs

Start, stop and retry jobs

Enable and disable jobs
e Edit backup job settings

e Delete backup jobs

IMPORTANT
e For the vSphere Self-Service Backup Portal tenants, job cloning is not available.
e InvSphere Self-Service Backup Portal, you cannot create and edit jobs managed by backup servers
of earlier major or minor versions. For example, after you upgrade Enterprise Manager to version
13.0, you will not be able to create and edit jobs managed by a backup server with version 12.3. To
resolve the issue, upgrade the backup server as well.

Creating Backup Job

To create a new vSphere backup job:

1. Open the Jobs tab of vSphere Self-Service Backup Portal and click Create.
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2. At the Job Settings step of the wizard, specify the backup job name, description and retention policy

settings. The retention policy defines how many restore points are kept in the backup repository and can
be used for data restore.

For more information, see the Retention Policy section of the Veeam Backup & Replication User Guide.

Create Backup Job x

Specify the job name, description and retention policy

Job Settings
) . Job name:
Virtual Machines
DB Backup
Guest Processing Description:

Backup for Microsoft SQL Server database
Job Schedule

Email Notifications

Retention policy
- ~ )
Latest backups to keep: | 7 - Restore points b

Keep certain full backups longer for archival purposes &% configure

1 yearly

3. At the Virtual Machines step of the wizard, select which vSphere VMs the job will process. For more
information, see Edit the List of Virtual Machines.

4. At the Guest Processing step of the wizard, select the guest OS processing options and guest OS
credentials. For more information, see Configure Guest Processing Settings.

5. At the Job Schedule step of the wizard, configure the backup job scheduling options. For more
information, see Schedule the Job.

You can configure backup job scheduling options only if the Enterprise Manager administrator allowed this
in the properties of the tenant account. For more information, see Adding Tenant Account.

6. At the Email Notifications step of the wizard, select the Enable e-mail notifications check box and
configure notification settings:

a. In the Recipients field, enter email addresses of recipients separated by comma.
b. [Optional] In the Subject field, specify the subject for notification emails.

c. Select Notify on success to receive an email notification when the job completes successfully.
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d. Select Notify on warning toreceive an email notification when the job completes with a warning.
e. Select Notify on error toreceive an email notification when the job fails.

f. Select the Suppress notifications until the last retry check box to receive a notification about the final
job status. If you do not enable this option, Veeam Backup & Replication will send one notification per
every job retry.

7. Click Finish.

The backup job will create backups in the backup repository that the Enterprise Manager administrator selected
as the target repository in the properties of the tenant account. Advanced job settings such as the backup
settings and storage settings will be obtained from the job template assigned to the tenant by the
administrator. For more information, see Editing Tenant Account.

Editing Backup Job

You can edit a backup at any time you need. For example, you may want to change scheduling settings for the
job or add VMs to the job.

To edit backup job settings, do the following:
1. Open the Jobs tab of vSphere Self-Service Backup Portal.
2. Inthe working area, select the job you want to edit and click Edit.

3. Inthe Editwindow, edit backup job settings as required. You will follow the same steps as you have
followed when creating the job. For more information, see Creating Backup Job.

Removing Backup Job

You can permanently remove a backup job from the configuration database. Information about the deleted job
will be removed from the Veeam Backup & Replication configuration database (and the Enterprise Manager
database as well), and the job will no longer appearin the Ul.

To remove a job, do the following:
3. Open the Jobs tab of vSphere Self-Service Backup Portal.
4. In the working area of the Jobs tab, select the job you want to delete.
5. Click Delete.

6. You will be prompted to delete backup files. To delete backup files, select the Delete backup files check
box and click Yes toconfirm the operation.

If four-eyes authorization is enabled on the backup server, backup files will remain in the backup
repository and become orphaned.
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You can use vSphere Self-Service Backup Portal to perform the following operations with backed -up VMs:
e Restore entire VM to VMware vSphere
e Perform Instant Recovery to VMware vSphere

e Restore VM disks

e Delete VMs

Restoring Entire VM to VMware vSphere

You can restore and entire VM to the original location or a new location included in your restore scope.

NOTE

If your delegation mode is set to vSphere tags, the required tags must be assign to all VMware vSphere
parent objects in the target location, including the host, VM folder, resource pool, datastore and network.
For details on delegation modes, see Configuring Delegation Mode.

To restore an entire VM:

1. On the VMs tab, select a VM that you want to restore. You can also use the search field to search for the
necessary VM by its name.

2. Click Entire VM Restore.

3. Follow the steps of the Entire VM Restore wizard. For details, see Restoring Entire VM to VMware
vSphere.

tech\michaelwells v )

Files Items

Search by VM name Q By Instant Recovery 48 Entire VM Restore & Virtual Disks 3 Delete % Quick Backup 4D History @8 Export ?) Refresh

M t Job Name Restore Points Last Success

kny-neb-test test 4 points 5/15/2024 02:23:52 pm

Performing Instant Recovery to VMware vSphere

You can instantly recover a VMware vSphere VM to VMware vSphere. You can recover VMs from backups to the
original location or a new location included in your restore scope. After you have performed Instant Recovery,
you have to finalize it. For more information, see Finalizing Instant Recovery to VMware vSphere.
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To instantly recover a VM:

1. Onthe VMs tab, select a VM that you want to recover. You can also use the search field to search for the
necessary VM by its name.

2. Click Instant Recovery.

3. Follow the steps of the Instant Recovery to VMware vSphere wizard. For details, see Instant Recovery to
VMware vSphere.

& Self-Service Backup Portal for Michael Wells techmichael.wells v @
Dashboard Jobs Files Items.
search by VM name Q E» Instant Recovery 44 Entire VM Restore & virtual Disks (¢ Delete ¥ Quick Backup 4D History 8 export T Refresh
M 1 Job Name Restore Points Last Success
knv-neb-test test dpoints  5/15/2024 02:23:52 pm

Restoring Virtual Disks

To restore individual virtual disks from backups of VMware vSphere VMs, do the following:

1.  On the VMs tab, select a VM whose disks you want to restore. You can also use the search field to search
for the necessary VM by its name.

2. Click Virtual Disks.

3. Follow the steps of the Virtual Disk Restore wizard. For details, see Virtual Disk Restore.

& Self-Service Backup Portal for Michael Wells tech\michael.wells v @
Dashboard Jobs
Search by VM name Q BE» Instant Recovery 4% Entire VM Restore o virtual Disks (3¢ Delete % Quick Backup 4D History @ export T Refresh
vm 1 Job Name Restore Points  Last Success
knv-neb-test test 4points  5/15/2024 02:23:52 pm
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Deleting VMs

You can delete a VM using vSphere Self-Service Backup Portal. This operation may be useful if you want to
delete data of the backed-up VM from the backup repository. The deleted VM is not removed from the list of
VMs immediately. The VM will be removed from the list after the VM records are removed from the
configuration database of the backup server.

When you delete a VM, Enterprise Manager removes records about the VM from the Ul and configuration
database. In addition, Enterprise Manager removes data of the deleted VM from the backup.

NOTE

If four-eyes authorization is enabled on the backup server, you cannot delete a VM backup using either the
portal or Enterprise Manager.

To delete a VM, do the following:

1. Onthe VMs tab, select a VM. To quickly find the necessary VM, use the search field at the top of the
window.

2. Click Delete.

3. Click Yes toconfirm the deletion.
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Restoring Guest OS Files

The Files tab of vSphere Self-Service Backup Portal allows you to browse the guest OS file system in a VM
backup and restore individual files. You can restore files from indexed and non-indexed guest OS file systems.

To restore guest OS files, follow the steps described in Performing 1-Click File Restore.

NOTE
e  When you restore from non-indexed guest OS file system, mount operation is performed using
mount server associated with the backup repository that stores the backup file.
e Before you restore files from a non-Windows VM, make sure that a helper host or helper appliance is
configured on the backup server. For more information, see Preparing for File Search and Restore
(non-Windows machines).
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Restoring Application Items

The Itemstab of vSphere Self-Service Backup Portal allows you to perform item-level recovery from
application-aware backups of Microsoft SQL Server databases, Oracle databasesand PostgreSQL instances.

For more information, see the following sections:
e Restoring Microsoft SQL Server Databases
e Restoring Oracle Databases

e Restoring PostgreSQL Instances
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Veeam Plug-in for VMware vSphere
Client

Veeam Plug-in for VMware vSphere Client extends the capabilities of the VMware vSphere Client by enabling
you to view detailed information about the status of the Veeam Backup & Replication infrastructure and create
restore points on demand.

VMware vSphere administrators can perform the following operations using Veeam Plug-in for VMware vSphere
Client:

e View the number of successful, warning and failed jobs.
e Access aggregated statistics about used and available storage capacity and processing statistics for VMs.
e Identify unprotected VMs and perform capacity planning.

e Createrestore points for selected VMs using VeeamZIP and Quick Backup functions.

Veeam Plug-in for VMware vSphere Client is installed remotely on the Veeam Backup Enterprise Manager
server. For more information, see Plug-in Deployment.

vm vSphere Client MenL (O, search
Veeam Backup & Replication
Summary
Summary  Settings
A
Veeam Backup & Replication Successful VM Backups 15 (83%)
N Backup servers: 2 .
n VMs with warnings 3 (17%)
Proxy servers: 6
I n N Repository servers: 5 Failed VMs 0 (0%)
Running jobs: o]
Scheduled jobs 13
VMs Overview Job Statistics
Protected VMs: L Running jobs: o
Backed Up 10 Scheduled jobs: 13
Replicated 1 Backup 10
Restore points: " Replica 3
Full backup size 6835 MB Total jobs runs: 13
Incremental backup size 5.41GB Successful jobs 9
Replica restore points size 3200 bytes Jobs with warnings 3
Source VMs size 160.30 GB Jobs with errors 1
Successful backup sessions 100% Manx job duration: 3 hours 52 mins
ratio
LAST 24 HOURS ¥ | VIEW LATEST BACKUP JOB STATUS REPORT
LAST 24 HOURS ¥ | VIEW PROTECTED VMS REPORT.
Vi
Recent Tasks Alarms A
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Plug-in Deployment

Veeam Plug-in for VMware vSphere Client is installed remotely on the Veeam Backup Enterprise Manager
server. During deployment, the installer registers the plug-in as an extension on the VMware vCenter Server,
and the vCenter Server downloads the plug-in manifest file. This allows the vsphere-ui service to define how the
plug-in extends the VMware vSphere Client user interface. The back-end service of the plug-in runs on the
Enterprise Manager server.

You can install Veeam Plug-in for VMware vSphere Client using Veeam Backup Enterprise Manager under an
account with the Portal Administrator role. For more information, see Installing vSphere Client Plug-in.

For more information on VMware vSphere Client, see the vCenter and Host Management section of the VMware
vSphere documentation.

Before you install the plug-in, make sure the following requirements are met:

The plug-in supports vSphere Client version 7.0.1and later.

The vCenter Server must be added to the backup server infrastructure.

For more information, see the Adding VMware vSphere Servers section of the Veeam Backup & Replication
User Guide.

The backup server that contains the vCenter Server in its infrastructure must be connected to Enterprise
Manager.

For more information, see Adding Backup Servers.

The Enterprise Manager server must be able to resolve the FQDN of the vCenter Server and must have
access to the vCenter Server over HTTPS. In particular, this is necessary if the plug-in uses the default
vCenter Single Sign-On for authentication.

Account used to install the plug-in must have sufficient access rights for vCenter Server:

o Extension > Register extension — to install the plug-in

o Extension > Unregister extension — to uninstall the plug-in

The account must belong to the same domain as the vCenter Server in case of cross-domain access.

Note that when accessing VMware vSphere Client, you must enter the vCenter Server FQDN (or IP
address) that you specified when adding the vCenter Server to the backup server infrastructure. This
FQDN is stored in the configuration databaseand used to authenticate the vCenter Server. vCenter Server
alias names are not supported.
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Installing vSphere Client Plug-in

To install Veeam Plug-in for VMware vSphere Client, take the following steps:
1. Log in to Veeam Backup Enterprise Manager using an account with the Portal Administrator role.

2. Click Configurationinthe upper-right corner.

3. Inthe Configuration view, go to the vCenter Servers section.
4. Select the vCenter Server you need, and click Check version.
5. In the Web Client Plug-inwindow, enter a user name and password to connect to the vCenter Server, and

specify a connection port (default portis 443). Veeam Backup Enterprise Manager will use these
credentials to access the vCenter Server and check if Veeam plug-in has been already installed there. If
discovered, the plug-in version will be displayed in the Plug-in Version column.

6. If the connection to vCenter Server is successful, and the plug-in has not been installed yet, then the
Install link will become active. Click it to install the plug-in.

7. After installation, the plug-in will be displayed in the list of vCenter Servers and plug-ins.

Dashboard Reports Jobs Policies Unstructured Data Machines Files Items Requests
@ i ol # Checkversion.. B install 3 Remove ) Refresh
¥ Backup Servers Server * Version Status Plug-in Status Plug-in Version Installed by
veenter0 tech local 67.0 oK Unknown
8 vCenter Servers o
veenter0l.tech.local 703 QO oK Unknown
W  SelfService
@ Sessions Web Client Plug-in
Specify vCenter Server connection account:
2 Roles
3€  Settings Username:
| techisheila.d.cory ‘
@ Licensing
A Notifications
@ About Port:
-~
a3
o]
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Uninstalling vSphere Client Plug-in

To uninstall Veeam Plug-in for VMware vSphere Client, take the following steps:
1. Log in to Veeam Backup Enterprise Manager using an account with the Portal Administrator role.
2. Click Configuration inthe upper-right corner.

3. In the Configuration view, go to the vCenter Servers section.

4. Select the vCenter Server you need, and click Remove.
5. Inthe displayed window, click Yes toconfirm the removal.
6. To finish the uninstallation, restart the vSphere Client service on the vCenter Server.
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Accessing vSphere Client Plug-in

To access the plug-in, open the VMware vSphere Client and select Veeam Plug-in for VMware vSphere Client
from the menu.

Make sure, the account used to access the plug-in has permissions to connect to the Veeam Backup Enterprise
Manager server and perform backup operations. For details, see Veeam Plug-in for VMware vSphere Client
Authentication.
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Veeam Plug-in for VMware vSphere Client
Authentication

Veeam Plug-in for VMware vSphere Client is installed remotely on the Veeam Backup Enterprise Manager
server. During deployment, the installer registers the plug-in as an extension on the VMware vCenter Server,
and the vCenter Server downloads the plug-in manifest file. This allows the vsphere-ui service to define how the
plug-in extends the VMware vSphere Client user interface. The back-end service of the plug-in runs on the
Enterprise Manager server.

When using the plug-in, the authentication process includes the following steps:

1. You log in to VMware vSphere Client. To work with the Veeam Plug-in for VMware vSphere Client, your
user account must belong to a vCenter Server role that is mapped to an Enterprise Manager role. For more
information on role mapping, see Configuring VMware vSphere Roles.

o To create a VeeamZIP backup or Quick Backup, the Portal Administrator or Portal User role is required.

o To browse backup infrastructure, the Restore Operator role is enough.

[Optional] If you have Veeam ONE deployed in your environment and you want to open Veeam ONE
reports from the plug-in, the accounts used to log in to the VMware vSphere Client must be also included
in the Veeam ONE Power Users, Veeam ONE Read-Only Usersor Veeam ONE Administrators group on the
machine where Veeam ONE Server is installed. For more information, see the Security Groups section of
the Veeam ONE Deployment Guide.

2. Veeam Plug-in for VMware vSphere Client connects to Enterprise Manager, and Enterprise Manager
verifies the user account. To perform VeeamZIP and Quick Backup operations, the user account must have
the following permissions at the vCenter level: VirtualMachine.Interact.Backup, Task.Create, Task.Update.

VMware vSphere VMware vCenter
client Server

Logging in... c——m
-
N

Authentication

of the account
onvCenter Server;
vCenter permissions
are required

/
Authentication of the account

on EM server; EM role is required N_I
V] g =L

Vool —

Vesam Backup
Enterprize Manager
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Examining Backup Infrastructure

On the Veeam Plug-in for VMware vSphere Client main page, you can view statistics on the

Veeam Backup & Replication infrastructure. The statistics are shown for the VMs that are included in the restore
scope specified for your vCenter Server role. For more information on the restore scope, see Configuring
VMware vSphere Roles.

You can view the following statistics:
e Protection Status — statistics on the status of VM backup and replication jobs for the last 24 hours.
o Successful VM backups — number of successfully backed up or replicated VMs
o VMs with Warnings — number of VMs that were backed up or replicated with a warning
o Failed VMs — number of VMs that were backed up or replicated with an error

e Errorsand Warnings — statistics on backup and replication sessions that completed with a warning or error
for the last 24 hours.

e VMs Overview — statistics about all available VMs for the last 24 hours and last month.
o Total VMs —number of all available VMs
o Protected VMs —number of VMs that were backed up or replicated
o Not protected VMs — number of VMs that were not backed up or replicated

e Repositories —information about backup repositories, including repository name, type, overall capacity,
backup size and free space.

e Active Sessions — statistics about all active backup and replication sessions for all vCenter Server VMs.

= vSphere Client
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Creating Restore Points with VeeamZIP
and Quick Backup

You can quickly create a VM restore point using VeeamZIP (full backup) or Quick Backup (incremental backup)
right from VMware vSphere Client, with no need to use the Veeam Backup & Replication console. To utilize
these capabilities, you need to pair a vCenter Server role of your account with the Portal Administrator or Portal
User role of Enterprise Manager. For more information on assigning Enterprise Manager roles, see Configuring

VMware vSphere Roles.

In This Section

e Creating Full VM Backup with VeeamZIP

e Creating Incremental VM Backup with Quick Backup
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Creating Full VM Backup with VeeamZIP

You can use Veeam Plug-in for VMware vSphere Client to create an ad-hoc VeeamZIP backup of a VM. For more
information on VeeamZIP, see the VeeamZIP section of the Veeam Backup & Replication User Guide.

Configuring VeeamZIP Settings

Before you create a full VM backup with VeeamZIP, you need to configure VeeamZIP settings. The specified
configuration is stored for the user account in your browser settings.

To configure the VeeamZIP settings, do the following:

—_

In VMware vSphere Client, open the vCenter Server inventory.
2. Inthe inventory tree, select a VM.

3. On the Configuretab, select Veeam Plug-in for VMware vSphere Client > VeeamZIP.

Alternatively, you can right-click the VM and select Veeam Web Client plug-in > VeeamZIP.

4. In the Destination section, select the Veeam backup server that will process the VM and the repository
where to store the VeeamZIP file.

The plug-in displays Veeam backup servers added to the Veeam Backup Enterprise Manager infrastructure
and backup repositories created in the backup infrastructure of these backup servers.

5. In the Key section, specify the encryption key if necessary.

6. Inthe Delete this backup automatically section, specify whether the resulting backup file should be
automatically deleted after a certain time interval.

7. Inthe Compression level section, select the necessary compression level for the backup.

8. By default, the Disable guest quiescence option is selected, meaning that guest OS quiescence is
deactivated. If you want a crash-consistent backup, leave it that way.

If you want, however, an application-consistent backup, then clear the Disable guest quiescence check
box, and Veeam will create a transactionally consistent image of VMs using VMware Tools quiescence for
guest OS.

For more information about guest OS quiescence, see the VMware Tools Quiescence section of the Veeam
Backup & Replication User Guide.
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Creating Full VM Backup with VeeamZIP

To create a full VM backup with VeeamZIP, do the following:

1. In vSphere Client, the vCenter Server inventory.

2. Inthe inventory tree, right-click the VM that you want to back up and select Veeam Web Client plug-in >

VeeamZIP.
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3. Ifyou have already configured VeeamZIP settings, review the settings and click Backup.

If you have not configured VeeamZIP settings, specify the settings in the VeeamZIP window in the same
way as described in the Configuring VeeamZIP Settings.

Veeam/ZIP X

Destination
enterprise0l.techlocal

Default Backup Repository

Delete this backup automatically
in 1month

Compression level
Optimal (recommended)

Disable guest guiescence (performs crash consistent backup)

CAMCEL BACKUP

You can view the backup creation progress in the Recent Tasks pane of vSphere Client.

NOTE

A VeeamZIP job fails to start if the Location property of the VM and backup repository do not match — for
example, if you try to use a repository with location set to Sydney to back up a VM with location set to
Helsinki. To read more about location settings, refer to the Veeam Backup & Replication User Guide.
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Creating Incremental VM Backup with Quick
Backup

You can use Veeam Plug-in for VMware vSphere Client to create a quick backup for the selected VM. For more
information on quick backup, see the Quick Backup section of the Veeam Backup & Replication User Guide.

You can perform quick backup for any VM that meets the following requirements:

e A backup job processing the VM exists on the backup server that is added to Veeam Backup Enterprise
Manager.

e There is a full backup file for this VM in the backup repository.
To perform quick backup, do the following:
1. In VMware vSphere Client, open the vCenter Server inventory.
2. Inthe inventory tree, select a VM.
3. Right-click the VM and select Veeam Plug-in for VMware vSphere Client > Quick Backup.

This will trigger a backup job processing the selected VM to create a new incremental restore point (VIB file) for
the latest full backup found in the repository for this VM. Details of a running quick backup task canbe seenin
the Recent Tasks paneon the right.

A quick backup job fails to start if the Location property of the VM and backup repository do not match —
for example, if you try to use a repository with location set to Sydney to back up a VM with location set to
Helsinki. To read more about location settings, refer to the Veeam Backup & Replication User Guide.
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Veeam Self-Service Backup Portal for
Cloud Director

Veeam Backup Enterprise Manager allows you to perform the following operations with VMware Cloud Director
objects:

e Back up VMs, vApps and other containers
e Restore VMs and vApps
e Restore VM guest OS files

Cloud Director service providers can allow their customers to perform self-service restore operations in the web
Ul based on Veeam Backup Enterprise Manager.

e Service provider administrators have administrative rights in Veeam Backup Enterprise Manager. Thus,
they have access to the Configuration view of Enterprise Manager where they can create Cloud Director
organization configurations, including repository quota and backup job template. These administrators
typically have access to Veeam Backup & Replication console that controls VMware Cloud Director as part
of backup infrastructure on the provider side.

e Members of Cloud Director organizations do not need administrative rights for Veeam Backup Enterprise
Manager — instead, they get access to Veeam Self-Service Backup Portal. There they can manage their
Cloud Director jobs, as well as restore VMs, files and application items within their scope.

How It Works

Veeam Backup Enterprise Manager uses native VMware Cloud Director authentication to authorize users that log
in to Enterprise Manager. The authentication process and components interactions are shown in the figure
below.

@]

Authentication against Cloud Director

Self-service backup and restore operations =
Cloud Director

Veeam Backup
Enterprise Manager

Access to self-service
using the same Cloud Director
credentials

Access to Cloud Directorwith
native credentials

Confidential access to own
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Provider-defined
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Orgunimt‘onl
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Backup & Replication
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This approach helps to streamline administration and management tasks for service providers, as now they need
to configure a tenant account only once in VMware Cloud Director, and then any change like a new password or
a disable operation will be immediately reflected in Veeam Backup Enterprise Manager.

What Service Provider Administrators Can Do

Service provider administrators can perform the following operations when adding or editing organization
configurations:

e Configure settings for their tenants (Cloud Director organizations), including backup job templates to be
used, backup destination, and repository quota.

e Restrict job scheduling for particular tenants, for example, prevent the jobs from running too often.
Administrators can even prohibit the tenant's ability to schedule jobs completely, instead setting the
required schedule themselves (manually or using a script).

For more information, see Adding Organization Configuration.

These capabilities and the built-in load balancing allow administrators to ensure infrastructure is protected from
excessive resource consumption.

What Members of Cloud Director Organizations Can Do

Members of Cloud Director organizations can use their Cloud Director credentials to access Veeam Self -Service
Backup Portal. Once they log in, Enterprise Manager identifies the resources included in their scope — the
entities the user is allowed to see and manage — and automatically filters Cloud Director objects when
displaying them.

Members of Cloud Director organizations can perform the following operations:

e Create new backup jobs for objects in their scope, based on the predefined templates. Organization
members are allowed to configure essential job settings (such as VMs to back up, retention, schedule,
notifications, and guest OS processing options).

e Modify or delete jobs.

e Enable or disable jobs.

e  Start, stop, retry jobs.

e View statistics on Cloud Director backups.

e Restore Cloud Director VMs to the original vApps and vApps to the original VDC.
e Perform application item restore for SQL Server and Oracle databases.

e Restore files from indexed and non-indexed VMs guest file system.

To simplify job management for tenants, advanced job parameters (like backup mode and repository settings)
are automatically populated from the job templates. These templates are assigned by the service provider
administrator to the particular organization.

In This Section

e Managing Configurations for Cloud Director Organizations
e Configuring Veeam Self-Service Backup Portal Ul

e Using Veeam Self-Service Backup Portal
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Managing Configurations for Cloud
Director Organizations

In Veeam Backup Enterprise Manager, users with the Portal Administrator role can manage configurations for
VMware Cloud Director organizations. Each configuration defines a backup repository that can be used by the
organization, repository quota and backup job settings. To specify multiple repositories per organization, add a
separate configuration for each repository.

Before you manage Cloud Director organization configurations, check prerequisites.
You can perform the following operations with Cloud Director organizations:

e View the list of organization configurations

e Add a new configuration for a Cloud Director organization

e Edita Cloud Director organization configuration

e Remove a Cloud Director organization configuration

e Exporta configuration report
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Before You Begin

You can add configurations for VMware Cloud Director organizations created on multiple VMware Cloud Director
servers that are added to the Veeam Backup Enterprise Manager infrastructure.

Before you manage Cloud Director organization configurations, check the following prerequisites:
1. The Cloud Director server version must be supported. For more information, see System Requirements.

2. All Cloud Director servers must be added to the backup infrastructure of backup servers. For more
information, see the Adding VMware Cloud Director section of the Veeam Backup & Replication User
Guide.

3. Backup servers that contain the Cloud Director servers in their infrastructure must be connected to
Enterprise Manager. Make sure that the version of Veeam Backup & Replication installed on the backup
server matches the version of Enterprise Manager. For more information, see Managing Backup Servers.

4. Enterprise Manager must complete data collection from the added backup server. For more information,
see Collecting Data from Backup Servers.

5. The account that you will use to manage Cloud Director organization configurations must be assigned the
Portal Administrator role. For more information, see Configuring Accounts and Roles.

Managing Multiple Cloud Director Servers

You can add Cloud Director organization configurations for multiple Cloud Director servers. In this case,
organization members that work with Veeam Self-Service Backup Portal by the portal URL must specify the host
of their Cloud Director server when accessing the portal. They can also open the portal from the native VMware
Cloud Director environment. For more information, see Accessing Veeam Self-Service Backup Portal.

Members of Cloud Director organizations can access Veeam Self-Service Backup Portal by the following portal
URLs:

e  Full URL that contains the host address where the necessary Cloud Director server resides:

https://<EnterpriseManagerServer>/vcloud/<VCDServer>/<OrgName>

In this case, Veeam Self-Service Backup Portal will open right after clicking the Sign in button.

e Shorter URL that does not contain the host address where the necessary Cloud Director server resides:

https://<EnterpriseManagerServer>/vcloud/<OrgName>

In this case, after clicking the Sign inbutton, Veeam Self-Service Backup Portal will prompt to select a
Cloud Director host from the list of available Cloud Director hosts.
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If you do not want Cloud Director organization members to see addresses of all Cloud Director hosts added to
the Enterprise Manager infrastructure, add each Cloud Director server to a separate Enterprise Manager
infrastructure.

17224145152

17224145153
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About Organization Quota

When setting up an organization configuration, you specify a repository storage quota for the organization. This
quota defines the amount of data that the organization's backup jobs cansend to the dedicated backup
repository or scale-out backup repository.

When calculating used quota, Veeam Backup Enterprise Manager takes into account the data compression and
deduplication performed by Veeam Backup & Replication. However, all 3rd party compression and deduplication
performed after the data is transferred to the repository (for example, by ReFS and XFS file systems or by cloud
services) does not have effect on the used quota calculation.

The used quota is recalculated every time any of the organization jobs runs. If you manually remove backup files
from a backup repository, the used quota will be recalculated after a job of this organization completes.

NOTE
e Replication jobs and CDP policies do not consume storage quota of backup repositories because
replicas are stored on the target VMware Cloud Director VDC. If you want to set a quota for replicas,
configure storage policies of the target VDC.
e Quota calculation is not currently supported for capacity and archive tiers of scale-out backup
repositories.

Managing Backups and Used Quota

If you want to protect backups created by organizations, you can create backup copy jobs on your backup server.
The size of backup files copied by backup copy jobs is not included in the used quota calculation. For more
information about backup copy jobs, see the Backup Copy section of the Veeam Backup & Replication User
Guide.

You can also manually copy or move an organization backup from one backup repository to another. You may
need to move some backups to another repository, for example, if the quota limit of one of the organization
repositories is reaching. When you copy or move a backup to another repository, the used quota will be
recalculated. For more information on copying and moving backups, see the Copying Backups and Moving
Backups sections of the Veeam Backup & Replication User Guide. Before you copy or move an organization
backup, make sure that the organization has access to the target repository. To provide the access, add a new
organization configuration for this repository. For details, see Adding Organization Configuration.
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Viewing Organization Configurations

In Veeam Backup Enterprise Manager, users with the Portal Administrator role can view the list of configurations
for VMware Cloud Director organizations.

To view the list of organization configurations:

1.
2.
3.
4.

Log in to Veeam Backup Enterprise Manager using an administrative account.
Click Configurationinthe upper-right corner.
In the Configuration view, select the Self-service section.

In the Self-service section, select the Cloud Director tab.

Veeam Backup Enterprise Manager offers a default configuration that you can use for Cloud Director

organizations. The configuration is applied to each organization that does not have a specific configuration
added for it.

The default configuration contains the following parameters:

Organization — Other VMware Cloud Director organizations

Repository — Disable self-service backup for other organizations

Initially the default configuration is not active. To enable it, select a repository for the configuration.
Quota—177B
Job scheduling — Allow: Tenant has full access to all job scheduling

Job priority — Normal

For more information on configuration parameters, see Adding Organization Configuration.

Repository:
Disable self-service backup for other organizations v
Quota:
~
“ TB hd
Job scheduling:
Allow: Tenant has full access to all job scheduling options v

Show Advanced Job Settings Save
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Adding Organization Configuration

Users with the Portal Administrator role can add a new configuration for a VMware Cloud Director organization.
Each configuration defines a backup repository that can be used by the organization, repository quota and
backup job settings.

You can specify multiple repositories per organization. In this case, users of Veeam Self-Service Backup Portal
will be able to select a backup repository when configuring their jobs. For details, see Creating Jobs. To specify
multiple repositories per organization, add a separate configuration for each repository.

Before you add a new configuration, check prerequisites.

To add a new organization configuration:

1.
2.

Log in to Veeam Backup Enterprise Manager using an administrative account.
Click Configuration inthe upper-right corner.

In the Configuration view, select the Self-service section.

In the Self-service section, select the Cloud Director tab.

Eﬂ Dashboard Reports Jobs Policies Unstructured Data Machines Files Items Requests @ TECH\sheila.d.cory ¥ @
@ Exit Configuration vSphere Cloud Director

| & smsnms Bad i Xremoe gk scope B coot | @ refesh
B EmGmEs Organization Repository Friendly name Priority Quota Used
W Selfsenice organization01 Backup Repository 1 Repasitory 2 Normal 100 GB 0
- organization01 Default Backup Repository Repasitary 1 Normal 100 GB 31968
@ sessions Other vCloud organizations Backup Repository 1 Repository 2 High 178 Not available
2 Roles
%% settings
@ Licensing
A Notifications
©@ About

To add a new configuration, click Add.

From the VMware Cloud Director server drop-down list, select a VMware Cloud Director server you need.

The field is available if you have multiple Cloud Director servers in the Enterprise Manager infrastructure.

From the Organization drop-down list, select an organization you need. The list contains organizations
from the selected Cloud Director server processed by the backup server that is added to Enterprise
Manager.

From the Repository drop-down list, select a repository that will be used for backups. The list includes
repositories configured on backup servers that has a Cloud Director server added to its infrastructure.
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IMPORTANT

You cannot assign cloud-based repositories, as well as NetApp or Nimble storage systems storing
snapshots created by snapshot-only jobs.

9. In the Friendly name field, specify a repository name that will be displayed to organization members.

10. In the Quota section, specify a repository storage quota. You can choose GB or TB from the drop -down list
and enter the required quantity. For details on the quota usage see About Organization Quota.

11. From the Job scheduling drop-down list, select one of the following options:
a. Allow: Tenant has full access to all job scheduling options
b. Allow: Tenant can create daily and monthly jobs only
c. Deny: Creates daily jobs with randomized start time within the backup window

For backup jobs of Cloud Director organizations, the backup window settings are specified in Veeam
Backup Enterprise Manager. Backup window settings specified for the job template that you will
select from the advanced job settings do not affect organization jobs. For information on how to
specify the backup window in Veeam Backup Enterprise Manager, see Customizing Dashboard Chart.

d. Deny: Creates job with no schedule assigned
For more information on job scheduling, see Edit Job Schedule.
Add x
vCloud Director server:
172.24.145.152 v

Organization:

organization01 hd

Repository:

Default Backup Repository (enterprise04.tech.loczl) ~

Friendly name:

Repository 2

Quota:

- R =
00 - GB hd

|ob scheduling:

Allow: Tenant has full access to all job scheduling options ~
Job priority:
Morma A

Show Advanced Job Settings Save

12. Specify advanced settings for backup jobs of the Cloud Director organization.

a. Click the Show Advanced Job Settings link.
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b. In the Advanced job settings section, view the currently used backup job settings.

c. From the Copy from list, select the advanced settings that you want to apply to backup jobs of the
Cloud Director organization. For more information on the specific settings, see the Specify Advanced
Backup Settings section of the Veeam Backup & Replication User Guide.

= Select Default settings to use the default advanced settings as they are shown in the
Veeam Backup & Replication console. This option is applied by default.

= Select <Job name>to use the advanced settings of an existing backup job as a template. When
an organization member creates a backup job on the Veeam Self-Service Backup Portal,
Enterprise Manager will copy the advanced settings from the template and apply them to the
job.

Note that, in the Copy from list, Enterprise Manager displays only VMware Cloud Director
backup jobs that are configured in advance on the backup server added to Enterprise Manager.

d. To applythe job template, click Apply.
IMPORTANT
The backup repository that is selected from the Repository drop-down list for the organization takes

priority over the repository used by the selected job template.

13. To savethe configuration, click Save.

Add x
vCloud Director server: Advanced job settings:
172.24.145.152 v Backup =
Backup mode Incremental
Organization: Create synthetic full backups Saturday
organization01 A periodically on
Repository: Storage
Enable inline data deduplication Yes
Default Backup R sits (ent rise04.tech.local hd -
efault Backup Repository (enterprise04.tech.local) Exclude swap file blocks ves
Friendly name: Exclude deleted file blocks Yes
Repository 2 Compression level Optimal
Storage optimization Local target
uota:
Q vSphere
~
100 - GB b Use changed block tracking data Yes
Enable CBT for all protected VMs Yes

Job scheduling:
automatically

Allow: Tenant has full access to all job scheduling options A -
1 gop : Reset CBT on each Active Full backup Yes

Job priority: Copy from:

Norma v wCD Backup Job 1 v Apply
Hide Advanced Job Settings Save
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Mapping Jobs and CDP Policies to Organization
Configurations

Service providers can map backup jobs, replication jobs, and CDP policies created in Veeam Backup & Replication
to the organization configurations of their tenants. After you map the jobs and policies, tenants can manage
them and perform recovery operations independently in Veeam Self-Service Backup Portal.

NOTE

Tenants can create their own backup jobs in Veeam Self-Service Backup Portal. However, if a tenant wants
to manage replication jobs and CDP policies in the portal, the service provider must create them and map
to the tenant organization configuration.

To map a CDP policy to an organization, take the following steps:

1. In Enterprise Manager, create organization configurations for your tenants. For details, see Adding
Organization Configuration.

2. In Veeam Backup & Replication, create jobs or CDP policies for your tenants. Ensure that each job (or
policy) includes only the objects that belong to a particular Cloud Director organization. Otherwise, you
will not be able to map the job.

For backup and replication jobs, you can include any objects from the organization, and your tenant can
edit the job later. Editing of CDP policies is not available in Veeam Self-Service Backup Portal.

3. To map the created jobs and policies to the organization configuration, use the Set-
VBRvCloudOrganizationJobMapping cmdlet.

You can also use this cmdlet to unmap jobs and policies from an organization configuration.
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Editing Organization Configuration

Users with the Portal Administrator role can edit VMware Cloud Director organization configurations.
Before you edit a configuration, consider the following recommendations:

e When you change a job template for a Cloud Director organization, the new configuration will be applied
only to the new jobs, existing jobs will not be affected.

e To make an existing backup job save backups to another repository instead of the currently configured for
a specific organization, take the following steps:

a. Add a new configuration for this organization. Inthe configuration settings, specify the new
repository that you want to move backups to. For details, see Adding Organization Configuration.

b. In the Veeam Backup & Replication console, change the current repository to the new one for each
backup job. When you specify a new repository, Veeam Backup & Replication prompts you to move
the existing backups to the new repository or keep them on the current one. For details, see the
Specify Backup Storage Settings and Backup Move sections of the Veeam Backup & Replication User
Guide.

To edit an organization configuration, do the following:
1. Log in to Veeam Backup Enterprise Manager using an administrative account.
2. Click Configurationinthe upper-right corner.
3. In the Configuration view, select the Self-service section.
4. In the Self-service section, select the Cloud Director tab.
5. On the Cloud Director tab, select an organization configuration and click Edit.

6. To edit organization settings, follow the same steps as for adding a configuration.

For more information, see Adding Organization Configuration.

Organization Advanced job settings:

Backup -
Backup mode Incremental
Create synthetic full backups Saturday

Repository (enterprise04.tech.loca periodically on

Friendly name: Storage
Enable inline data deduplication Yes
Repository 1 -
¥ Exclude swap file blocks Yes
Quota: Exclude deleted file blocks Yes
p ~ Compression level Optimal
0o - GB A
Storage optimization Local target
ob scheduling:
lobs = vSphere

Allow: Tenant has full access to all job scheduling options

Job priority:

Norma

Hide Advanced Job Settings

Use changed block tracking data

Copy from:

Default job settings
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Removing Organization Configuration

Users with the Portal Administrator role can remove VMware Cloud Director organization configurations.

After you remove a configuration, the backup files created by existing backup jobs will remain in the backup
repository. The backup jobs associated with this configuration will also remain but will fail to run because the
backup repository will not be available to the organization. If you add a new configuration with the same backup
repository for this organization, the organization's backup jobs will continue existing backup chains.

If you want to replace an organization configuration with the one that uses a different backup repository and
and you want to keep all created backup chains, create the new configuration first, move backups to the new
repository, and then remove the unnecessary organization configuration. For details, see About Organization
Quota.

To remove an organization configuration, do the following:

1.

2.

ooa w

o

Log in to Veeam Backup Enterprise Manager using an administrative account.
Click Configuration inthe upper-right corner.

In the Configuration view, select the Self-service section.

In the Self-service section, select the Cloud Director tab.

On the Cloud Director tab, select a configuration and click Remove.

To confirm the removal, click Yes.

Disabling Default Configuration

The default configuration cannot be removed from the list — instead, you can disableit.

To disable the default configuration:

1.

2.

w

LIS

Log in to Veeam Backup Enterprise Manager using an administrative account.
Click Configuration inthe upper-right corner.

In the Configuration view, select the Self-service section.

In the Self-service section, select the Cloud Director tab.

On the Cloud Director tab, select the default organization configuration and click Edit.
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6. From the Repository drop-down list, select Disable self-service backup for other organizations.

Repository:

Disable self-service backup for other crganizations

Disable self-service backup for other organizations

Default Backup Repository (enterprise04.tech.loczl) @

Backup Repository 1 (enterprise04.tech.local)

Allow: Tenant has full access to all job scheduling options

Job priority:

High

Show Advanced Job Settings Save
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Exporting Configuration Report

Users with the Portal Administrator role can export a report with a list of configurations that were created for
VMware Cloud Director organizations. The list does not include the default configuration. When you export the
report, itis saved as an XLSX file.

To export a configuration report:
1. Log in to Veeam Backup Enterprise Manager using an administrative account.
2. Click Configurationinthe upper-right corner.
3. Inthe Configuration view, select the Self-service section.
4. In the Self-service section, select the Cloud Director tab.

5. On the Cloud Director tab, click Export.

A { B } C { D } E ]
Organization | Repository |Used 5pace| Quota |
_|organization01 Backup Repository 1 0 100 GB

|organization01 Default Backup Repository 31.9 GB 100 GB
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Configuring Veeam Self-Service Backup
Portal Ul

Users with the Portal Administrator role can configure what operations are available for portal users by choosing
the tabs that must displayed in Veeam Self-Service Backup Portal. By default, all portal tabs are displayed. The
Dashboard tab is always availablein the portal. You can change visibility of the following portal tabs:

e Jobs
e VMs
e Files
e |tems

To change visibility of Veeam Self-Service Backup Portal tabs, do the following:
1. Log in to Veeam Backup Enterprise Manager using an administrative account.
2. Click Configurationinthe upper-right corner.
3. Inthe Configuration view, select the Self-service section.
In the Self-service section, select the Cloud Director tab.

4
5. Click Scope and select the tabs that you want to be displayed.
6

To savethe settings, click Apply.

Dashboard s s Tl U eechired Data Ve s (Ews R @ TECH\shela.d.cory v @
@ Exit Configuration vSphere Cloud Director
¥ Backup servers B* add Edit Remove &R scope B8 export % Refresh
i
e — Organization Re| S0P i Fic ity name Priority Quota Used  Cloud Director server
" selfs Organization01 Ba| 3 Jobs ackup Repository 1 High 100 GB 0 hitpsi/prgclouddirectord2.tec...
elf-Service
Organization02 De = s Inter prise05 Repository Normal 100 GB 0 prgclouddirector0t tech.local
=

© Sessions Other VMWare Cloud Director ... Di = /A Normal 17B Not available Not available

[ Files
& Roles

[ & items
3% Settings
®  Licensing

-

Notifications

@ About

591 | Veeam Backup Enterprise Manager | User Guide | 13.0.1.1071



Using Veeam Self-Service Backup Portal

Veeam Self-Service Backup Portal is a web-based portal that provides members of VMware Cloud Director
organizations with self-service operations for Cloud Director VMs protection, including VM and file restore.
These operations do not require to create specific user accounts or assign specific roles to them at the Veeam
Backup Enterprise Manager level. The organization members access Veeam Self-Service Backup Portal with their

native Cloud Director credentials.

In This Section

e Access Control
e Accessing Veeam Self-Service Backup Portal

e Working with Veeam Self-Service Backup Portal
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Access Control

Members of VMware Cloud Director organizations can use Veeam Self-Service Backup Portal to back up and
restore resources of their organizations.

The following organization members have access to Veeam Self-Service Backup Portal:
e Cloud Director organization administrator
e Cloud Director organization member that has all of the following rights granted in VMware Cloud Director:
o General: Administrator Control
o General: Administrator View
o User: View Users and Groups

o Organization: View Organization Administrative Details (required for access using Veeam Plug-in for
VMware Cloud Director only)

e Any Cloud Director organization members whose roles (or associated LDAP user roles) are defined in
registry keys and with the Group / User: View right granted in VMware Cloud Director. For more
information, contact Veeam Customer Support.

For details on how to access the portal, see Accessing Veeam Self-Service Backup Portal.

NOTE

Cloud Director system administrators cannot access Veeam Self-Service Backup Portal since they are not
organization members.
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Accessing Veeam Self-Service Backup Portal

Members of VMware Cloud Director organizations can access Veeam Self-Service Backup Portal in the following
ways:

e Access by URL
e Access from Cloud Director

For details on required user access rights, see Access Control.

Supported Authentication Types

Veeam Self-Service Backup Portal supports the following types of user authentication:
e Cloud Director local users

e LDAP authentication

Additionally, if users access Veeam Self-Service Backup Portal from the Cloud Director Ul, the following
authentication methods are also supported:

e SAML

e OpenlD Connect (0OIDC)

Accessing Veeam Self-Service Backup Portal by URL

To access Veeam Self-Service Backup Portal by URL:

1. Open your web browser and enter the following URL in the address bar:

https://<EnterpriseManagerServer>/vcloud/<OrgName>/<VCDServer>

where:

o <EnterpriseManagerServer> is a host name or IP address of the host where the Enterprise
Manager server resides.

o <OrgName> is a name of the Cloud Director organization.
o <VCDServer>is a host name or IP address of the host where the Cloud Director server resides.

This URL part is optional. If you do not specify a Cloud Director host here, you may be asked to select
the host when you log in to the portal.

For example:
https://enterprisell.tech.local/vcloud/TechCompanyOrg/172.17.53.16

2. From the drop-down list, select a display language.

For more information on display languages, see Managing Languages.
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3. Inthe Usernameand Password fields, specify credentials of a Cloud Director account with proper rights.
4. To savethe entered credentials for future access, select the Remember me check box.
5. Click Signin.

6. From the list of hosts with Cloud Director servers, select the one where your organization has been
created.

The list of hosts is displayed if multiple Cloud Director servers are added to the Enterprise Manager
infrastructure.

Accessing Veeam Self-Service Backup Portal from VMware
Cloud Director

In the VMware Cloud Director environment, Veeam Self-Service Backup Portal is displayed in English by default.
When you access the portal by its URL, you can select a preferred language from the drop-down list on the login
page. After you select the language here, you can work with the portalin the selected language from the
VMware Cloud Director environment. For more information, see Accessing Veeam Self-Service Backup Portal by
URL.

Before members of Cloud Director organizations can access Veeam Self-Service Backup Portal from the Cloud
Director Ul, the Cloud Director system administrator must upload and configure Veeam Plug-in for VMware
Cloud Director. For more information, see Veeam Plug-in for VMware Cloud Director.

To access Veeam Self-Service Backup Portal from Cloud Director:
1. Log in to VMware Cloud Director Tenant Portal under a Cloud Director account with proper rights.

2. From the More menu, select Data Protection with Veeam.

If you have a connection error when accessing Veeam Plug-in for VMware Cloud Director, add the Veeam
Backup Enterprise Manager certificate as trusted to your browser.

Veeam Plug-in for VMware Cloud Director

Veeam Plug-in for VMware Cloud Director lets members of VMware Cloud Director organizations access Veeam
Self-Service Backup Portal from the native VMware Cloud Director environment.

You can upload and configure the plug-in in VMware Cloud Director Service Provider Admin Portal. When you
upload the plug-in, you specify the scope — a set of Cloud Director organizations that can use the plug-in.

If you need to modify the scope of Cloud Director organizations after you configure the plug-in, update the
plug-in configuration. For more information, see Updating Plug-in Configuration.

IMPORTANT

In VMware Cloud Director Service Provider Admin Portal, you cannot upgrade plug-ins. To switch to a
newer version of Veeam Plug-in for VMware Cloud Director, delete the current plug-in version and then
upload a newer one. For more information on deleting the plug-in, see the Delete a Plug-in From Your
VMware Cloud Director section of the VMware Cloud Director documentation. For details on uploading the
plug-in, see Uploading and Configuring Plug-in.

Before you delete the plug-in, make a note of the Cloud Director organizations that are allowed to use the
plug-in. For more information on how to view them, see the Publish or Unpublish a Plug-in from an
Organization section of the VMware Cloud Director documentation.
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Before You Begin

Before you start uploading Veeam Plug-in for VMware Cloud Director, check the following prerequisites:

Members of Cloud Director organizations using the plug-in must have network access to the Cloud
Director server and Veeam Backup Enterprise Manager server.

You specify the Veeam Backup Enterprise Manager server URL in Cloud Director Service Provider Admin
Portal when you configure the plug-in. For more information, see Uploading and Configuring Plug-in.

The Veeam Backup Enterprise Manager server should use a certificate issued by a Certificate Authority
instead of a default self-signed certificate. In case of a self-signed certificate, users of the plug-in have to
add the Enterprise Manager certificate as trusted to their browser before they access the plug-in.
Otherwise, they will get a connection error.

For more information on the Enterprise Manager certificate, see Installing Certificates.

Uploading and Configuring Plug-in

To upload and configure Veeam Plug-in for VMware Cloud Director, follow these steps:

1.

Log in to VMware Cloud Director Service Provider Admin Portal under a Cloud Director system
administrator account.

Upload the plugin.zip file to the portal. You can download the file from the Additional Downloads
section at veeam.com or my.veeam.com.

For more information, see the Upload a Plug-in to Your VMware Cloud Director section of the VMware
Cloud Director documentation.

From the More menu, select Data Protection with Veeam.

If the Data Protection with Veeam option is not available, log out of the VMware Cloud Director Service
Provider Admin Portal and log in again.

In the Plug-in Configuration section, specify the URL to the Veeam Backup Enterprise Manager server, for
example: https://hostname:443.

Click Save.

NOTE

When you save the plug-in configuration, it is applied to all Cloud Director organizations. For that, a
separate operation is performed for each organization. If you have operation limits that are set
through the VMware Cloud Director API, the operations may fail with HTTP status 400.

In this case, use the VMware Cloud Director API to set the QueuvedOperationsPerOrg and
QueuedOperationsPerUser elements to zero until you save the plug-in configuration. For more
information, see the OperationLimitsSettingsType section of VMware Cloud Director API
documentation.

[For Microsoft Windows-based Enterprise Manager] On the Enterprise Manager server in IS Manager,
recycle the VeeamBackup application pool.

For more information, see the Recycling Settings for an Application Pool <recycling> section of Microsoft
Docs.
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Updating Plug-in Configuration

After you configure the plug-in, you can modify the scope of Cloud Director organizations. It may be useful, for
example, if you create a new Cloud Director organization and you want members of this organization to use the
plug-in. To include or exclude Cloud Director organizations, update the plug-in configuration.

To update the plug-in configuration:

1. Log in to VMware Cloud Director Service Provider Admin Portal under a Cloud Director system
administrator account.

2. Modify the scope of Cloud Director organizations.

For more information, see the Publish or Unpublish a Plug-in from an Organization section of the VMware
Cloud Director documentation.

3. From the More menu, select Data Protection with Veeam.

4. In the Plug-in Configuration section, click Save toapply the changes to all Cloud Director organizations.
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Working with Veeam Self-Service Backup Portal

In Veeam Self-Service Backup Portal, members of VMware Cloud Director organizations can perform the
following operations:

On the Dashboard tab — view statistics on Cloud Director backups.
On the Jobs tab — examine and export job sessions data, search for jobs, create new jobs and edit jobs.

On the VMs tab — search by a VM name, restore VMs and vApps to their original location (preserving or
overwriting the production VM or vApp), and delete VM backups.

On the Files tab — search for the files on the VM guest file system and restore the necessary files to the
original location or download to the local machine.

On the Items tab — perform application item-level restore (currently, for Microsoft SQL Server and Oracle
databases).

NOTE

If the Veeam Backup Enterprise Manager server is added to the Veeam ONE monitoring scope, the restore
operations performed with Veeam Self-Service Backup Portal are included in the Restore Operator Activity
report availablein Veeam ONE.

Viewing Statistics on Cloud Director Backups and Replicas

The Dashboard tab contains statistics on VMware Cloud Director backup jobs, replication jobs, and CDP policies
of your Cloud Director organization, including information on protected VMs, job runs, and backup repositories.

You can view the chart for one of the time ranges:

Last 24 hours

Last 7 days

To switch between the ranges, select a necessary tab in the upper-left corner.
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Veeam Self-Service Backup Portal accessed by URL

ast 24 hours Last 7 days

Protected Jobs Repository 2

s size 398GB Average speed 146 MB/s Used 0B

Repository 1 Last 24 hours

Status o

Quota 100 GB

Jsed 31968

@ Repository 2

Veeam Self-Service Backup Portal accessed from Cloud Director using Veeam Plug-in for VMware Cloud Director

Repository 1

Status ]
Quota 100 GB

Used 31968

Hame

@ Repositor

@ Repository 2

Last 24 hours Last 7 days

Protected Repository 2

vApps 1 Status ©

VMs h 44 min Quota 00 GB

VMs size 398GB 146 MB/s Used 0B
Recent Tasks | Running: @ Failed: @

The Protected widget contains the following information:

e  VvApps— the number of vApps for which restore points were successfully created during the specified

period.

e V/Ms — the number of VMs for which restore points were successfully created during the specified period.

e VMs size — total size of source VMs successfully processed.

The Jobswidget contains the following information:

e _Jobs — the number of created jobs.
e Max duration — maximum job duration.

e Average speed — average data transfer speed.
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The Backup Storage /<Repository name> widgets display statistics about backup repositories available to the
organization. Each widget represents a single repository and contains the following information:

Status — a status of the backup repository assigned to the organization:
o Green— more than 10% of storage space is free.
o VYellow — less than 10% of storage space is free.
o Red— no free space on backup storage.

Quota — storage quota.

Used — used storage size. Note that replication jobs do not consume storage quota of backup repositories
because replicas are stored on the target VMware Cloud Director VDC.

The Last 24 hours /Last 7 days widgetreports on the job session results for the selected period.

To visualize on-going jobs data, the Dashboard tab alsocomprises a chart showing date and time when jobs
were performed, and the network throughput rate during the job.

The highlighted part of the chart represents the configured backup window if this option is specified in the chart
settings. For more information, see Customizing Dashboard Chart.

Managing Cloud Director Jobs and Policies

On the Jobstab, members of the VMware Cloud Director organization can perform the following operations
with Cloud Director backup jobs, replication jobs, and CDP policies:

Create backup jobs

Start, Stop and Retry backup jobs and replication jobs

Enable and disable backup jobs, replication jobs, and CDP policies
Edit backup jobs and replication jobs

Delete backup jobs, replication jobs, and CDP policies

Before You Begin

Before you start working with jobs, consider the following:

Organization members cannot see jobs and CDP policies created by the service providerin
Veeam Backup & Replication if the jobs and policies are not mapped to the organization configuration. For
more information, see Mapping Jobs and CDP Policies to Organization Configurations.

Job cloning is not available.

In Veeam Self-Service Backup Portal, you cannot create and edit jobs managed by backup servers of earlier
major or minor versions. For example, after you upgrade Enterprise Manager to version 13.0, you will not
be able to create and edit jobs managed by a backup server with version 12.3. To resolve the issue,
upgrade the backup server as well.

The following limitations apply to scenario involving VM backup and subsequent restore using Veeam
Self-Service Backup Portal:

a. You create a backup job that will process a VM added explicitly (that is, not as a part of a vApp
container).
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b. This job runs creating a number of restore points.

c. Then you restore this VM to the original location by using the portal.

After restore, the VM identifier changes in Cloud Director hierarchy. Due to this reason, the backup
job cannot locate this VM any longer. So, you need to edit job settings, adding this VM anew. To
ensure that job configuration will store this VM with the new metadata (not the old one from Cloud
Director hierarchy cache), you should first click Reload inthe Add Objects window.

Add Objects x

Type in an object name to search for Q, | ¥ Everything W

) Reload G

@

e

1]

i--E‘E? CDP-CLUSTER
+E esx03-virt.tech.local
+E esx04-virt.tech.local
|':T:| vCLS (2)
E’Tj VCLS (4)
é----|:'_'|"_|\-'ir103—sqlo1
E’Tj virt03-srvo
|':T:| virt03-ubuntuo1
é----['_'r_lx-'irtDB-ubuntum_‘
|':T:| virt03-vmo1

-5 virt03-vm02

-

d. At the next job run, a new full backup will be created for this VM. However, if you try to perform file-
level restore with the portal from the restore points created initially for that VM (on step 2), the
restore operation will fail, as that VM identifier does not exist any longer.

Creating Jobs

With Veeam Self-Service Backup Portal, members of a VMware Cloud Director organization can create Cloud
Director backup jobs. The jobs that you create are also shown in the Veeam Backup & Replication console under
the Jobs node and in Veeam Backup Enterprise Manager on the Jobstab. The jobs have the <Cloud

Director org_name> prefix.

To create a Cloud Director backup job, use the Create Backup Job wizard:
1. Launch the wizard.
2. Specify job name and retention settings.
3. Specify a list of VMs.
4. Configure VM processing order.

5. Configure guest OS processing settings.
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6. Configure job schedule.

7. Configure email notifications.
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Step 1. Launch Wizard

To launch the Create Backup Job wizard, do the following:
1. Log in to the Veeam Self-Service Backup Portal under a Cloud Director account with proper rights.
For more information on required user rights, see Access Control.

2. Onthe Jobstab, click Create.

& Self-Service Backup Portal for OrganizationO1 organization01\sheila.d.cory (2]

Dashboard Files Items

Job name: Q YV Status (All)
+ Create... P start Stop Rets % Job v 08 export T Refresh
Name Type Status Latest Run L NextRun Repository Description
Snapshot Replication Job Replica 1. Warning 5 hours ago Not scheduled R4 Created by SALAVM1\Administrator
CDP Policy 2 cop 4. Warning Disabled Backup repository Created by SALAVM1\Administrator
cop policy 1 cop ® working Continuous Backup repository Created by SALAVMT\Administrator
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Step 2. Specify Job Name and Retention Settings

At the Job Settings step of the wizard, specify a job name, repository, job description, retention policy and job
priority.

1.
2.

In the Job name field, enter a name for the job.
From the Repository list, select a backup repository where the created backup files must be stored.

You can select a repository only if more than one configuration is added for the organization. For more
information, see Adding Organization Configuration.

In the Description field, provide an optional description for future reference. The default description
contains information about the user who created the job, date and time when the job was created.

To configure retention policy settings, in the Retention policy section, specify the number of days that you
want to keep restore points in the backup repository. After this period, restore points will be removed
from the backup chain.

Jobs created in previous versions of Veeam Backup & Replication may have the retention policy defined by
the number of restore points rather than by days. For such jobs, you can change the retention unit to days.

For more information on retention, see the Short-Term Retention Policy section of the Veeam Backup &
Replication User Guide. You can also refer to this Veeam KB article.

To use the GFS (Grandfather-Father-Son) retention scheme, select the Keep certain full backups Longer
for archival purposes check box and click Configure. Inthe Configure GFS window, specify how often full
backups are retained. For more information, see the Long-Term Retention Policy (GFS) section of the
Veeam Backup & Replication User Guide.

The Keep certain full backups longer for archival purposes check box is available only if GFS retention
policy can be applied to the job. For more information on GFS limitations, see the Long-Term Retention
Policy (GFS) section of the Veeam Backup & Replication User Guide.
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6. Select the High priority check box if you want the resource scheduler of Veeam Backup & Replication to
prioritize this job higher than other similar jobs and to allocate resources to it in the first place. For more
information on job priorities, see the Job Priorities section of the Veeam Backup & Replication User Guide.

Create Backup Job X

Job Settings Specify the job name, description and retention policy

Job name:
Virtual Machines

Backup Job 1

Guest Processing

Repository:
Repository 1 A
Job Schedule
Description:
Email Notifications Created by sheila.d.cory

Retention policy
- . Eat
Retention policy: | 6 + | days

Keep certain full backups longer for archival purposes &* Configure

1 weekly, 1 monthly, 1 yearly

605 | Veeam Backup Enterprise Manager |User Guide | 13.0.1.1071


https://helpcenter.veeam.com/docs/vbr/userguide/job_priorities.html?ver=13

Step 3. Specify List of VMs

At the Virtual Machines step of the wizard, you can add or remove VMs, vApps and VDCs of the organization.
Jobs with VM containers are dynamic in their nature: if a new machine is added to the container after the job is

created, the job is automatically updated to include the added machine.

Adding VMs and VM containers

To add a VM or a VM container:
1. Click the Add.
2. Inthe virtual infrastructure tree, select the necessary VMs or VM containers.

If you select a VM container and later add a new VM to the container, Veeam Backup & Replication will
update job settings automatically to include the VM.

TIP
To quickly find the necessary objects, you can do the following:

e Search for objects: type a name or part of a name in the search field. Specify the type of the
object from a scroll list next to the search field.

e Switch between virtual infrastructure views using the buttons in the upper-right corner. For
VMware objects, you can switch between the Hosts and Clusters, VMs and Templates,
Datastores and VMs, and Tags and VMs views.

3. Click OK to save the changes.

Removing VMs and VM containers

To remove a VM or VM container, select it in the list and click Remove.

Excluding VMs

You can also exclude individual VMs from VM containers.

To exclude VMs from a VM container:

1.  Select a VM container in the list and click Exclusions.
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2. Inthe Exclusions window, click Add and select machines that you want to exclude.

Create Backup Job X
Job Settings Select virtual machines to process

Virtual Machines

&= Add Remove ' Exclusions L Do
Guest Processing
Name Type
Job Schedule
[ win2019 vedvm
Email Notifications 3 win7 vedvm

Previous Mext Cancel
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Step 4. Configure VM Processing Order

At the Virtual Machines step of the wizard, you can change the VM processing order. It can be helpful if specific
VMs must be processed first, if you want to ensure that processing of a MV does not overlap with other
scheduled activities, or that VM processing is completed before the certain time.

To change the VM processing order, select the necessary machines and move them up or down the list using the
Up and Down buttons on the right. In the same manner, you can set the backup order for containers in the
backup list. You can change the order of the following VMware Cloud Director objects: VMs, vApps, organization
VDCs, organizations and the Cloud Director instance. The scope depends on your Cloud Director access rights.

Create Backup Job X

job Settings Select virtual machines to process

Virtual Machines

=+ Add Remove K Exclusions Up Do
Guest Processing
Name Type
Job Schedule
A win2019 Vedvm
Email Notifications 9 win7 Vedvm

Previous Mext Cancel
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Step 5. Configure Guest Processing Settings

At the Guest Processing step of the wizard, you can configure the following settings for VM guest OS
processing:

e Application-Aware Processing
e Guest OS File Indexing

e Guest OS Credentials

NOTE

VMware Cloud Director system administrators can access guest OS credentials available for their
organizations. They can also supply new credentials for guest OS processing.

Create Backup Job X

Choose guest OS processing options available for running VMs

Job Settings
Virtual Machines Enable application-aware processing €
;;‘:1* Customize Application
Guest Processing Customize application handling options for individual VMs and applications
Job Schedule Enable guest file system indexing €)
;;‘:1* Customize Indexing
Email Notifications Customize advanced guest file system indexing options for individual VMs

Guest 0S credentials

Credentials:

william.fox (Guest 05 credentials) ~ &= add v .‘ Edit x Delete

4, Customize Credentials

Customize guest 05 credentials for individual VMs and operating systems

Previous Cancel

Application-Aware Processing

At the Guest Processing step of the wizard, you can enable application-aware processing. Application-aware
processing is a Veeam technology based on Microsoft VSS and used to create transactionally consistent backups
or replicas of VMs that run Microsoft Active Directory, Microsoft SQL Server, Microsoft SharePoint, Microsoft
Exchange, Oracle or PostgreSQL. For more information, see the Application-Aware Processing section of the
Veeam Backup & Replication User Guide.
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To configure application-aware processing, take the following steps:

1. Select the Enable application-aware processing check box.

2. Click the Customize Application link.

3. To define custom settings for a machine, select it and click Edit.

To customize settings of a machine added to the job as part of a container, add the machine as a

standalone instance. For that, click Add machine and choose the necessary VM. Next, select the machine

from the list and click Edit tocustomize VM settings.

To discard custom settings of a machine, select the machine in the list and click Remove.

4. Configure the necessary settings for the selected application server:

o General Settings

o Microsoft SQL Server Transaction Log Settings

o Oracle Archived Log Settings

o PostgreSQL Archive Log Settings

o VM Guest OS File Exclusion

Application-Aware Processing Options x

& Add.. 7 Edit...

Object

£ rhelot
1 mssqloz2
1 linorclo

1 winsrvas

VSs

Require success
Require success
Require success

Require success

Transaction logs

Exchange: Truncate, SQL: Truncate
Exchange: Truncate, SQL: Backup
Exchange: Truncate, SQL: Truncate

Exchange: Truncate, SQL: Truncate

Excludes

Dizable
Disable
Disable

Disable

General Settings

On the Generaltab, you can specify general application-aware processing settings.

1. In the Applications section, select the option that corresponds to your transactionally -consistent backup
creation scenario.

o Select Require successful processing (default option) if you want Veeam Backup & Replication to stop
the backup job if anerror occurs.

o Select Try application processing, but ignore failures if you want to continue the backup process even
if an error occurs. This option guarantees completion of the job. The created backup image will not be

transactionally consistent, but rather crash-consistent.
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o Select Disable application processing if you do not want to enable application-aware processing for
the VM. This option makes the Transaction Logs Processing section unavailable.

2. [For Microsoft Exchange, Microsoft SQL Server, Oracle and PostgreSQL] In the Transaction Logs
Processing section, specify whether this job should process transaction logs upon a successful backup.

o Select Process transaction logs with this job if you want Veeam Backup & Replication to process
transaction logs.

[For Microsoft Exchange] With this option selected, the non-persistent runtime components or
persistent components running on the VM guest OS will wait for backup to complete successfully and
then trigger truncation of transaction logs. If the backup job fails, the logs will remain untouched on
the VM guest OS until the next start of the non-persistent runtime components or persistent
components.

[For Microsoft SQL Server, Oracle and PostgreSQL] Specify settings for transaction log handling:

= For Microsoft SQL Server transaction log processing — on the SQL tab. For more information, see
Microsoft SQL Server Transaction Log Settings.

= For Oracle database archived logs processing — on the Oracle tab. For more information, see
Oracle Archived Log Settings.

= For PostgreSQL database archive logs processing — on the PostgreSQL tab. For more
information, see PostgreSQL Archive Log Settings.

o Select Perform copyonly if you want to use native application means or a third-party tool to process
transaction logs. Veeam Backup & Replication will create a copy-only backup for the selected
machine. The copy-only backup preserves a chain of full/differential backup files and transaction logs,
so Veeam Backup & Replication will not trigger transaction log truncation. This option is
recommended if you are using another backup tool to perform the machine guest-level backup, and
this tool maintains consistency of the databasestate. To learn more, see the Guest Processing section
of the Veeam Backup & Replication User Guide.

With this option selected, the SQL, Oracle and PostgreSQL tabs are not available.

3. Inthe Persistent guest agent section, specify if Veeam Backup & Replication must use persistent guest
agents on each protected VM for application-aware processing.

By default, Veeam Backup & Replication uses non-persistent runtime components.
Veeam Backup & Replication deploys runtime components on each protected VM when the backup job
starts, and removes the runtime components as soon as the backup job finishes.

Select the Use persistent guest agent check box to enable persistent agent components for guest
processing. For more information, see the Non-Persistent Runtime Components and Persistent Agent
Components section of the Veeam Backup & Replication User Guide.

IMPORTANT

If both Microsoft SQL Server and Oracle Server are installed on the same VM, and this VM is processed by a
job with log backup enabled for both applications, Veeam Backup & Replication will back up only Oracle
transaction logs. Microsoft SQL Server transaction logs will not be processed.
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mssql02: Processing Settings X

Applications €)

(@) Require successful processing (recommended)

|__) Try application processing, but ignore failures

'Z__:Z' Disable application processing

Microsoft V5SS settings €)

(@) Process transaction logs with this job (recommended)

L :Z' Perform copy only (lets another application use logs)

Persistent guest agent §)

|:| Use persistent guest agent (optional)

General SGQL Oracle PostgreSQL

File Exclusions

OK

Cancel

Microsoft SQL Server Transaction Log Settings

If you back up a Microsoft SQL VM, you can specify how Veeam Backup & Replication must process transaction

logs on this VM.

1. At the Guest Processing step of the wizard, make sure the Enable application-aware processing check box

is selected.

2. Click the Customize Application link.

3. Inthe displayed window, select the Microsoft SQL Server VM from the list and click Edit.

4. On the Generaltab of the VM Processing Settings window, make sure the following options are selected:

o Inthe Applications section, either the Require successful processing or Try application processing, but

ignore failures option must be selected.
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o In the Microsoft VSS settings section, the Process transaction logs with this job option must be

selected.
mssql02: Processing Settings X
General SQL Oracle PostgreSQL File Exclusions

Applications €)

(@) Require successful processing (recommended)

'Z__:I' Try application processing, but ignore failures

'Z__:I' Disable application processing

Microsoft V5SS settings €)

(@) Process transaction logs with this job (recommended)

'Z:_:I' Perform copy only (lets another application use logs)

Persistent guest agent §)

|:| Use persistent guest agent (optional)

5. Open the SQL tab of the VM Processing Settings window.
6. Specify how Veeam Backup & Replication will process SQL transaction logs.

o Select Truncate logs totruncate transaction logs after successful backup. The non-persistent runtime
components or persistent components running on the VM guest OS will wait for the backup to
complete successfully and then truncate transaction logs. If the job does not manage to back up the
Microsoft SQL Server VM, the logs will remain untouched on the VM guest OS until the next start of
the non-persistent runtime components or persistent components.

NOTE

If the account specified at the Guest Processing step does not have enough rights,

Veeam Backup & Replication tries to truncate logs using the NT AUTHORITY|SYSTEM account.
Make sure that the account has permissions listed in the Permissions section of the Veeam
Explorers User Guide.
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o Select Do not truncate Llogs to preserve transaction logs. When the backup job completes,
Veeam Backup & Replication will not truncate transaction logs on the Microsoft SQL Server VM.

Select this option for databasesthat use the Simple recovery model. If you enable this option for
databases that use the Full or Bulk-logged recovery model, transaction logs on the VM guest OS may
grow large and consume all disk space. In this case, the database administrators must take care of
transaction logs themselves.

o Select Backup logs periodically toback up transaction logs with Veeam Backup & Replication. Veeam
Backup & Replication will periodically copy transaction logs to the backup repository and store them
together with the image-level backup of the Microsoft SQL Server VM. During the backup job session,
transaction logs on the VM guest OS will be truncated.

For more information, see the Microsoft SQL Server Transaction Log Settings sections of the Veeam
Backup & Replication User Guide.

7. If you have selected the Backup logs periodically option, specify settings for transaction log backup:

a. In the Backup logs every <N> minutes field, specify the frequency for transaction log backup. By
default, transaction logs are backed up every 15 minutes. The maximum log backup interval is 480
minutes.

b. In the Retain log backups section, specify retention policy for transaction logs stored in the backup
repository.

= Select Until the corresponding image-level backup is deleted to apply the same retention policy
for image-level backups and transaction log backups.

= Select Keep only last <N> days tokeep transaction logs for a specific number of days. By
default, transaction logs are kept for 15 days. If you select this option, you must make sure that
retention for transaction logs is not greater than retention for the image-level backups. For
more information, see Retention for Transaction Log Backups section of the Veeam Backup &
Replication User Guide.

NOTE

Using the Veeam Backup & Replication console, you can also specify log shipping servers that you want to
use to transport transaction logs. For more information, see the Microsoft SQL Server Transaction Log
Settings section of the Veeam Backup & Replication User Guide.
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dbserver01: Processing Settings X

General SQL Oracle File Exclusions

Choose how this job should process Microsoft SQL Server transaction logs

() Truncate logs (prevents logs from growing forever)
() Do not truncate logs (requires simple recovery model)
(@) Backup logs periodically (backed up logs are truncated)
4 i i
Backup logs every 5 ~ | Minutes

Retain log backups:
ié) Until the corresponding image-level backup is deleted

'i._:Z' Keep only last 4 days

Oracle Archived Log Settings

If you back up a VM where Oracle Databaseis deployed, you can specify how Veeam Backup & Replication must

process archived redo logs on this VM.

1. At the Guest Processing step of the wizard, make sure the Enable application-aware processing check box

is selected.
2. Click the Customize Application link.

3. Inthe displayed window, select the Oracle VM from the list and click Edit.

4. Onthe Generaltab of the VM Processing Settings window, make sure that either the Require successful

processing or Try application processing, but ignore failures option is selected.

IMPORTANT
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mssql02: Processing Settings X

General SQL Oracle PostgreSQL File Exclusions

Applications €)

(@) Require successful processing (recommended)

'Z__:I' Try application processing, but ignore failures

'Z__:I' Disable application processing

Microsoft VSS settings €)

(@) Process transaction logs with this job (recommended)

! :I' Perform copy only (lets another application use logs)

Persistent guest agent §)

|:| Use persistent guest agent (optional)

5. On the Oracletab of the VM Processing Settings window, specify log processing settings.

a. Specify a user account that will connect to the Oracle databaseand perform Oracle archived logs
backup and deletion.

= Select Use guest credentials touse the account specified at the Guest Processing step of the
wizard to access the VM guest OS and connect to the Oracle database.

= Specify another account. To do this, select the necessary account from the drop-down list or
click Add and add a new account.

Make sure the specified account has sufficient rights. For details, see the Permissions section of the
Veeam Explorers User Guide.

b. Specify how Veeam Backup & Replication must process archived redo logs on the Oracle VM.

= Select Do not delete archived logs to preserve archived redo logs on the original Oracle server.

Select this option for databasesin the NOARCHIVELOG mode. If the databaseis in the
ARCHIVELOG mode, archived logs on the VM guest OS may grow large and consume all disk
space. In this case, database administrators must take care of archived logs themselves.
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= Select Delete logs older than <N> hours/ Delete logs over <N> GB todelete archived logs that
are older than <N> hours or larger than <N> GB. The log size threshold refers not to the total
size of all logs for all databases, but to the log size of each database on the selected Oracle VM.

When the parent backup job (job creating animage-level backup) runs, Veeam Backup &
Replication will wait for the backup to complete successfully, and then trigger archived logs
deletion on the Oracle VM over Oracle Call Interface (OCI). If the primary job does not manage to
back up the Oracle VM, the logs will remain untouched on the VM guest OS until the next start
of the non-persistent runtime components or persistent components.

TIP

Veeam Backup & Replication removes redo logs only after the parent backup job session. To
remove redo logs more often, you can schedule the job to run more often.

c. To backup Oracle archived logs with Veeam Backup & Replication, select the Backup logs every <N>
minutes check box and specify the frequency for archived log backup. By default, archived logs are
backed up every 15 minutes. The maximum log backup interval is 480 minutes.

IMPORTANT

If you plan to use this option together with archived logs deletion from Oracle machine guest,
make sure that these settings are consistent: logs should be deleted after they are backed up to
repository. Thus, you need to set up backup schedule and log removal conditions appropriately.

d. If you have selected the Backup logs every <N> minutes option, specify retention policy for the
archived logs stored in the backup repository. For the Retain log backups setting, select one of the
following:

= Select Until the corresponding image-level backup is deleted to apply the same retention policy
for image-level backups and archived log backups.

= Select Keep only last <N> days tokeep archived logs for a specific number of days. By default,
archived logs are kept for 15 days. If you select this option, you must make sure that retention
for archived logs is not greater than retention for the image-level backups. For more
information, see the Retention for Archived Log Backups section of the Veeam Backup &
Replication User Guide.

NOTE

Using the Veeam Backup & Replication console, you can also specify log shipping servers that you want to
use to transport archived logs. For more information, see the Oracle Archived Log Settings section of the
Veeam Backup & Replication User Guide.
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linorcl01: Processing Settings X

General SGQL Oracle PostgreSQL File Exclusions

Choose how this job should process Oracle archived logs

Specify Oracle account with SYSDBA privileges:

admin (admin) v g Add

| Do not delete archived logs

(@) Delete logs older than: 48 C hours
[ : | Delete logs over: 10 GE

s .
Backup logs every: 15 | Mminutes

Retain log backups:

(@) Until the corresponding image-level backup is deleted

E::Z' Keep only last 15 day:

PostgreSQL Archive Log Settings

If you back up a VM where PostgreSQL is deployed, you can specify how Veeam Backup & Replication must
process PostgreSQL archive logs on this VM.

1. At the Guest Processing step of the wizard, make sure the Enable application-aware processing check box
is selected.

2. Click the Customize Application link.

3. Inthe displayed window, select the PostgreSQL VM from the list and click Edit.
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4. On the Generaltab of the VM Processing Settings window, make sure that either the Require successful
processing or Try application processing, but ignore failures option is selected.

postresql88: Processing Settings X

Applications €)

(@) Require successful processing (recommended)

'Z__:I' Try application processing, but ignore failures

'Z__:I' Disable application processing

Transaction logs processing €)

Persistent guest agent €)

|:| Use persistent guest agent (optional)

General SQL Oracle PostgreSQL

@ Process transaction logs with this job (recommended)

! :I' Perform copy only (lets another application use logs)

File Exclusions

OK

Cancel

5. On the PostgreSQL tab of the VM Processing Settings window, specify settings for PostgreSQL logs

processing.

a. Specify anaccount that will connect to the PostgreSQL instance and perform PostgreSQL archive logs
backup and deletion. The pg hba.conf configuration file of the PostgreSQL instance must contain a

record with the account.

= Select Use guest credentials touse the account specified at the Guest Processing step of the
wizard to access the VM guest OS and connect to the PostgreSQL instance.

= Specify another account. To do this, select the necessary account from the drop-down list or

click Add and add a new account.

Make sure the specified account has sufficient rights. For details, see the Permissions section of the

Veeam Explorers User Guide.

b. Specify an authentication method for the selected user account.
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= Select Database user with password if you have specified an account with password-based
authentication. In this case, you must provide Veeam Backup & Replication with the account
password that will be stored in the Veeam Backup & Replication database.

= Select Database user with password file (.pgpass) if you have specified an account with
password-based authentication. In this case, you do not have to specify the account password
when adding the account in Veeam Backup & Replication. Instead, the account password must
be specified in the PGPASS password file stored in the user's home directory.

= Select System user without password (peer) if you have specified a local system account with
peer authentication.

c. To backup PostgreSQL archive logs with Veeam Backup & Replication, select the Backup logs every
<N> minutes check box and specify the frequency for archive log backup. By default, archive logs are
backed up every 15 minutes. The maximum log backup interval is 480 minutes.

d. If you have selected the Backup logs every <N> minutes option, specify retention policy for the
archive logs stored in the backup repository. For the Retain log backups setting, select one of the
following:

= Select Until the corresponding image-level backup is deleted to apply the same retention policy
for image-level backups and archived log backups.

= Select Keep only last <N> days to keep archive logs for a specific number of days. By default,
archive logs are kept for 15 days. If you select this option, you must make sure that retention for
archive logs is not greater than retention for the image-level backups. For more information, see
the Retention for PostgreSQL WAL Files section of the Veeam Backup & Replication User Guide.

e. In the PostgreSQL archive logs local temporary storage field, specify a path on the PostgreSQL
machine that Veeam Backup & Replication will use to temporarily store PostgreSQL archive logs until
they are backed up. Veeam Backup & Replication does not create the temporary storage folder so the
folder must exist on the machine. Make sure the temporary location has enough free space for storing
the log files.

NOTE

Using the Veeam Backup & Replication console, you can also specify log shipping servers that you want to
use to transport archive logs. For more information, see the Retention for PostgreSQL WAL Files section of
the Veeam Backup & Replication User Guide.
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rhel02: Processing Settings X

General SGQL Oracle PostgreSQL File Exclusions

Choose how this job should process PostgreSQL transaction logs

Specify PostgreS0L account with superuser privilegas:

Uze guest credentials hd &= 2dd

The specified user is:

iiﬁl Database user with password

! :Z' Database user with password file (. pgpass)

'Z__:Z' System user without password (peer)

~ :
E!@'u:kl_u::In::rgseu-'erg,r 15 « | Mminutes

Retain log backups:

(@) Until the corresponding image-level backup is deleted

'Z__:Z' Keep only last

LR
L

PostgresQL archive logs local temporary storage:

stmp

VM Guest OS File Exclusion

If you do not want to back up specific files and folders on the VM guest OS, you can exclude them from the
backup. Exclusions can help decrease the backup file size. However, selective processing takes additional time
that depends on the number of excluded files. It also requires obtaining per-file metadata (stored in backups).
Thus, it is recommended to use this option for excluding large files. By default, exclusions are disabled.

1. At the Guest Processing step of the wizard, make sure the Enable application-aware processing check box
is selected.

2. Click the Customize Application link.
3. Inthe displayed window, select a VM from the list and click Edit.
4. On the File Exclusions tab, specify the files that must be excluded from the backup.
o Select Exclude the following files and folders toremove individual files and folders from the backup.

o Select Include only the following files and folders toleave only the specified files and folders in the
backup.
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5. Click Add and specify what files and folders you want to include or exclude.

To form the list of exclusions or inclusions, you can use full paths to files and folders, environmental
variables, and file masks with the asterisk (*) and question mark (?) characters. For more information, see
the VM Guest OS Files section of the Veeam Backup & Replication User Guide.

mssql02: Processing Settings X

General SGQL Oracle

(_ ) Disable file level exclusions

(@) Exclude the following files and folders:

&= Add M Remove

HTMP3%

A

! iﬁl Include only the following files and folders:

Postgre5QL

File Exclusions

File selective processing takes
additional time proportional to
the amount of excluded files,
and stores extra per-file
metadata in backups. Thus, itis
best used for excluding large
files, and keeping the total
number of excluded files under
a few hundred thousands.

Guest OS File Indexing

To quickly find the necessary guest OS files in backups, select the Enable guest file system indexing check box.
This setting provides, in particular, advanced search capabilities when viewing guest OS files and performing 1-
Click file restore using Enterprise Manager web Ul. If indexing is disabled, you can only use quick search within

the selected restore point.

NOTE

deploy them to support index creation.
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To provide granular indexing options for individual machines:
1. Click the Customize Indexing link.
2. In the Guest File System Indexing Options window, select a machine from the list and click Edit.
Consider the following:

o To customize settings of a machine added to the job as part of a container, add the machine as a
standalone instance. For that, click Add Machine and choose the necessary VM. Next, select the
machine from the list and click Edit tocustomize VM settings.

o To discard custom settings of a machine, select it from the list and click Remove.

Guest File System Indexing Options X

%= Add machine... s Edit.. Remave
Object Windows Linux
3 apache02 Disabled Disabled
3 winsrvag Partial Partial
{7 dbservero1 Partial Partial

3. Inthe Indexing Settings window displayed for the selected machine, go to the Windows or Linux tab and
specify what files should be indexed:

o Select Disable indexing if you do not want to index guest OS files of the machine.
o Select Index everything if you want to index all guest OS files inside the machine.

o Select Index everything except folders if you want to index all guest OS files except those defined in

the list. By default, system folders are excluded from indexing. You can add or delete folders to
exclude using the Add and Remove buttons.
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o Select Index only following folders toselect specific folders that you want to index. To form the list
of folders, use the Add and Remove buttons.

dbserver01: Indexing Settings x

Windows Linux

(_ ) Disable indexing

() Index everything

ié) Index everything except folders
= Add Remaove Yy Default

Hwindird
ProgramFilest
ProgramFiles(x86)%

B DrnoramiAR A2 200

() Index only following folders

4. Click OK to save the settings and close the window.

Guest OS Credentials

If you specify guest OS credentials, Veeam Backup & Replication deploys a runtime process on the VM guest OS
to coordinate guest processing activities. The process runs only during guest processing and is stopped
immediately after the processing is finished.

If you have Management Agent installed on a Linux VM, you have an option to use it for coordinating guest
processing activities. In this case, guest OS credentials are not stored in the configuration database, which
makes using Management Agent a more secure option. For more information, see the Persistent Agent
Components section of the Veeam Backup & Replication User Guide.

NOTE

VMware Cloud Director system administrators can access guest OS credentials available for their
organizations. They can also supply new credentials for guest OS processing.
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Create Backup Job X

Choose guest OS processing options available for running VMs

Job Settings
Virtual Machinas Enable application-aware processing €
g‘;-l' Customize Application
Guest Processing Customize application handling options for individual VMs and applications
job Schedule Enable guest file system indexing €)
g‘;-l' Customize Indexing
Email Notifications Customize advanced guest file system indexing options for individual VWs

Guest 0S5 credentials

Cradentials:

william.fox (GQuest 05 credentials) ~ g Add w .‘ Edit x Delete

4, Customize Credentials

Customize guest O5 credentials for individual VMs and operating systems

Previous Cancel

In the Guest OS credentials section, you can select credentials from the list, or click the Add button to add new
credentials.

e For Windows guest OS, specify a user account (name and password) with local administrative rights on
target machine, and optional description. Credentials must be specified in the following format:

o For Active Directory accounts: DOMAIN|Username
o For local accounts: Username or HOST|Username
e For Linux guest OS, you can choose one of the following options:
o If Management Agent is installed on the VM, you can select the Use management agent option.

o If Management Agent is not installed on the VM, specify a user name, password, and SSH port (by
default, port 22 is used).

If you specify datafor a non-root account that does not have root privileges on a Linux server, you can
use the Non-root account section to grant this account elevated permissions as follows:

i. To provide a non-root user with root account privileges, select the Elevate specified account to
root check box.

625 | VeeamBackup Enterprise Manager | User Guide|13.0.1.1071



ii. To addthe user account to the sudoers file, select the Add account to the sudoers file
automatically check box. In the Root password field, enter the root account password.

If you do not enable this option, you will have to manually add the user account to the sudoers
file.

iii. If you plan to use the account to connect to Linux servers where the sudo command is not
available or may fail, you have an option to use the su command instead. To enable the su
command, select the Use "su" if "sudo" fails check box and in the Root password field, enter the
root account password.

Veeam Backup & Replication will first try to use the sudo command. If the attempt fails,
Veeam Backup & Replication will use the su command.

IMPORTANT

For machine guest OS indexing of Linux-based machines, a user account with root privileges on the
machine is required. It is recommended that you create a separate user account for work with Veeam
Backup & Replication on the Linux-based machine, grant root privileges to this account and specify settings
of this account in the Guest OS credentials section.

Itis also recommended to avoid additional commands output for the specified user (like messages echoed
from within ~/ .bashrc or command traces before execution), because they may affect Linux machine

processing.

Credentials X

Username:

User

Password:

Description:

Windows credentials

Linux Private Key

Another option is to use Linux private key. This method eliminates the need to supply password at each login,
helps to protect against malicious applications like keyloggers, thus strengthening security, and simplifies
launch of automated tasks, decreasing administrative load in Linux environments. For this method, a user must
create a pair of keys:

e  Private keyis stored on the client (user's) machine — that is, on the machine where Veeam Backup &
Replication runs. The key is usually stored in the encrypted form. To decrypt a private key, you need to
supply a passphrase specified at key creation.

e Public keyis stored on the server (Linux machine) in a special authorized keys file that contains a list
of public keys.
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If you plan to use Linux private key for authentication, make sure you have created private and public keys and
stored them appropriately: private key on the client side (Veeam backup server) and public key on the server
side (Linux machine). You should also have the passphrase for the private key if it is encrypted. If you select to
use Linux private key credentials, you should specify the following:

e Username

e Passphrasefor private key

e Private key stored on the client side (Veeam backup server)
e SSH port (defaultis 22)

e Non-root account elevation options

Linux Credentials x

Username: Administrator

Password: | eessssssssses

Private key is required for this connection
Private Key: cey01.ppk Browse...
Passphrase: | sessssesssssseea

55H port: | 22

<>

Non-root account

Elevate specified account to root
Add account to the sudoers file automatically

Use "su” if "sudo” fails

RDDt passlltl‘lcrd: ------------------

Description:

Linux account for srv12

Special Credentials for Machine

By default, for all machines in the list, Veeam Backup & Replication uses common credentials you provided in
the Guest OS credentials section. To use a different account for deploying the agent inside a specific machine,
you can customize credentials for the machine.

To customize credentials:

1. In the Guest OS credentials section, select Customize Credentials.
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2. Select the necessary machine from the list and click Set User.

3. Specify custom guest OS credentials and click OK.

virt03-ubuntu01: Processing Settings

Windows credentials:

<Default= w &= aAdd
Linux credentials:
adrinistrator (administrator) w &= aAdd

To remove custom credentials for a machine:
1. In the Guest OS credentials section, select Customize Credentials.

2. Select the necessary machine from the list and click Remove.

NOTE

To customize settings of a machine added as part of a container, the machine should be included in the list

as a standalone instance. For that, click Add machine and choose a machine whose settings you want to
customize.
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Step 6. Configure Job Schedule

At the Job Schedule step of the wizard, you can select to run the job manually or schedule the job to run on a
regular basis.

To edit the job schedule:

—_

Select the Run the job automatically check box. If the check box is not selected, you will need to start the
job manually.

2. Edit the scheduling settings. You can select to run the job daily, monthly, periodically with a specific time
interval, continuously or after a specific job.

For more information, see Schedule Settings.

3. In the Automatic retry section, define whether Veeam Backup & Replication must attempt to run the
backup job again if the job fails for some reason. During a job retry, Veeam Backup & Replication processes
failed machines only. Enter the number of attempts to run the job and define time intervals between
them. If you select continuous backup, Veeam Backup & Replication will retry the job for the defined
number of times without any time intervals between the job runs.

4. In the Backup window section, edit the time interval within which the backup job must complete. The
backup window prevents the job from overlapping with production hours and ensures that the job does
not provide unwanted overhead on the production environment. To set up a backup window for the job:

a. Select the Terminate job if it gets out of allowed backup window check box and click Window.

b. Define the allowed hours and prohibited hours for backup. If the job exceeds the allowed window, it
will be automatically terminated.

Create Backup Job x

Job Seitings Specify the job scheduling options

Virtual Machines Run the job automatically:

ii) Daily at this time: 10:00 pm v On these days hd E‘l Days...
Guest Processing B

i::) Monthly at: 0:00 prm Fourth Saturda
Job Schedule -

() pericdically every: Hours Schedule

Email Notifications N
el Heteatons () After this job:

Automatic retry

Retry failed VM processing: | 2 : times

Wait before each attempt for: | 10 C minutes

Backup window

Previous MNext
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NOTE

If the Location property of the source object and target object do not match, you will receive a warning
message after you click Finish. For example, you may have a backup job targeted at repository located in
Sydney, and source machines located in London.

Schedule Settings

If you have selected to run the job automatically, you can select one of the following options:

To run the job at specific time daily, on defined week days or with specific periodicity, select Daily at this
time. Use the fields on the right to configure the necessary schedule.

To run the job once a month on specific days, select Monthly at this time. Use the fields on the right to
configure the necessary schedule.

NOTE

When you configure the job schedule, keep in mind possible date and time changes (for example,
related to daylight saving time transition).

To run the job repeatedly throughout a day with a specific time interval, select Periodically every. Inthe
field on the right, select the necessary time unit: Hours or Minutes. Click Schedule and use the time table
to define the permitted time window for the job. In the Start time within an hour field, specify the exact
time when the job must start.

A repeatedly run job is started by the following rules:

o Veeam Backup & Replication always starts counting defined intervals from 12:00 AM. For example, if
you configure to run a job with a 4-hour interval, the job will startat12:00 AM, 4:00 AM, 8:00 AM,
12:00 PM, 4:00 PM and so on.
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o If you define permitted hours for the job, after the denied interval is over,

Veeam Backup & Replication will immediately start the job and then run the job by the defined

schedule.

For example, you have configured a job to run with a 2-hour interval and defined permitted hours from
9:00 AM to 5:00 PM. According to the rules above, the job will first run at 9:00 AM, when the denied

period is over. After that, the job will run at 10:00 AM, 12:00 PM, 2:00 PM and 4:00 PM.

Select Period X

L AM PM
1217 2 3 4 35 6 7 8 ¢ 10117121 2 3 4 5 6 7 8 2 10N

Sunday
Monday
Tuesday
Wednesday
Thursday
Friday
Saturday

Select: i'_jﬁ' Denied ii] Permitted Deny All - Permit Al

Start time within an hour: | 0 min

<>

e To run the job continuously, select the Periodically every option and choose Continuously from the drop-
down list on the right. A new backup job session will start assoon as the previous backup job session

finishes.

e To chain jobs, use the After this job field. In the common practice, jobs start one after another: when
job A finishes, job B starts and so on. If you want to create a chain of jobs, you must define the time
schedule for the first job in the chain. For the rest of the jobs in the chain, select the After this job
option and choose the preceding job from the list. If you start the first job manually, Veeam Backup
Enterprise Manager will display a notification. You will be able to choose whether to start the

chained job as well.
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Step 7. Configure Email Notifications

At the Email Notifications step, you can configure email notifications.

Email notifications will be sent daily if you configure global notification settings in Veeam Backup Enterprise
Manager. For more information, see Notifications on Job Results. If you want to receive a notification after each
job run, configure notification setting for this job in Veeam Backup & Replication. For details, see the
Notification Settings section of the Veeam Backup & Replication User Guide.

To configure email notifications for this job, take the following steps:

1.

Select the Enable e-mail notifications check box if you want to receive notifications about the job
completion status by email.

In the Recipients field, specify recipient's email address. You can enter severaladdresses separated by a
semicolon.

In the Subject field, specify a notification subject. You can use the following variables in the subject:
%Time% (completion time), %JobName%, %JobResult%, %ObjectCount% (number of VMs in the job)
and %/ssues% (number of VMs in the job that have finished with the Warning or Failed status).

Select Notify on success to receive an email notification when the job completes successfully.
Select Notify on warning toreceive an email notification when the job completes with a warning.
Select Notify on error toreceive an email notification when the job fails.

Select the Suppress notifications until the last retry check box to receive a notification about the final job
status. If you do not enable this option, Veeam Backup & Replication will send one notification per every
job retry.
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8. To create the job, click Finish.

Other job settings are obtained from the job configuration specified for the organization. For more
information, see Adding Organization Configuration.

Create Backup Job X

job Settings Specify recipients and settings for the job status emails:

Virtual Machines Enable e-mail notifications
v

. Recipients:
Guest Processing

william.fox@organization01 .com|

Job Schedule Subject:

[%]obResultds] ¥)obNamedt (%ObjectCount® machines) lssuesth
Motify on success
Motify on warning
Motify on error

Suppress notifications until the last retry

Email Notifications

Previous Finish Cancel

Starting, Stopping and Retrying Jobs

Members of a VMware Cloud Director organization can start, stop and retry organization backup jobs and
replication jobs.

e To starta job, right-click a job from the list and select Start.

e To stop a job, right-click a job from the list and select Stop.

633 | VeeamBackup Enterprise Manager | User Guide|13.0.1.1071



e To retry a failed job, right-click a job from the list and select Retry.

& Self-Service Backup Portal for OrganizationO1

organization01\sheiladcory v | @

Dashboard

Job name:

& Create... P start

Name

Snapshot Replication Job
€DP Policy 2

€oP policy 1

Files Items

Q Y Status (Al
6} Job v
Type Status
Replica r Warning
CDP . Warning
op £ Warning

Latest Run

7 hours ago

{4 NextRun

Not scheduled
Disabled

Disabled

Repository

R4
Backup repository

Backup repository

Description

@8 export T Refresh

& Create.

b start

MNAdministrator

MAdministrator

MAdministrator

Enabling and Disabling Jobs and Policies

Members of a VMware Cloud Director organization can enable and disable organization backup jobs, replication

jobs and CDP policies. Disabled jobs and policies are temporary paused.

To enable or disable a policy:

1. Onthe Jobstab, select a job or policy from the list.

2. On the toolbar, click Enable or Disable.

Alternatively, you can right-click a job or policy and select Job >Enable.

& Self-Service Backup Portal for OrganizationO1

Dashboard

Files Items

organization01\sheila.d.cory v (7]

Job name:

& Create...

Name

Snapshot Replication Job
€DP Policy 2

CDP Policy 1

Q Y status (All)
3} job v
Type status
Replica L Warning
cop 1 Warning
cop ® working

Latest Run

5 hours ago

& Create...

8t Job

4 NextRun

Not scheduled
Disabled

Continuous

U Enable

¥ Delete

Repository

R4
Backup repository

Backup repository

Description

B8 =xport T Refresh

Created by SALAVMT\Administrator

Created by SALAVM1\Administrator

Created by SALAVMT\Administrator
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Deleting Jobs and Policies

Members of a VMware Cloud Director organization can delete organization backup jobs, replication jobs and CDP
policies. Deleted jobs and policies are removed and no longer appearin Veeam Self-Service Backup Portal,
Veeam Backup & Replication console and in Veeam Backup Enterprise Manager.

To delete a job, do the following:
1. On the Jobstab, select ajob from the list.
2. On the toolbar, click Job >Delete.
Alternatively, you can right-click a job or policy and select Job > Delete.

3. You will be prompted to delete backup files. To delete backup files, select the Delete backup files check
box and click Yes toconfirm the operation.

If four-eyes authorization is enabled on the backup server, backup files will remain in the backup
repository and become orphaned.

& Self-Service Backup Portal for OrganizationO1 organization01\sheila.d.cory v | @

Dashboard Files Items

Job name: Q Y status (all)
& Create Start sto Retr B Job v M8 export ) Refresh
Name Type Status Latest Run + Next Run Repository Description

Snapshot Replication Job Replica i Warning 5 hours ago Not scheduled R4 Created by SALAVM1\Administrator

CDP Policy 2 cop 1 Warning Disabl Backup repository Created by SAL4VMT\Administrator
+ Create..

CDP Policy 1 cop (® working Backup repository Created by SAL4VM1\Administrator

@t Job

¥ Delete

Managing Cloud Director VMs and vApps

On the VMs tab, members of a VMware Cloud Director organization can perform the following tasks:
e Browse VMs and vApps
e Recover VMs
e Restore VApps
e Fail over vApps to their snapshot or CDP replicas
e Restore VM disks

e Delete VMs and vApps from Backups
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VM Recovery

You can recover VMs from backups to the original (production) vApp or another vApp within you organization.
You can perform the following types of VM recovery:
e |nstant Recovery

e Entire VM Restore

Instant Recovery

You can instantly recover VMware Cloud Director VMs from backups to the original vApp or another vApp that
belongs your VMware Cloud Director organization.

To instantly recover a VM, do the following:

1. On the VMs tab, select a VM you want to recover. To quickly find the necessary VM, use the search field at
the top of the window.

2. On the toolbar, click Instant Recovery.

Alternatively, you can right-click the VM and select Instant Recovery.

3. Follow the steps of the Instant Recovery wizard. For more information, see Instant Recovery to VMware
Cloud Director.

& Self-Service Backup Portal for Organization01 organization01\william.fox ¥ e

Search by VM name Q Ep InstantRecovery  §81 Entire VM Restore DB Restorevapp & Virtual Disks  (G¢ Delete 4D History 08 export T Refresh

M t  vapp Job Name Restore Points  Last Success Repasitory

vmo1 vAppO1 VApPO1 Backup 3points  8/1/202201:03:11 pm Repository01

vm2 VApPO2 By Instant Recovery VAPPO2 Backup Tpoint  B/1/202201:19:32 pm Repository01

481 Entire vhRestore
28 Restore vapp

& Virtual Disks

[ Delete

Entire VM Restore

You can restore VMware Cloud Director VMs from backups to the original vApp or another vApp that belongs
your VMware Cloud Director organization.

To restore an entire VM, do the following:

1. Onthe VMs tab, select a VM you want to restore. To quickly find the necessary VM, use the search field at
the top of the window.
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2. On the toolbar, click Entire VM Restore.
Alternatively, you can right-click the VM and select Entire VM Restore.

3. Follow the steps of the Entire VM Restore wizard. For more information, see Restoring Entire VM to
VMware Cloud Director.

® Self-Service Backup Portal for Organization01 organization01\william.fox ~ e

Dashboard Jobs Files Items

Search by VM name Q Ep InstantRecovery  §81 Entire VM Restore DB Restorevapp & Virtual Disks  (G¢ Delete 4D History 08 export T Refresh

M T vaApp Job Name Restore Points  Last Success Repository

vmo1 VAppO1 vAppO1 Backup 3points  8/1/202201:03:11 pm Repository01
B} Instant Recovery
vm2 vAppO2 vAppO2 Backup 1point  8/1/202201:19:32 pm Repository01
48 Entire VM Restore

3] iestu@Mpp

&) Virtual Disks

£ Delete

Restoring VApps

You can restore a vApp to the original (production) VDC.
To restore a vApp:

1. Onthe VMs tab, select a vApp. To quickly find the necessary vApp, use the search field at the top of the
window.

2. Click Restore vApp and select the option you need:

o Select Overwrite if you want to restore the vApp from the backup to the original VDC, replacing the
production vApp.

o Select Keep if you want to keep the original vApp in the original VDC. The vApp from the backup will
be located next to the original production vApp and will have the same name with the _restored
suffix. Names of VMs in the vApp will remain the same.

3. Select the restore point that will be used to restore the vApp.
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4. [Optional] To start VMs in the restored vApp immediately after recovery, select Power on VM after
restoring.

Select VM restore point

Backup Date Type Job Name

11/25/2020 07:59:58 pm Increment Backup Job 1
11/22/2020 09:01:39 am Full Backup Job 1
11/15/2020 09:01:37 am Full Backup Job 1

Power on VM after restoring

5. Click Finish.
6. Click Yesinthe message window to confirm the operation.
To view the VM restore progress, on the Machines tab, click History.

IMPORTANT

Restore job of a vApp with a standalone VM will return an ordinary and not standalone VM.

vApp Failover

Failover is a process of switching from the original vApp in the production site to its vApp replica in the disaster
recovery site.

Failover is an intermediate step that your service provider must finalize in the Veeam Backup & Replication
console. The service provider can perform the following operations in the console:

e Undo failover to switch back to the source vApp and discard all changes made to the replica while it was
running.

e Perform permanent failover to permanently switch from the source vApp to the replica and use this
replica as the production vApp.

e Perform failback to switch back to the source vApp and send to the source vApp all changes that took
place while the replica was running.
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For more information on finalizing failover, see the Failover and Failback section of the
Veeam Backup & Replication User Guide.

You can perform the following failover operations in Veeam Self-Service Backup Portal:
e Failover to Snapshot Replica

e Failover to CDP Replica

Failover to Snapshot Replica

If a VM is processed by a VMware Cloud Director replication job, you can perform failover of the vApp that
contains the VM. When you perform failover, you shift all processes from the source vApp in the production
organization VDC to the replica in the disaster recovery organization VDC.

Failover is anintermediate step that your service provider must finalize in the Veeam Backup & Replication
console. The service provider can perform the following operations in the console:

e Undo failover to switch back to the source vApp and discard all changes made to the replica while it was
running.

e Perform permanent failover to permanently switch from the source vApp to the replica and use this
replica as the production vApp.

e Perform failback to switch back to the source vApp and send to the source vApp all changes that took
place while the replica was running.

For more information on finalizing failover, see the Failover and Failback section of the
Veeam Backup & Replication User Guide.

To perform failover, take the following steps:
1. On the Machines tab, selecta machine processed by a Cloud Director replication job.
2. Click Restore vApp.
3. Inthe Restore window, select a restore point of the vApp.
4. Click Restore.

5. To confirm failover, click Yes.
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To view the failover progress, on the Machines tab, click History.

Select a vApp restore point

Backup Date Type Job Name
2/6/2023 07:01:01 pm Snapshot vCD Replication Job 1
2/4/2023 07:00:15 pm Snapshot vCD Replication Job 1

Restore Cancel

Failover to CDP Replica

If a VM is processed by a VMware Cloud Director CDP policy, you can perform failover of the vApp that contains
the VM. When you perform failover, you shift all processes from the source vApp in the production organization
VDC to the replica in the disaster recovery organization VDC.

Failover is an intermediate step that your service provider must finalize in the Veeam Backup & Replication
console. The service provider can perform the following operations in the console:

e Undo failover to switch back to the source vApp and discard all changes made to the replica while it was
running.

e Perform permanent failover to permanently switch from the source vApp to the replica and use this
replica as the production vApp.

e Perform failback to switch back to the source vApp and send to the source vApp all changes that took
place while the replica was running.

For more information on finalizing failover, see the Failover and Failback section of the
Veeam Backup & Replication User Guide.

To perform failover, do the following:
1. On the Machines tab, selecta machine processed by a Cloud Director CDP policy.

2. Click Restore vApp.
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3. Inthe Restore Points window, select the restore point you need. You can fail over to the latest available
crash-consistent state, to the latest application-consistent state, or to a specific point in time.

Application consistency is defined for the whole vApp. A vApp restore point is application-consistent if all
VMs have application-consistent restore points. A vApp restore point is mixed if some VMs have crush-
consistent restore points.

TIP
e To quickly find a long-term restore point, use the calendar.
e To zoom in or zoom out the time line, use the Plus and Minus buttons or switch between the

Hour and Day views.

4. Click Failover.
To view the failover progress, on the Machines tab, click History.

Restore Points

Specify a point in time to restore the vApp to:

( : ) Restore to the latest available state (crash-consistent)

w!"‘ Restore to a point in time:

@ ® Hour [ pay

« o fEh 1272022

am 11:00 am 11:05am 11:10am 11:15am 11:20am 11:25am 11:30 am 11:35am 11:40 am 11:45 am 11:50 am 11:55
O

11:34:00 am

No restore points available (keep scrolling) @ I/0 journal is available ® Crash-consistent restore point @ Application-consistent restore point © 170 journal is available only for some VMs in a vApp

Failover Cancel

4

Restoring Virtual Disks

You can restore individual virtual disks from backups of VMware Cloud Director VMs.

To restore a virtual disk:

1.  On the VMs tab, select a VM with disks you want to restore. To quickly find the necessary VM, use the
search field at the top of the window.

2. Click Virtual Disks.
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3. Follow the steps of the Virtual Disk Restore wizard. For details, see Virtual Disk Restore.

& Self-Service Backup Portal for Organization01 organization01\williamfox v | @

Dashboard Jobs Files Items

Search by VM name Q B» InstantRecovery 481 Entire VM Restore BB Restorevapp & Virtual Disks & Delete 4D History M export T Refresh
M T vapp Job Name Restore Points  Last Success Repository
SA01_WF_VM12_Cent0S_GUI 5A1_vAppi CDP Policy 1 i5points  11/26/2024 08:06:36 pm Backup repository
SAQ1_WF_VMS1_CentOs_Care SA1_vAPDS BO1_guest_processing linux (Impor.. 3points  11/5/2024 04:21:55 am Backup repository
SAO1_WF_VMS2_Cent0S_GUI SA1_VADDS BO1_guest_processing_linux (Impor... 3points  11/3/202404:27:31 am Backup repository
SA1_VM11_Cent0S_Core 5A1_vAppi CDP Policy 1 i5points  11/26/2024 08:06:36 pm Backup repository
SA1_VM22_CentOS_Core SA1_vApp2 AO01 (Imported) 1 point 10/29/2024 05:13:18 pm R4
SA1_VM32_Cent0S_Core SA1_vApD3 - 19points  11/5/2024 08:01:45 am R4

B, instant Recovery
SA1_WF_VM21_Cent0S_Core SAT_WF_vApp2 R 1point  11/26/2024 12:53:16 pm R4
48 Entire VM Restore
SAT_WF_VM21_CentOS_Core SA1_WF_vApp2 19 points 11/5/2024 08:01:52 am R4
P Restore vapp
SAT_WF_VM22_Cent0S_Core SAT_WF_vApp2 14points  11/4/2024 12:03:52 pm R4
& Virtual Disks
SAT_WF_VM22_Cent0S_Core SAT_WF vApp2 R 1point  11/26/2024 12:53:16 pm R4
5 el
SAT_WF_VM61_Win22 SA1_WF_vApp6_Win £ Delete \g (Import... 1 point 10/30/2024 01:48:05 am Backup repository

Deleting VMs and vApps from Backups

If you no longer need a VM backup, you can delete it. The deleted VM is not removed from the list of VMs
immediately. The VM will be removed from the list after the VM records are removed from the configuration
database of the backup server.

Before You Begin

Before you delete a machine from backup, consider the following considerations and limitations:

o If four-eyes authorization is enabled on the backup server, you cannot delete a VM backup using either
Veeam Self-Service Backup Portal or Enterprise Manager.

e If the selected VM is the last one in its vApp, the VM will be deleted from the backup with its vApp. If this
vApp is the last one in its backup, the whole backup will be deleted.

e Ifyou delete a VM that has GFS backups, they will not be deleted. You can delete them in Enterprise
Manager. For more information, see Deleting Machine from Backup.

e When you remove data of deleted VMs from per-VM backup chains, it does not mark the space as available
but deletes backup files since they contain data for one VM only. When you remove data of deleted VMs
from regular backup chains, the space is not freed up on the backup repository. It is marked as available to
be overwritten, and this space is overwritten during subsequent job sessions or the backup file compact
operation.

Deleting VMs

To delete a VM, do the following:

1. Onthe VMs tab, select a VM. To quickly find the necessary VM, use the search field at the top of the
window.

2. Click Delete.
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3. Click Yes toconfirm the deletion.

organization01\williamfox v | @

® Self-Service Backup Portal for Organization01

Dashboard Jobs Files Items
Search by VM name Q E» Instant Recovery ~ #f Entire VM Restore 3B RestorevApp & VirtualDisks (¢ Delete 4D History B8 =xport ) Refresh
M Tt vApp Job Name Restore Points  Last Success Repository

vmo1 VAppO1 VAPPO1 Backup 3points  8/1/2022 01:03:11 pm Repository01

BE» Instant Recovery
vm2 VAppO2 vApp02 Backup 1point  8/1/202201:19:32 pm Repository01

#8 Entire VM Restore
BB Restore vapp
& virtual Disks

5% Delete

httpsif/sallumd gahvl.veeamlocal:3443/vCloud/organization01/172.24.145.152 index.aspxé

Restoring Guest OS Files

Members of a VMware Cloud Director organization can browse the VM file system, search for specific files and
restore them. As a source, you can use a VM backup or snapshot replica. Both indexed and non-indexed guest
OS file systems are supported.

To restore guest OS files, open the the Filestab and follow the steps described in Performing 1-Click File
Restore.

NOTE
e When you restore from non-indexed guest OS file system, mount operation is performed using

mount server associated with the backup repository that stores the backup file.
e Before you restore files from a non-Windows VM, make sure that a helper host or helper appliance is
configured on the backup server. For more information, see Preparing for File Search and Restore

(non-Windows machines).

Restoring Application Items

On the Itemstab, members of a VMware Cloud Director organization can perform item-level recovery of
Microsoft SQL Server databases, Oracle databases and PostgreSQL instances from application-aware backups.

For more information, see the following sections:
e Restoring Microsoft SQL Server Databases
e Restoring Oracle Databases

e Restoring PostgreSQL Instances
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Getting Support

If you have any questions or want to share your feedback about Veeam Backup Enterprise Manager, you can use
one of the following options:

Search for information on the required topic in the current Veeam Backup Enterprise Manager User Guide
or across Veeam Help Center.

Explore troubleshooting guides, best practices and other articles that address specific practical or
technical issues in Veeam Knowledge Base.

Watch product demos to learn more about Veeam solutions.
Visit Veeam R&D Forums and share your opinion or ask a question.

Submit a support case to Veeam Customer Support. In your support request, include all Enterprise
Manager logs. For more information on how to collect log files, see Enterprise Manager Logs.
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Enterprise Manager Logs

Veeam Backup Enterprise Manager provides detailed logging of performed activities, data protection and
disaster recovery tasks. You can use Enterprise Manager logs to submit a support ticket at the Veeam Customer
Support Portal.

Downloading Enterprise Manager Logs

To ensure that Veeam Customer Support receives complete diagnostic information, include all log files when
submitting a support ticket.

NOTE
If you use Enterprise Manager on Linux, you can download the entire Veeam Software Appliance log bundle
using Veeam Host Management. For details, see Performing Maintenance Tasks.
To download all Enterprise Manager logs, perform the following steps:
1. Log in to Enterprise Manager using an administrative account.
2. To open the Configuration view, click Configuration inthe upper-right corner.
3. Open the About section on the left of the Configuration view.

Click Download support Logs.

SRS

Choose the time interval for which logs must be collected. You can select one of the following options:
o Collect logs for the last N days

o Collect all available logs
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6. [Optional] Select Collect local PostgreSQL instance logs toinclude logs from the Enterprise Manager
configuration databasestored in a local PostgreSQL instance. The logs will contain information about all
databases contained on the selected instance.

The option is not availableif the Enterprise Manager configuration databaseis located remotely or if the
databaseis based on the Microsoft SQL Server engine.

Download logs X

Select time period to perform logs download for:

- sl
flj Collect logs for the last 7 « | days

:H; Collect all logs (may result in a very large package)

Collect local PostgreSQL instance logs

Download Cancel

Log Files Location

Log files are stored on the Enterprise Manager server in the following locations:

e Linux-based Enterprise Manager (Veeam Software Appliance):

o Enterprise Manager logs:
/var/log/VeeamBackup

o Nginx logs for the Enterprise Manager web application.
/var/log/nginx

o Veeam Host Management logs:
/var/log/veeam/veeam hostmanager

o Veeam Updater logs:

/var/log/veeam/veeam-updater
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e Microsoft Windows-based Enterprise Manager:

C:\ProgrambData\Veeam\Backup

Enterprise Manager components generate the following primary log files. For more information on the
components, see Enterprise Manager Components.

Logs

Svc.Identity.EM.log

Svc.VeeamBES. log

Svc.VeeamBES.Collect.log

Svc.VeeamCatalog. log

Svc.Veeam.EM.RestAPI.log

Veeam.RemotePlugin.log

Veeam.WebApp.log

/var/log/nginx

/var/log/veeam/veeam hostmanager

/var/log/veeam/veeam-updater

Description

Veeam Enterprise Manager
Identity Service logs.

Main Veeam Backup
Enterprise Manager
Service logs.

Veeam Backup Enterprise
Manager Service log for
data collection.

Main Veeam Catalog
Service logs.

Veeam Backup Enterprise
Manager REST API logs.

Veeam Plug-in for VMware
vSphere Client Service
logs.

Veeam Backup Enterprise
Manager web application
logs.

Nginx logs for the Veeam
Backup Enterprise
Manager web application.

Veeam Host Management
logs.

Veeam Updater logs.
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