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Contacting Veeam Software

At Veeam Software we value feedback from our customers. It is important not only to help you quickly with your
technical issues, but it is our mission to listen to your input and build products that incorporate your
suggestions.

Customer Support

Should you have a technical concern, suggestion or question, visit the Veeam Customer Support Portal to open a
case, search our knowledge base, reference documentation, manage your license or obtain the latest product
release.

Company Contacts

For the most up-to-date information about company contacts and office locations, visit the Veeam Contacts
Webpage.

Online Support

If you have any questions about Veeam products, you can use the following resources:

e Full documentation set: veeam.com/documentation-guides-datasheets.html

e Veeam R&D Forums: forums.veeam.com
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About This Document

This guide is designed for IT professionals who plan to use Veeam Backup for Microsoft Entra ID. The guide
includes system requirements, licensing information and configuration instructions. It also provides a

comprehensive set of features to ensure easy execution of protection and disaster recovery tasks in the
Microsoft Entra ID environment.
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Overview

Veeam Backup for Microsoft Entra ID is a solution developed for protection and disaster recovery tasks for
Microsoft Entra ID. With Veeam Backup for Microsoft Entra ID, you can perform the following operations:

Create backups of Microsoft Entra ID tenants and store them in PostgreSQL-based Entra ID repositories.
Create backups of Microsoft Entra ID audit and sign-in logs and store them in backup repositories.

Restore users, groups, administrative units, roles, applications, service principals, conditional access
policies and intune policies from Microsoft Entra ID tenant backups to the Microsoft Entra ID environment.

Restore properties of users, groups, administrative units, roles, applications, service principals, conditional
access policies and intune policies from Microsoft Entra ID tenant backups to the Microsoft Entra ID
environment.

Restore audit and sign-in logs from Microsoft Entra ID log backups to a file server, object storage, or a
local machine.
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Solution Architecture

The Veeam Backup for Microsoft Entra ID architecture comprises the following set of components:
e Backup server
e General-purpose backup proxy
e Microsoft Entra ID backup repository
e Log backup repositories

e Cache repository

Backup Server

A backup server is a physical or virtual machine on which Veeam Backup & Replication is installed. The backup
server is the configuration, administration and management core of the backup infrastructure. It coordinates
backup and restore operations, controls job scheduling and manages resource allocation. In addition to its
primary functions, backup server also performs the role of a general-purpose backup proxy — an architecture
component that processes jobs and transfers data to and from backup repositories.

For more information on the backup server, see the Veeam Backup & Replication User Guide, sections Backup
Server and General-Purpose Backup Proxies.

Microsoft Entra ID Backup Repository

A Microsoft Entra ID backup repository is a PostgreSQL instance where Veeam Backup for Microsoft Entra ID
stores backups of protected Microsoft Entra ID tenants. By default, Veeam Backup for Microsoft Entra ID uses
the local PostgreSQL instance installed on the backup server. To ensure data safety, you can instruct Veeam
Backup for Microsoft Entra ID to use a remote instance. For more information on the Microsoft Entra ID backup
repository configuration, see Configuring Repositories.

Log Backup Repositories

A log backup repository is a storage location where Veeam Backup for Microsoft Entra ID stores backups of audit
and sign-in logs of protected Microsoft Entra ID tenants.

To increase log availability and ensure that data can be recovered in case a disaster strikes, you can store
backed-up data of audit and sign-in logs in different locations — primary and secondary log backup repositories
with their own retention policies and encryption settings.

Cache Repository

A cache repository is a storage location where Veeam Backup for Microsoft Entra ID keeps temporary metadata
to reduce the load on the backup server when performing backup operations. The cache repository keeps track
of all log records that change between backup sessions.

TIP

To minimize network load during backup operations, it is recommended that you configure the cache
repository to be located closer to the backup server in the computer network.
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Protecting Tenant Data

To produce backups of Microsoft Entra ID tenant data, Veeam Backup for Microsoft Entra ID runs backup jobs. A
backup job is a collection of settings that define the way backup operations are performed: what data to back
up, where to store backups, when to start the backup process, and so on.

Veeam Backup for Microsoft Entra ID does not install agent software to back up Microsoft Entra ID tenant data

— it uses native Microsoft capabilities instead. During every backup session, Veeam Backup for Microsoft Entra
ID creates a backup of the Microsoft Entra ID tenant added to a backup job.

How to Protect Microsoft Entra ID Tenant Data

To create a Microsoft Entra ID backup job, complete the following steps:
1. Check limitations and prerequisites.
2. Configure log and cache repositories.
3. Add a Microsoft Entra ID tenant.
4. Connect to a remote Microsoft Entra ID repository, if necessary.

5. Complete the New Microsoft Entra ID Tenant Backup Job wizard.
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Tenant Backup

To perform tenant backup, Veeam Backup for Microsoft Entra ID does the following:
1. Creates a Microsoft Entra ID repository on a dedicated PostgreSQL instance.
2. Reads the data from the backup scope of the tenant added to the backup job.

3. Transfers the data to the target repository and stores it as an encrypted databaserecord.
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Tenant Restore

Veeam Backup for Microsoft Entra ID offers the following restore operations:

e |tem restore — restores Microsoft Entra ID items such as users, groups, roles, administrative units,
applications, conditional access policies and intune policies from a backup to the Entra ID environment.

You can restore one or more items of the same type at a time.

e Properties restore — restores properties of Microsoft Entra ID items from a backup to the Entra ID
environment. You can restore properties of only one item at a time.

You can restore tenant datato the most recent state or to any available restore point.
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Protecting Logs

To produce backups of Microsoft Entra ID tenant logs, Veeam Backup for Microsoft Entra ID runs backup jobs. A
backup job is a collection of settings that define the way backup operations are performed: what data to back
up, where to store backups, when to start the backup process, and so on.

Veeam Backup for Microsoft Entra ID does not install agent software to back up Microsoft Entra ID tenant logs
— it uses native Microsoft capabilities instead. During every backup session, Veeam Backup for Microsoft Entra
ID creates a copy of audit and sign-in logs for the Microsoft Entra ID tenant added to a backup job.

How to Protect Microsoft Entra ID Logs

To create a Microsoft Entra ID log backup job, complete the following steps:
1. Check limitations and prerequisites.
2. Configure log and cache repositories.
3. Add a Microsoft Entra ID tenant.
4. Connect to a remote Microsoft Entra ID repository, if necessary.

5. Complete the New Microsoft Entra ID Log Backup Job wizard.
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Planning and Preparation

Before you start using Veeam Backup for Microsoft Entra ID, check system requirements, limitations,
permissions and network ports used for data transmission.

14 | Veeam Backup & Replication | User Guide for Microsoft EntralD | 13.0.11071



System Requirements

Veeam Backup & Replication version 13.0.1 must be deployed on the

Veeam Backup & Replication
backup server.

The backup server must meet the system requirements listed in the
Backup server Veeam Backup & Replication User Guide, section System
Requirements.

64-bit versions of the following Microsoft Windows operating systems
are supported:

e Microsoft Windows Server 2025
e Microsoft Windows Server 2022
e Microsoft Windows Server 2019
Veeam Backup & Replication e Microsoft Windows Server 2016
console e Microsoft Windows 11 (versions 22H2, 23H2, 24H2)
e Microsoft Windows 10 (versions 1909 to 22H2)
e Microsoft Windows 10 LTS (versions 21H2 LTSC, 22H2 GA)

Other system requirements for the Veeam Backup & Replication
console are listed in the Veeam Backup & Replication User Guide,
section Veeam Backup & Replication Console System Requirements.

The general-purpose backup proxy must meet the system
Backup proxy requirements listed in the Veeam Backup & Replication User Guide,
section System Requirements.

The Microsoft Entra ID backup repository stores tenant backups. This
repository is based on a PostgreSQL instance. The requirements for
this instance are the same as for the PostgreSQL instance that stores
configuration databaseon the backup server. For more information,
see the Configuration Databaserow in Backup Server System
Microsoft Entra ID backup Requirements section in the Veeam Backup & Replication User Guide.
repository
Note: Itis also recommended that you adjust the settings of the
PostgreSQL instance that you plan to use as the Microsoft Entra ID
backup repository. For more information, see
Veeam Backup & Replication User Guide, section Adjusting
PostgreSQL Instance Configuration.

The cache repository stores temporary cache files for log processing.
This repository must meet system requirements described in the
Cache Repository System Requirements section in the

Veeam Backup & Replication User Guide.

Cache repository
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The primary and secondary log backup repositories store audit and
sign-in log backups and their copies. These repositories must meet
requirements described in the Backup Repository System

Log backup repository Requirements section in the Veeam Backup & Replication User Guide.

For information on which types of repositories can be used as primary
and secondary repositories, see Configuring Repositories.
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Permissions

The accounts that Veeam Backup for Microsoft Entra ID uses to deploy and manage backup infrastructure
components must be granted the following permissions.

Veeam Backup & Replication User Account Permissions

A user account that you plan to use when installing and working with Veeam Backup & Replication must have
permissions described in the Veeam Backup & Replication User Guide, section Installing and Using
Veeam Backup & Replication.

Microsoft Entra Roles and Permissions

Veeam Backup for Microsoft Entra ID requires a Microsoft Entra application whose permissions are used to add
Microsoft Entra ID tenants to the backup infrastructure and to perform backup and restore operations with
Microsoft Entra ID resources.

Adding and Backing Up Tenants

You can specify an existing application or instruct Veeam Backup & Replication to create a new one. The list of
permissions granted to the Microsoft Entra application and the list of roles assigned to the Microsoft Entra ID
user account that you use to create the application depend on the actions you plan to perform using the
application.

New The Microsoft Entra ID user account associated with the tenant where the Microsoft
Entra ID application will be created must have the following built-in roles assigned:

e Application Administrator
e Privileged Role Administrator

As an alternative, you can assign the Global Administrator Microsoft Entra built-in role.

Existing To perform backup, the application must have the following permissions:

e Microsoft Graph application permissions: AuditLog.Read.All, Directory.Read.All,
Group.Read.All, MailboxSettings.Read, RoleManagement.Read. Directory,
User.Read.All, Policy.Read.All, Policy.ReadWrite.ConditionalAccess,
Agreement.Read.All, DeviceManagementConfiguration.Read.All.
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To be ableto further perform restore, the application must have the following
permissions:

e Microsoft Graph delegated permissions: Directory.ReadWrite.All,
RoleManagement.ReadWrite. Directory, AdministrativeUnit.ReadWrite.All,
Directory.AccessAsUser.All, Application.ReadWrite.All, Group.ReadWrite.All,
Policy.ReadWrite. ConditionalAccess, Agreement.Read.All,
DeviceManagementConfiguration. ReadWrite.All

e API| delegated permissions: user impersonation

Note: Make sure that the Allow public client flows option is enabled for the
application. For more information, see Microsoft Docs.

IMPORTANT

By default, Veeam Backup for Microsoft Entra ID does not back up relationships between protected
resources and management groups. If you want to add these relationships into the backup scope, you must
perform additional configuration steps described in this Veeam KB article.

Restoring Tenant Data

To restore tenant data, Veeam Backup for Microsoft Entra ID uses the Microsoft Entra application that was used
to add the tenant. This application has delegated access and acts on behalf of a user that you specify in the
restore wizard.

This user must have with the following roles:
e Application Administrator
e Conditional Access Administrator
e Exchange Administrator
e  Groups Administrator
e Privileged Role Administrator
e Privileged Authentication Administrator
e User Administrator

e Intune Administrator

As an alternative, you can use Global Administrator Microsoft Entra plus Conditional Access Administrator
(recommended) or plus Security Administrator roles.
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Ports

The main ports required to create backups of Microsoft Entra ID tenants are listed in the following table.

Veeam Backup & Replicatio
n console

Backup server

[Optional] HTTP proxy
server

(for Linux-based instances
of

Veeam Backup & Replicatio

n)

[Optional] Cache repository

Protoco
l
TCP

TCP

Backup server

Backup server

[Optional] PostgreSQL TCP
server hosting the database
for the Microsoft Entra ID

backup repository

[Optional] HTTP proxy TCP
server

(For Linux-based instances

of

Veeam Backup & Replicatio

n)

Microsoft Entra ID Services TCP
(Service tag:

AzureActiveDirectory)

Azure Resource Manager TCP
(Service tag:

AzureResourceManager)

Microsoft Entra ID Services TCP
(Service tag:

AzureActiveDirectory)

Azure Resource Manager TCP
(Service tag:

AzureResourceManager)

Gateway server TCP
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9419
443

5432

HTTP

proxy
serve
r port

443
443
443

443

This port is required if the
databaseis located on a
remote PostgreSQL server.
Port number may differ if
you configure a custom
PostgreSQL server instance
as Microsoft Entra ID
backup repository.

This port is required if you
configure a proxy server as
described in

Veeam Backup & Replicatio
n User Guide, section
Configuring HTTP/HTTPS
Proxies.

To access the necessary
Azure service, you can use
the IP address, DNS name
or virtual network service
tag of the service. If you
want to use an IP address,
you can download a .JSON
file with the full list of
Azure IP ranges and service
tags from the Microsoft
Download Center.

Cache repository is
required to use the log


https://helpcenter.veeam.com/docs/vbr/em/hmc_configure_proxies.html?ver=13
https://helpcenter.veeam.com/docs/vbr/em/hmc_configure_proxies.html?ver=13
https://learn.microsoft.com/en-us/azure/virtual-network/service-tags-overview
https://learn.microsoft.com/en-us/azure/virtual-network/service-tags-overview
https://www.microsoft.com/en-us/download/confirmation.aspx?id=56519
https://www.microsoft.com/en-us/download/confirmation.aspx?id=56519

Protoco | Port Notes

l
backup and log backup
Primary or secondary 2500 copy features.
backup repository to
3300
[Optional] Backup server Cache repository TCP 6160,
6162
Old cache repository, new TCP 2500
cache repository to
3300

IMPORTANT
e As Veeam Backup for Microsoft Entra ID is installed on the same machine where
Veeam Backup & Replication runs, it also uses the same ports. To be able to use the tenant backup
copy feature, you must configure the ports listed in the Backup Repositories section of the
Veeam Backup & Replication User Guide.
e Veeam Backup for Microsoft Entra ID does not support remote backup proxies — instead, the backup

server performs the role of a general-purpose backup proxy.
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Considerations and Limitations

When you planto deploy and configure Veeam Backup for Microsoft Entra ID, keep in mind the following
limitations and considerations.

Backup Infrastructure

e Itis not recommended that you delete or disable the default general-purpose backup proxy deployed
during Veeam Backup & Replication installation. Otherwise, Veeam Backup for Microsoft Entra ID will not

be able to perform tenant backup, log backup and backup copy operations.

e Veeam Backup for Microsoft Entra ID does not support creation of more than one Microsoft Entra ID
backup repository on the backup server.

e Veeam Backup for Microsoft Entra ID supports storing backed -up tenant data in Microsoft Entra ID backup
repositories running PostgreSQL 14 or higher.

e Veeam Backup for Microsoft Entra ID supports only PostgreSQL password authentication to connect to
remote Microsoft Entra ID backup repositories. For more information, see Connecting to Remote Microsoft
Entra ID Backup Repository.

Tenant Backup and Restore

e Veeam Backup for Microsoft Entra ID does not support the Government and China regions.

e Veeam Backup for Microsoft Entra ID does not support backup and restore of Microsoft Entra External ID
tenants and Azure B2C tenants.

e Each restore operation is limited to 1000 items per session.

e For one Microsoft Entra ID tenant, you can create only one tenant backup job. One tenant backup job can
protect only one tenant.

e Veeam Backup for Microsoft Entra ID does not support restore of the following item types: built-in role,
distribution security group, mail-enabled security group.

By default, Veeam Backup for Microsoft Entra ID does not back up relationships between protected resources
and management groups. If you want to add these relationships into the backup scope, you must perform
additional configuration steps described in this Veeam KB article.

e During one restore session, you can restore items of one type only. For example, only users or only
groups, not users and groups.

[Entire restore of permanently deleted and linked applications and service principles] You can restore a service
principle that represents an application only together with this application and within one restore session. If you
restore the application in a separate restore session, the restored application gets a new AppID. The service
principal will not recognize this new ID, and the restore of the service principal will fail.

e Restore of users synchronized with Microsoft Active Directory (hybrid identities) is possible using Veeam
Backup for Microsoft Entra ID. For more information, see Appendix. Restoring Synchronized Users (Hybrid
Identity).
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e Veeam Backup for Microsoft Entra ID does not support restore of Intune Device Configuration of type
editionUpgradeConfiguration with application permissions. You can restore this intune policy using
delegated permissions only. During restore of Intune Device Configuration of type
editionUpgradeConfiguration, the properties L.icense and ProductKey are restored to

predefined placeholder values. After restore, these properties must be manually updated in the Intune
Admin Center.

Log Backup and Restore

e Veeam Backup for Microsoft Entra ID does not support log backup to multi-bucket repositories. For more
information, see Veeam Backup & Replication User Guide.

e You cannot back up sign-in logs with Microsoft Entra ID free license. With this license, you can back up
only audit logs.

e To create a log backup, you must have the backup of the tenant whose logs you want to protect. The
latest restore point of this backup must be created within 30 days before the log backup.
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Supported Entra ID Item Properties

Veeam Backup for Microsoft Entra ID supports protection of the following Microsoft Entra ID items and their
properties.
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Users
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Property Comments
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NOTE

Besides the listed properties, Veeam Backup for Microsoft Entra ID also protects role assignments for the
users. This role assignment protection is available for Microsoft Entra ID P2 and Governance tenant
licenses.
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Groups
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Property Comments
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Administrative Units

Property Comments
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Applications
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Property Comments
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Service Principals
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Property Comments
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Conditional Access Policies

Intune Policies A to B

AccountBlockModification —

AccountManagerPolicy -

AccountsBlockAddingNonMicrosoftAccountEmail -

ActivationLockAllowWhenSupervised —

ActiveHoursEnd -

ActiveHoursStart -
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AirDropBlocked -

AirDropForceUnmanagedDropTarget -

AirPlayForcePairingPasswordF orOutgoingRequests —

AllowLocalStorage —

AllowPrinting -

AllowSampleSharing -

AllowTextSuggestion -

AllowWindows11Upgrade —

AllowedAccounts -

AppLockerApplicationControl -

AppStoreBlockAutomaticDownloads -

Ap pStoreBlockinAppPurchases -

Ap pStoreBlockUIApplnstallation —

AppStoreBlocked —

Ap pStoreRequirePassword -

AppleNewsBlocked -

AppleWatchBlockPairing —

AppleWatchForceWristDetection —

ApplicationGuardAllowPersistence —

ApplicationGuardAllowPrintToLocalPrinters —
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ApplicationGuardAllowPrintToNetworkPrinters -

ApplicationGuardAllowPrintToPDF —

ApplicationGuardAllowPrintToXPS —

ApplicationGuardBlockClipboardSharing —

ApplicationGuardBlockFileTransfer -

ApplicationGuardBlockNonEnterpriseContent -

ApplicationGuardEnabled -

ApplicationGuardForceAuditing —

ApplyOnlyToWindows81 —

ApplyOnlyToWindowsPhone81 -

AppsAllowTrustedAppsSideloading -

Ap psBlockClipboardSharing -

Ap psBlockCopyPaste —

Ap psBlockWindowsStoreOriginatedApps —

AppsBlockYouTube —

AppsHideList —

AppslinstallAllowList -

AppsLaunchBlockList —

AppsSingleAppModelList —

Ap psVisibilityList —
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AppsVisibilityListType -

AssetTagTemplate -

Assignments —

AutomaticUpdateMode —

AutoRestartNotificationDismissal —

AzureOperationallnsightsBlockTelemetry -

AzureOperationallnsightsWorkspaceld -

AzureOperationallnsightsWorkspaceKey —

BitLockerDisableWarningForOtherDiskEncryption —

BitLockerEnableStorageCardEncryptionOnMobile -

BitLockerEnabled -

BitLockerEncryptDevice -

BitLockerRemovableDrivePolicy —

BluetoothAllowedServices -

BluetoothBlockAdvertising -

BluetoothBlockDiscoverableMode -

BluetoothBlockModification -

BluetoothBlockPrePairing -

BluetoothBlocked -

BrowserBlockAutofill —
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BrowserBlockAutomaticDetectionOfintranetSites —

BrowserBlockEnterpriseModeAccess -

BrowserBlockJavaScript —

BrowserBlockPlugins —

BrowserBlockPopups -

BrowserBlockSendingDoNotTrackHeader -

BrowserBlockSingleWordEntryOnintranetSites -

BrowserEnterpriseModeSiteListLocation -

BrowserlnternetSecuritylLevel -

BrowserlntranetSecurityLevel -

BrowserLoggingReportLocation -

BrowserRequireFirewall -

BrowserRequireFraudWarning

BrowserRequireHighSecurityForRestrictedSites -

BrowserRequireSmartScreen -

BrowserTrustedSitesSecurityLevel -

BusinessReadyUpdatesOnly -
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Intune Policies Cto E
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Property Comments
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Intune Policies F to L
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Property Comments
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Intune Policies M to P
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Property Comments
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Intune Policies Qto S
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Property Comments
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Intune Policies Tto W

63| Veeam Backup & Replication | User Guide for Microsoft Entra ID | 13.0.1.1071




Property Comments
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Deployment

The Veeam Backup & Replication solution allows you to add Microsoft Entra ID tenants to the backup
infrastructure, and to manage data protection and recovery operations for Microsoft Entra ID tenants from a
single console.

To access the Veeam Backup for Microsoft Entra ID functionality, you can either deploy a new backup server as
described in the Veeam Backup & Replication User Guide or use a backup server that already exists in your
backup infrastructure if it meets the Veeam Backup for Microsoft Entra ID system requirements.
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Licensing

Veeam Backup for Microsoft Entra ID is licensed by the number of protected Microsoft Entra ID users. Each 10
protected users consume one Veeam Universal License instance from the license scope. All Enabled Member
users in the organization must be licensed, partial user coverage is not allowed by Microsoft Entra ID.

For the license consumption, Veeam Backup for Microsoft Entra ID counts only enabled member users. The
tenant to whom these users belong must have a restore point created during the past31 days. Note that
disabled users, guest users and logs do not consume license instances, but Veeam Backup for Microsoft Entra ID
still protects them.

By default, Veeam Backup for Microsoft Entra ID automatically revokes a license instance from protected users
if no new restore points have been created during the past 31 days. However, you can manually revoke license
instances from protected users as described in the Veeam Backup & Replication User Guide, section Revoking
License.

NOTE

The type of the user account is specified by the value of the wuserType attribute (Memberor Guest).
Microsoft Entra ID users who were created before the introduction of the wuser7ype attribute on August 31,
2014, have null value for this attribute instead. Veeam Backup & Replication licenses and processes these
user accounts the same way it licenses and processes Entra ID member users.

Obtaining New License

Tenant Backup

Backing up of Microsoft Entra ID tenants is available for all types of licenses:

e No license (Community Edition, free) is when you do not have the license key. With the Community
Edition, you get 10 instances that allow protection of 100 enabled member users.

For more information, see Veeam Backup & Replication Community Edition.

e Evaluation license (free) is a license that can be used for product evaluation. The license is valid for 30
days from the moment of the product download.

To obtain this license, request a trial key on the Veeam downloads page as described in in the
Veeam Backup & Replication User Guide, section Obtaining and Renewing License.

e NFR license (free) is alicense used for product demonstration, training and education. The person to
whom the license is provided agrees that the license is not for resell or commercial use.

e Subscription license (paid) is a license with a limited subscription term. The expiration date of the
Subscription license is set to the end of the subscription term. The Subscription license term is normally 1-
3 years from the license issue date.

To obtain this license, choose the required subscription term on the Veeam Backup & Replication Pricing
page and contact the Veeam Sales Team.

e Perpetual license (paid) is a license without an expiration date. The Perpetual license typically includes
one year period of basic support and maintenance that can be extended.

To obtain this license, contact a reseller in your region.
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e Rentallicense (paid) is a license with the license expiration date set according to the chosen rental
program (normally 1-12 months from the date of license issue). The Rental license can be automatically
updated upon expiration.

Rental licenses are provided to Veeam Cloud & Service Providers (VCSPs) only. For more information, see
the Rental License section in the Veeam Cloud Connect Guide.

NOTE
Protection of Conditional Access policies is included in the Veeam Data Platform Advanced or Premium. For

more details about all Veeam Data Platform packages, see Veeam Data Platform Feature Comparison.

After you obtain a license, install it on the backup server as described in the Veeam Backup & Replication User
Guide, section Installing License.

Log Backup

The feature is included in the Veeam Data Platform Advanced or Premium. For more details about all Veeam
Data Platform packages, see Veeam Data Platform Feature Comparison.

Using Existing License

If you already use Veeam Backup & Replication and you have spare Veeam Universal License instances on your
backup server, they can be used to protect Microsoft Entra ID tenants. You can check the number of available
license instances in the Veeam Backup & Replication console as described in the Viewing License Information
section in the Veeam Backup & Replication User Guide.

If you have a legacy perpetual per-socket license, you must obtain Veeam Universal License instances and

merge them with the existing perpetual socket license as described in the Veeam Backup & Replication User
Guide, section Merging Licenses section.
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Configuring

To start working with Veeam Backup for Microsoft Entra ID, perform the following steps for its configuration:

1.

2.

Configure a cache repository.
Add to the backup infrastructure the Microsoft Entra ID tenant that you want to protect.

[Optional] Configure remote Microsoft Entra ID backup repository where Veeam Backup for Microsoft
Entra ID will store backups of Microsoft Entra ID tenants.

[Optional] Configure the primary log backup repository where Veeam Backup for Microsoft Entra ID will
store backups of audit logs and sign-in logs.

[Optional] Configure the secondary log backup repositories where Veeam Backup for Microsoft Entra ID
will store backups of audit logs and sign-in logs.

[Optional] Configure global email notification options to get notifications with results on jobs performed
on the backup server. For more information, see the Veeam Backup & Replication User Guide, section
Configuring Global Email Notification Settings.
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Configuring Log and Cache Repositories

To protect Microsoft Entra ID tenant data and logs, you require the following repositories:
e Cache repository that stores temporary cache files for log processing.
e Primary log backup repository.
e [Optional] Secondary backup repository that stores copies of backups.
By default, the backup server can perform the roles of cache and primary log backup repositories.

You can also configure other types of repositories to keep data in another location. The following types of
repositories are supported for all repositories (the cache, primary and secondary repositories):

e Directattached storage: Microsoft Windows or Linux virtual or physical machines. For the cache repository
only 64-bit versions are supported.

e Network attached storage: SMB (CIFS) shares or NFS shares.
The following types of repositories are supported only for the primary and secondary log backup repositories:
e Direct attached storage: Hardened repositories
e Deduplicating storage appliances: ExaGrid, Quantum DXi, Dell Data Domain or other
e Backup repositories with rotated drives
e Object storage repositories: Amazon S3, S3 compatible, Google Cloud or other
e Scale-out backup repositories (SOBR)
NOTE

Veeam Backup for Microsoft Entra ID does not support using Veeam Cloud Connect repositories or multi-
bucket repositories to store log backups. For more information, see the Veeam Cloud Connect Guide,
section Cloud Repository and Veeam Backup & Replication User Guide, section Object Storage Repositories.
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Managing Microsoft Entra ID Tenants

To be ableto perform data protection and disaster recovery tasks for Microsoft Entra ID resources, you must
first add to Veeam Backup for Microsoft Entra ID a tenant that manages access to these resources and choose an
application that will be used to interact with this tenant.
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Adding Microsoft Entra ID Tenants

To add a Microsoft Entra ID tenant, do the following:
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Step 1. Launch Microsoft Entra ID Tenant Wizard

To launch the Microsoft Entra ID Tenant wizard, do the following:
1. Open the Inventory view.

2. Inthe inventory pane, click the Microsoft Entra ID node.

3. Right-click the Microsoft EntralD nodeand select Add Microsoft Entra D tenant.

Alternatively, click Add Tenant on the ribbon.
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Step 2. Specify Tenant ID and Cache Repository

At the Tenantstep of the wizard, specify the GUID of a Microsoft Entra ID tenant whose resources you plan to
back up and provide a description for future reference.

You can also choose a repository where Veeam Backup & Replication will store temporary cache files while
performing data protection and disaster recovery operations. By default, these files are stored on the
PostgreSQL instance running the configuration database; however, you can specify another repository to
distribute backup traffic — to do that, click Cache and select the necessary repository in the Advanced Settings
window. For a repository to be displayed in the Cache repository list, it must be added to the backup
infrastructure as described in in the Veeam Backup & Replication User Guide, section Backup Repositories.

Microsoft Entra ID Tenant } 4

Tenant Tenant

P T Specify an ID of the Microsoft Entra |D tenant you want to protect and optional description,
Account Type

Tenant ID:
Authentication

OO0 - X000 - MO0 - 30000 - 0000000000

Apply Copy your Tenant ID from Microseft Entra admin center » Identity = Overview = Properties,
Click here to open the Microsoft Entra admin center in your default browser,

Summary -
! Description:

Microsoft Entra D tenant

Achvanced Settings x

Cache repository:

| Default Backup Repository (Created by Veearn Backup) W |

E 219 GB free of 222 GB

Specify a repository to store the metadata for faster log backup
performance,

0K | | Cancel |

Cache repository: Default Backup Repository
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Step 3. Specify Protection Scope

When you add a new tenant to Veeam Backup for Microsoft Entra ID, you can specify the scope of resources that
the product will be able to protect for this tenant. By default, the protection scope contains users, groups,
administrative units, roles, applications, logs, conditional access policies and intune policies.

At the Protection Scope step of the wizard, you can exclude resources from the protection scope — to do that,
select the necessary resources and click Remove.

NOTES
e Resources that are marked as £ssential cannot be excluded from the protection scope.
e You will be able to update the protection scope later, using the Edit Tenant wizard.

Microsoft Entra ID Tenant x

Tenant Protection Scope

Select resources to protect for this tenant, Users, groups, units, roles and applications are core rescurces and cannot

SUSLIE SRR be deselected due to dependencies from other resources,

Account Type

Resources to protect:
Authentication

Resource Type
Apply Users Essential Add...
Summary Groups Essential Remove

Administrative units Essential

Roles Essential

Applications Essential

Logs Optional

Conditional access policies Optional

Intune policies Optional

< Previous | | Mext = Finish
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Step 4. Choose Connection Method

At the Account Type step of the wizard, choose if you want to connect to Microsoft Azure using an existing or a
newly created Microsoft Entra ID application. Inthe latter case, Veeam Backup & Replication will create a new
Microsoft Entra ID application automatically.

Microsoft Entra ID Tenant x

Tenant Account Type

- Choose an existing Microsoft Entra 1D application or let us create a new one automatically.
Protection Scope

Account Type

. L ® Create a new account
Authentication o ) ) o ) o ) )
Yeearn Backup & Replication will register a new application. This application will then be used to communicate

Apply with Azure,
Summary Use the existing account

Backup server will connect to the existing application that grants access to Azure resources, Ensure you have
created the required application manually,

< Previous | | Mext = Finish

Creating New Application

This step applies only if you have selected the Create a new account option at the Account Type step of the
wizard.

If you choose to create a new account, Veeam Backup & Replication registers a new Microsoft Entra ID
application for the specified Microsoft Entra ID tenant. Veeam Backup & Replication will use this application to
authenticate to Microsoft Azure and will grant this application all the permissions necessary to process the
selected protection scope. For more information on Microsoft Entra ID applications, see Microsoft Docs. To
create the Microsoft Entra ID application, you must use a single-use verification code that

Veeam Backup & Replication provides you.

At the Authentication step of the wizard, do the following:
1. Click Copy to clipboard to copy the verification code.
2. Click the https://microsoft.com/devicelogin link.
3. On the Microsoft Azure device authentication page, do the following:

a. Paste the code that you have copied and click Next. Note that the code will expire in 15 minutes.
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b. Specify a Microsoft Azure account that will be used to create an application. Note that the user name

must be specified in the user principal name format (username@domain). The account must have
permissions described in section Permissions.

4. Go back to the Entra ID Tenant wizard.

5. Click Apply and check whether any errors occurred during the authentication process.

Microsoft Entra ID Tenant x

Tenant Authentication

- Create a Microsoft Entra ID application using the verification code below,
Protection Scope

Account Type
Sign in to the Microsoft Azure device authentication page https://microsoft.com/devicelogin

Authentication
Passcode:

Apply D4TSVSAHU

Summary Copy to clipboard

< Previous | | Apply Finish

Specifying Existing Application

This step applies only if you have selected the Use the existing account option at the Account Type step of the
wizard.

To use an existing Microsoft Entra ID application:

1. In the Application ID field, specify the ID of the necessary application. The Microsoft Entra ID application
must have permissions listed in Permissions.

2. Inthe Select authentication type area, choose if you want to use password-based authentication
(application secret) or certificate-based authentication. Then provide the necessary information.
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For more information on how to get tenant and application IDs, a secret and a certificate, see Microsoft Docs.

Microsoft Entra 1D Tenant x
Tenant Authentication
Frstmere S Spec@ Mlqosof‘t Entra ID.appI!catlon settings. You can copy your Application ID from Microsoft Entra admin center

» Applications » App Registrations,

Account Type

Authentication Application ID:

AXEHAKEHAKAHAK

Apply
Select authentication type:

Summary -
(@) Secret: SESESEREENE NN NN RIRRENRERS @
() Certificate: Browse...

Password:

< Previous | | Apply Finish
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Step 5. Track Progress

At the Apply step of the wizard, wait until the Microsoft Entra ID tenant is added to the backup infrastructure
and then click Next.

Microsoft Entra ID Tenant X

Tenant Apply

P Please wait while reguired operations are being performed. This may take a few minutes..,

Account Type

Authentication Message Duration
Starting infrastructure itern update process 0:00:06

Apply @ 9 P p

e Creating database records for server

Summary e Microsoft Entra ID Tenant has been successfully added

< Previous | | Mext = | | Finish Cancel
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Step 6. Finish Working with Wizard

At the Summary step of the wizard, review details of configured settings and click Finish toclose the wizard.

Microsoft Entra ID Tenant x

Tenant Summary

o P You can copy the configuration infermation below for future reference,

Account Type

Authentication details:
Tenant |0 xasos-Nao - N
Application 1D o= -0 - Ho- 0O
Apply Authentication type: secret

Authentication

Summary
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Editing Microsoft Entra ID Tenants

You can edit properties of the Microsoft Entra ID tenant added to the backup infrastructure. These properties

include the tenant description in Veeam Backup & Replication, cache repository, application used to perform
operations and authentication method used to access the application.

To edit tenant properties:
1. Open the Inventory view.

2. Inthe inventory pane, click Microsoft Entra ID.

3. Select the tenant that you want to edit.
4. Right-click the tenant and select Edit. Alternatively, click Edit Tenant onthe ribbon.
# Veeam Backup and Replication - =] x

= Home View DataSource @

& » X 21
Add Edit Remove Veeam
Tenant Tenant Tenant Intelligence

Manage Tenant Online Assistant

Inventory

Type in an object name to search for O
§ Malware Detection

~ [ virtual Infrastructure
7 WMware vSphere
[l Microsoft Hyper-V
< Nutanix AHV
3% Proxmox VE

Name Description 4

J2 Organization Tenant

Ju Veeam Software Groun GmbH  Microsoft Entra ID tenant

% Add Tenant
% Edit Tenant

v Physical and Cloud Infrastructure ¢ Remove Tenant

Manually Added
Unmanaged
[¥] Unstructured Data
> Microsoft Entra ID
v B3 Last 24 Hours
[ES Success
[E! Warning

{1} Home
[ toventory
Eg Backup Infrastructure

1y
L) Histary

1tenant selected
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Removing Microsoft Entra ID Tenants

If you do not want to protect the added Microsoft Entra ID tenant anymore, you can remove it from the backup
infrastructure. Note that the tenant will be removed only from the backup infrastructure, not Entra ID.

NOTE

You cannot remove a Microsoft Entra ID tenant protected by any job. To remove such a tenant, you first
need to delete the backup jobs associated with this tenant.

To remove a tenant:

1. Open the Inventory view.
2. Inthe inventory pane, click Microsoft Entra ID.
3. Select the tenant that you want to delete.
4. Right-click the tenant and select Remove. Alternatively, click Remove Tenant on the ribbon.
# Veeam Backup and Replication
= Home View Data Source ]
3 i X 28
Add Edit Remove Veeam
Tenant Tenant Tenant Intelligence
Manage Tenant Online Assistant

Inventory
8 Malware Detection
~ [ Virtual Infrastructure

' Vhware vSphere

Type in an object name to search for O

Name Description 4

J¢ Organization Tenant

[l Microsoft Hyper-V J5 Veeam Software Grin ok Micrncnft Fnbea D tenant
< Nutanix AHV Add Tenant
3% Proxmox VE % Edit Tenant

\/ [ Physical and Cloud Infrastructure 3 Remove Tenant

Manually Added
Unmanaged
Unstructured Data
> MicrosoftEntra ID
v [ Last 24 Hours
[ES Success

[E! Warning

() Home
[ inventory
[EL Backup ifrestructure

'n
0y H
) istory

1tenant selected
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Connecting to a Remote Microsoft Entra ID
Repository

A Microsoft Entra ID backup repository is a PostgreSQL instance where Veeam Backup for Microsoft Entra ID
stores backups of protected Microsoft Entra ID tenants. By default, Veeam Backup & Replication saves all
backed-up data to the local PostgreSQL instance installed on the backup server. To change this behavior, you
can connect to a remote PostgreSQL instance and use it as the target backup repository in your Windows or
Linux deployment of Veeam Backup & Replication. Consider that Veeam Backup for Microsoft Entra ID supports
only PostgreSQL password authentication to connect to remote Microsoft Entra ID backup repositories.

IMPORTANT

Due to technical limitations, Veeam Backup for Microsoft Entra ID supports connection only to one
repository at a time, which means that as soon as you connect to a new repository, the connection to the
previous one will be lost, and VBR will not be able to use the backups stored in the previous repository.
Consider copying your existing backups from the previous PostgreSQL instance to a new one.
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Connecting to Remote Microsoft Entra ID
Backup Repository

To use for the Microsoft Entra ID backup repository a remote PostgreSQL instance instead of the local one, use
the Veeam Configuration Database Connection Utility.

1. Launch the Veeam Configuration Database Connection Utility

2. Select a product
3. Configure the connection

4. Finish working with the wizard
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Step 1. Launch Utility

You can launch the configuration database connection utility using one of the following ways:

e From the Startmenu, click Configuration Database Connection Settings.

e Use the Veeam.Backup.DBConfig.exe file located in the installation folder. The default path to the

folder is the following: $PROGRAMFILES%\Common Files\Veeam\Backup and

Replication\DBConfig.

e Use the veeam.Backup.DBConfig.exe file located in the I1SO file. The path to the file is the following:

$IS0%:\Tools\DBConfig.

To run the utility, you must have administrative rights on the local machine, asthe utility makes changes to the

registry. If prompted at the launch, choose Run as administrator.

Windows Server

Server Manager

S
% Server Manager

(J» Settings
vV
. Veeam

Configuration Database Connection...

Configuration Database Connection Settings

B
Windows
Administrativ...

|

a |
Remote
Desktop...

Configuration Restore
VBK Extract

Veeam Backup & Replication Console

Veeam Explorer for Microsoft Active...
Veeam Explorer for Microsoft Excha...

Weeam Bxplorer for Microsoft OneDr... Azure Arc
Setup

Weeam Explorer for Microsoft ShareP...

Veeam Bxplorer for Microsoft SQL S...

Veeam Explorer for Microsoft Teams

Veeam Explorer for MongoDB

Weeam BExplorer for Oracle

— e — - o

L [type here to search

2

Windows
PowerShell

Task Manager

Event Viewer
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Step 2. Select Product

At the Product step of the wizard, select Microsoft Entra ID backup repository.

"E‘,;J Veeam Backup and Replication Configuration Database Connection Settings X
Product
*‘: Select Veeam product to configure database connection settings for.
S
-
=]

I e s

Update configuration database connection settings for Veeam Backup & Replication server.
Connection Settings

Summary
(® Microsoft Entra ID backup repository
Update database connection settings for Microsoft Entra ID backup repository.

< Previous Finish . Cancel
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Step 3. Configure Connection

At the Connection Settings step of the wizard, provide the connection settings for the PostgreSQL database
server that will be used as a remote Microsoft Entra ID backup repository. Specify the host where the database
instance is located, the port that will be used to connect to the databaseinstance, and the credentials of the
database account.

IMPORTANT

You can connect to a PostgreSQL databaseusing PostgreSQL password authentication only.

%_—'j Veeam Backup and Replication Configuration Database Connection Settings X
Connection Settings
ﬁ Specify PostgreSOL database connection settings.
)

Product Hostname: [repo.postgres.database.azure.com ]
Comecimsags e |
T User name: [postgres ]
Password: ‘ ssssssssses o |

< Previous | Next > I Finish Cancel
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Step 4. Finish Working with Wizard

At the Summary step of the wizard, review the configured settings
"E,?'.J Veeam Backup and Replication Configuration Database Connection Settings
| Summary
F Review the settings, and click Finish to exit the wizard.
=

Product Summary:

Hostname: repo.postgres.database.azure.com
Connection Settings Port: 5432

User name: postgres

R

< Previous Mext > Cancel
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Connecting to Microsoft Entra ID Repositories
(Linux Deployments)

In case if your version of Veeam Backup & Replication does not have a pre-packed configuration database
connection utility that allows you to connect to Entra ID repositories automatically, you need to establish the
connection manually — to do that, obtain root access and run the following command on the backup server:

VEEAM SETUP ENTRA ID PGSQL PASSWORD=<password> dotnet /opt/veeam/vbr/Veeam.Back
up.Setup.Linux.dll entraiddbconfigurator /EntraldSglServerName:<servername> /En
traldSqglServerPort:<portnumber> /EntraldSglServerLogin:<serverlogin>

Make sure to run the command as a single line and specify the password, DNS name or IP address, port and login
required to connect to the necessary instance.

Every time a new backup job starts, Veeam Backup & Replication will check whether a dedicated database for
the protected tenant already exists on the remote PostgreSQL instance; if there is no such database,

Veeam Backup & Replication creates it. If Veeam Backup & Replication encounters any connectivity issues when
running the job, you will be prompted to run a repository rescan.
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Rescanning Microsoft Entra ID Repository

Backup repository rescan can be required in the following cases:

e You have moved information from one PostgreSQL instance on which the repository is based to another
instance.

e You have restored the Veeam Backup & Replication configuration database.
e After ajob failed and it requested backup repository rescan.
e Other cases.
NOTE
We recommend you to stop or disable all jobs before performing the rescan.Veeam Backup & Replication
skips from scanning backups created by active jobs.
To rescan the Microsoft Entra ID backup repository:
1. Open the Backup Infrastructure view.
2. Inthe inventory pane, select the Managed Servers > Microsoft Windows or Linux node.
3. Inthe working area, select the backup server.

4. Pressand hold the [Ctrl] key, right-click the backup server and select Rescan EntralD repository.

# Veeam Backup and Replication

= Home  Server (]

E% =3 2 =,

Add Edit Remove Rescan Open
Server Server Server Updater Ul

Veeam
Intelligence

Manage Server Tools Online Assistant

Backup Infrastructure
P Type in an object name to search for O

Backup Proxies

N O Microsoft Azure Name 4 Type Description
2] Helper Appliance Templates B equiinvbriz2 Linux server (default Linux moun...  Backup server
E Backup Repositories £, Rescon
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[, Scale-out Repositories
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£ Missing updates...
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&5 Service Providers
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A Virtual Labs
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[ tmventory
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©) History

1 server selected
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Performing Backup

To produce backups, Veeam Backup for Microsoft Entra ID runs backup jobs. A backup job is a collection of
settings that define the way backup operations are performed: what data to back up, where to store backups,
when to start the backup process, and so on.

Veeam Backup for Microsoft Entra ID supports two types of backup jobs:

e Tenant backup jobs that protect tenant data, such as users, groups, administrative units, roles,
applications and conditional access policies.

e Log jobs that protect tenant audit and sign-in logs.

One backup job can protect data or logs of only one tenant. You can instruct Veeam Backup for Microsoft Entra
ID to run jobs automatically according to a specified schedule or start them manually.
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Creating Tenant Backup Jobs

To create a Microsoft Entra ID tenant backup job, do the following:

1.
2.
3.
4.
5.

Launch the New Microsoft Entra ID Tenant Backup Job wizard.
Specify a job name and description.

Specify a tenant and retention settings.

Specify backup copy settings.

Define a job schedule.

Finish working with the wizard.
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Step 1. Launch New Microsoft Entra ID Tenant
Backup Job Wizard

To launch the Microsoft Entra ID Tenant Backup Job wizard, do either of the following:
e Open the Home view. On the ribbon, click Backup Job > Microsoft Entra ID > Tenant.

e Open the Home view. In the inventory pane, right-click Jobsand select Backup > Microsoft Entra ID >
Tenant.

# Veeam Backup and Replication

= Home View
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Step 2. Specify Job Name and Description

At the Name step of the wizard, use the Name and Description fields to enter a name for the new backup job
and to provide a description for future reference. The maximum length of the name is 255 characters. The

following characters are not supported: / \"': |[<>+=;, 21 *% # " @ &$.
Mew Microsoft Entra [0 Tenant Backup Job x
Mame Name
Tenant Type in a name and description for this job,
Schedule
Marne:
Summary

Entra ID Tenant Backup Job for enterprise

Description:

backup job protecting enterprise Microsoft Entra ID tenants
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Step 3. Configure Backup Source Settings

At the Tenantstep of the wizard, select a Microsoft Entra ID tenant whose resources you want to back up, and
specify the number of daysfor which you want to keep restore points in a backup chain. If a restore point is
older than the specified time limit, Veeam Backup for Microsoft Entra ID removes the restore point from the
chain.

By default, Veeam Backup & Replication saves all backed-up tenant data to the local Microsoft Entra ID backup
repository. To increase data availability and ensure that it can be recovered in case a disaster strikes, you can
instruct Veeam Backup for Microsoft Entra ID to copy the backed-up tenant datato another location. To do that,
select the Configure secondary destinations for this job check box and follow the instructions provided at step
4,

When restoring data of the backed-up tenant, Veeam Backup & Replication will offer you to choose a restore
point from the list of all restore points available both in the default and secondary backup repositories (if
applicable). To allow Veeam Backup & Replication to detect restore points created for this tenant by other
backup jobs or stored in other backup repositories, you can map these restore points to this backup job — this
way, Veeam Backup & Replication will transfer less data over network, reducing unwanted overhead for the
production environment. To do that, click Map backup and choose the necessary backup.

TIP

Veeam Backup for Microsoft Entra ID does not encrypt backed-up dataand uses the global notification
settings configured for the backup server. To use password-based data encryption and specify custom

notification settings for the backup job, click Advanced and follow the instructions provided in section
Advanced Settings.

97 | Veeam Backup & Replication | User Guide for Microsoft Entra ID |13.0.1.1071


https://helpcenter.veeam.com/docs/vbr/userguide/general_email_notifications.html?ver=13
https://helpcenter.veeam.com/docs/vbr/userguide/general_email_notifications.html?ver=13

Name

Tenant
Secondary Target
Schedule

Summary

New Microseft Entra |D Tenant Backup Job

Tenant

Specify @ Microsoft Entra ID tenant and a retention poelicy. Custermnize advanced job settings if required,

Tenant:

| Organization Tenant ~

Map backup
¥ v o~ | days

Configure secondary destinations for this job

Copy backups proeduced by this job to ancther backup repository. We recommend to make at least one copy of
your backups to a different storage device that is located off-site,

Advanced job settings include encryption and notification opticns,
< Previous | | Mext = Finish

Advanced Settings

In the Advanced Settings window, you can instruct Veeam Backup for Microsoft Entra ID to use password-based

data encryption and specify custom notification settings for the backup job.

Encryption Settings

To enable encryption for the backed-up data, switch to the Encryption tab and do the following:

1. Select the Enable backup data encryption check box.

2. From the Password drop-down list, select the password that you want to use for encryption.

For a password to be displayed in the Password list, it must be added to the Password Manager as
described the Veeam Backup & Replication User Guide, section Password Manager. If you have not added
the necessary password to the Password Manager beforehand, you can do it without closing the Advanced
Settings window. To do that, click either the Manage passwords link or the Add button, and specify the

password and hint in the Password window.

You can also use KMS keys for encryption. For more information, see Veeam Backup & Replication User

Guide, section Key Management System Keys.
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Notification Settings

To instruct Veeam Backup & Replication to send email notifications on the backup job results, switch to the
Notifications tab and do the following:

1.

To enable SNMP notifications for the backup job, select the Send SNMP notifications for this job check
box.

By default, Veeam Backup & Replication applies global SNMP settings configured as described in the
Veeam Backup & Replication User Guide, section Specifying SNMP Settings.

To add specific recipients, select the Send e-mail notifications to the following recipients check box and
specify the necessary e-mail addresses. Use a semicolon to separate multiple recipient addresses.

Choose whether you want to apply global notification settings or configure custom settings.

Note that if you choose to use the global notification settings, Veeam Backup & Replication will also send
email notifications on the backup job results to recipients configured in the global notification settings.

[Applies only if you choose to use custom notification settings] You can specify a subject for notifications
in the Subject field. You can use the following runtime variables:

o %JobName% — a backup job name.
o %JobResult% — a backup job result.
o %O0bjectCount% — the number of Entra ID resources in a backup job.

o %Issues% — the number of Entra ID resources in a backup job that encountered any issues (errors and
warnings) while being processed.

The default subject for email notifications is: [%JobResult%] %JobName% (%O0bjectCount% objects)
%lssues%.
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5. [Applies only if you choose to use custom notification settings] You can choose whether you want
Veeam Backup & Replication to send email notifications in case the backup job completes successfully,
completes with warnings or completes with errors.

By default, Veeam Backup & Replication retries to run failed backup jobs 3 times and sends notifications
after every retry. To instruct Veeam Backup & Replication to send notifications only after the latest retry,
select the Suppress notifications until the last retry check box.

Mew Microsoft Entra D S x
Advanced Settings %
Name
Encryption  Motifications
Tenant —_— reguired,
[ Send SMNMP notifications for this job
Schedule

Send email notifications to the following recipients:

Type in one or more email addresses separated by semicolon | -

| Use global netification settings Map backup

Summary

l Use custom notification settings specified below:
Subject:
| [%elobResult?s] 3elobMName (%0bjectCount® objects) %lssuesis

. e at least one copy of
[] Motify on success P

[] Motify on warning
Motify on error
Suppress notifications until the last retry

:

0K | | Cancel |
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Step 4. Configure Backup Copy Settings

[This step applies only if you have selected the Configure secondary destinations for this job check box at the
Tenantstep of the wizard]

Veeam Backup for Microsoft Entra ID stores tenant backups produced by all backup jobs in the same Microsoft
Entra ID backup repository where the Veeam Backup & Replication configuration databaseresides. At the
Secondary Target step of the wizard, you can increase data availability by instructing Veeam Backup for
Microsoft Entra ID to copy the backed-up tenant data to another location — to do that, click Add and choose the
necessary repository in the Select Repository window. For a backup repository to be displayed in the Secondary
repositories list, it must be added to the backup infrastructure as described in in the

Veeam Backup & Replication User Guide, section Backup Repositories.

NOTE

To enhance data protection, you can instruct Veeam Backup for Microsoft Entra ID to copy tenant backups
to multiple repositories. However, keep in mind that Veeam Cloud Connect repositories are not supported.

By default, Veeam Backup for Microsoft Entra ID will start creating backup copies assoon as the tenant backup
job completes successfully, and will apply the same retention and encryption settings that you have configured
at step 3. To change this behavior, you can do the following:

e Extend the retention period for the created backup copies — to do that, select the Use custom retention
policy check box and specify a number of days (or months) for which Veeam Backup for Microsoft Entra ID
will retain these copies.

e Increase the security of the created backup copies — to do that, select the Use custom data encryption
settings check box and provide a specific password that will be used to access these copies.

For a password to be displayed in the list of available passwords, it must be added to the Password
Manager as described in the Veeam Backup & Replication User Guide, section Password Manager. If you
have not added the necessary password to the Password Manager beforehand, you can do it without
closing the Secondary Copy Settings window. To do that, click either the Manage passwords link or the
Add button, and specify the password and hint in the Password window.

e Prevent backup copy operations from overlapping with production hours — to do that, select the During
the following time periods only check box and configure a specific time interval for Veeam Backup for
Microsoft Entra ID to create backup copies.

IMPORTANT

If a backup copy operation exceeds the configured time interval, this operation will be terminated
automatically.
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Step 5. Define Job Schedule

At the Schedule step of the wizard, you can instruct Veeam Backup for Microsoft Entra ID to run the backup job
automatically according to a specific backup schedule — to do that, select the Run the job automatically check
box. The backup schedule defines how often data of the tenant added to the backup job will be backed up.

To help you implement a comprehensive backup strategy, Veeam Backup for Microsoft Entra ID allows you to
create schedules of the following types:

Daily — the backup job will run at a specific time on specific days.

To create a daily schedule for the backup job, select the Daily at this time option and define the exact hour
when the job will create restore points. Then, use the drop-down list to choose whether you want the
backup job to run every day, on weekdays (Monday through Friday) or on specific days.

Monthly — the backup job will run once a day on specific days.

To create a monthly schedule for the backup job, select the Monthly at this time option and define the
exact hour when the job will create restore points. Then, use the drop-down lists to schedule the specific
daysand months for the backup job to run.

Periodically — the backup job will run repeatedly throughout a day with a specific time interval.

To create a periodical schedule for the backup job, select the Periodically every option and define the
frequency (in hours or minutes) with which the job will create restore points. Alternatively, you can
instruct Veeam Backup for Microsoft Entra ID to create backups continuously, one after another.

To prevent backup operations from overlapping with production hours, it is recommended that you
configure a time interval during which Veeam Backup for Microsoft Entra ID is allowed to create restore
points; to do that, click Schedule and configure the necessary interval. If a backup operation exceeds the
configured time interval, this operation will not be terminated unless you specify a backup window.

Subsequently — the backup job will run after another job.

To create a subsequent schedule for the backup job, select the After this job option and use the drop-
down list to choose the necessary job.

NOTES

If you do not select the Run the job automatically check box, Veeam Backup for Microsoft Entra ID
will only create restore points when you start the backup job manually.

e Ifyou select the Run the job automatically check box but do not configure any scheduling settings,

Veeam Backup for Microsoft Entra ID will run the job daily at 10:00 PM.

Additionally, you can configure the following settings:

Instruct Veeam Backup for Microsoft Entra ID to run the backup job again if it fails on the first try.

To do that, select the Retry failed items processing check box and specify the maximum number of
attempts to run the backup job.

Instruct Veeam Backup for Microsoft Entra ID to terminate the backup job if it creates unwanted overhead
for the production environment.

To do that, select the Terminate the job outside of the allowed backup window check box and

click Window. Then, define a time interval during which Veeam Backup for Microsoft Entra ID is allowed to
run the backup job. If a backup operation exceeds the configured time interval, this operation will be
terminated automatically.
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NOTES

e  When retrying backup jobs, Veeam Backup & Replication processes only those items that failed to be
backed up during the previous attempt.
e Automatic retry settings apply only to backup jobs that run according to specific schedules — these
settings do not apply to jobs started manually.
e The default time interval between retries cannot be modified for backup jobs that create restore
points continuously according to a periodical schedule. When running these jobs,
Veeam Backup & Replication will make retry attempts one after another, without any interval.
Edit Microseft Entra ID Tenant Backup Job [Entra ID Tenant Backup Job 1] x
Name Schedule
Tenant Specify the job scheduling options. If you do not set the schedule, the job will need to be controlled manually.
Secondary Target
Schedule Run the job automatically
Daily at this tirme: 10:00 PM » & Everyday w  Days.
Summary
Maonthly at this time:  10:00 P~ ~ Fourth v Saturday v Moenths..
@ Periodically every: 1 v oA Continuously v | Schedule...
Hours
After this job: Entra ID Tenant Backy p o ec PM]  w
Continuously

Automatic retry

Retry failed iterns processing: times

Wait befare each retry attempt for: 0 v A minutes

Backup window

[] Terminate the job cutside of the allowed backup window

Leng running or accidentally started jobs will be terminated to prevent impact on your production infrastructure
during busy hours,

Window..,

< Previous | | Apply | | Finish | | Cancel
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Step 6. Finish Working with Wizard

At the Summary step of the wizard, review configuration information and click Finish.

TIP

If you want to run the backup job right after you finish working with the wizard, select the Run the job
when | click Finish check box. Alternatively, you can run the job manually later as described in section
Starting and Stopping Backup Jobs.

Mew Microsoft Entra ID Tenant Backup Job x
Name Summary
You have successfully created the new Microsoft Entra 1D tenant backup job.
Tenant
Secondary Target
Schedule Configuration has been successfully saved.
MName: Entra 1D Tenant Backup Job 2
Summary Type: Entra ID Tenant Backup

Backup is scheduled to run automatically
Source itermns:

Tenant 3

PowerShell cmdlet for starting the job:
Get-WBREntralDTenantBackuplob -Mame "Entra ID Tenant Backup Job 2" | Start-VEREntralDTenantBackuplob

Run the job when | click Finish

Next > Finish | [ Cancel
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Creating Log Backup Jobs

To create a Microsoft Entra ID log backup job, do the following:
1. Launch the New Microsoft Entra ID Log Backup Job wizard.
2. Specify a job name and description.

3. Specify a tenant.
4. Specify backup repository settings.
5. Specify secondary repository settings.

Define a job schedule.

N

Finish working with the wizard.
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Step 1. Launch New Microsoft Entra ID Log
Backup Job Wizard

To launch the Microsoft Entra ID Log Backup Job wizard, do either of the following:

e Open the Home view. On the ribbon, click Backup Job > Microsoft Entra ID > Logs.

e Open the Home view. In the inventory pane, right-click Jobsand select Backup > Microsoft Entra ID >

Logs.

# Veeam Backup and Replication

= Home View
€+ =] co
& < L
Backup  Replication cop
Job v Job v Policy
Primary Jobs

Home

N (3 Jobs

3 Ba o Backup

2 B 42 Replication
v FL Backy 59 CDPpolicy

o, Dis iy SureBackup..

g5 Dis g4 Backup capy..
~ [ Last2: 55 Filecopy..

58 Su 7 Add view..

Home

[ tmventory

CE Backup Ifrastructure

EN
C) History

5Jobs

(RS

- 4+ A

=) E é@ || — @

Backup Copy SureBackup Restore Import Security &

Copy~  Jobw Job ~ Backup  Compliance
Secondary Jobs Restore Actions

o+, Virtual machine..
Y Windows computer...
A Linux computer.
Mac computer...
B unix computer..

G Application

B Object storage...
File share..

> Microsoft Entra ID...

Type in an object name to search for O

Name 4

{73 Entra ID Log Backup Job 1

{73 Entra ID Tenant Backup Job 1

() Entra ID Tenant Backup Job 1 (Copy) 1
) Entra ID Tenant Backup Job 2

() Entra ID Tenant Backup Job 2 (Copy] 1

s Tenant..

2 Logs..

7 Alljobs

Type
Entra ID Lag Backup
Entra D Tenant Backup

Entra ID Tenant Backup...

Entra ID Tenant Backup

Entra D Tenant Backup..

Objects

Status

Stopped
Stopped
Stopped
Stopped
Stopped

Last Run
2 hours ago
31 minutes age

26 minutes ago

Last Result
Success
Success

Success

=
=+
Veeam
Intelligence

Online Assistant

Next Run

£/8/2025 6:00 PM
£/8/2025 6:00 PM
<As new restore poin.
8/9/2025 10:00 PM

<As new restore poin.
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Step 2. Specify Job Name and Description

At the Name step of the wizard, use the Name and Description fields to enter a name for the new backup job
and to provide a description for future reference. The maximum length of the name is 255 characters. The
following characters are not supported: / \"': |[<>+=;, 21 *% # " @ &$.

TIP

If you want Veeam Backup & Replication to prioritize the log backup job over other jobs and to allocate
backup infrastructure resources to this job first, select the High priority check box. For more information on
job priorities, see the Veeam Backup & Replication User Guide, section Getting Started.

Mew Microsoft Entra ID Log Backup Job X
Name Name
Tenant Type in a name and description for this job,
Storage
Marme:
Schedule
Entra ID Log Backup Job 2
Summary

Description:

backing up logs

[ High priority
Backup infrastructure resources are offered to high priority jobs first, Use this option for jobs sensitive to the start
time, or jobs with strict RPO requirements.
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Step 3. Specify Tenant

At the Tenantstep of the wizard, select a Microsoft Entra ID tenant whose audit and sign-in logs you want to
back up.

New Microsoft Entra 1D Log Backup Jeb X
o Tenant
Select a Microsoft Entra ID tenant to back up logs for,
Tenant
Storage
Tenant:
Fiiiiz Tenant 3 (Microsoft Entra ID tenant) v
Summary

< Previous | | Mext = Finish

109 | Veeam Backup & Replication | User Guide for Microsoft EntraID | 13.0.1.1071



Step 4. Specify Backup Repository Settings

At the Storage step of the wizard, you can choose a backup repository where the backed-up log data will be
stored. You can also specify the number of days, months or years for which you want to keep restore points in a
backup chain — if a restore point is older than the specified time limit, Veeam Backup for Microsoft Entra ID
removes the restore point from the chain.

To increase dataavailability and ensure that it can be recovered in case a disaster strikes, you can instruct
Veeam Backup for Microsoft Entra ID to copy the backed-up log data to another backup repository. To do that,
select the Configure secondary destinations for this job check box and follow the instructions provided at step
4,

NOTE

Veeam Backup for Microsoft Entra ID does not support storing log backups in Veeam Cloud Connect
repositories or Amazon S3 repositories with multiple buckets.

When restoring backed-up log data, Veeam Backup & Replication will offer you to choose a restore point from
the list of all restore points available both in the primary and secondary backup repositories (if applicable). To
allow Veeam Backup & Replication to detect restore points created for this log data by other backup jobs or
stored in other backup repositories, you can map these restore points to this backup job — this way,

Veeam Backup & Replication will transfer less data over network, reducing unwanted overhead for the
production environment. To do that, click Map backup and choose the necessary backup.

TIP

To help you implement a comprehensive backup strategy, Veeam Backup & Replication allows you to
configure additional backup job settings (for example, you can enable health check, upload custom scripts
and customize email notifications). To do that, click Advanced job settings and follow the instructions
provided in section Advanced Settings.
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Mew Microsoft Entra 1D Log Backup Job x

Name Storage

Tenant Specify a target backup repositery and a retention policy, Customize advanced job settings, if required.

Storage

Secondary Target Backup repository: | Default Backup Repository (Created by Veearn Backup) ~
Schedule B 215 GE free of 222 GB Map backup
Summary Retention pelicy: | 28 v oA | | days ~

Configure secondary destinations for this job

Copy backups produced by this job to ancther backup repository, or tape. We recommend to make at least one
copy of your backups to a different storage device that is located off-site,

Advanced job settings...

< Previous | | Mext = Finish

Advanced Settings

In the Advanced Settings window, you can configure additional log backup job settings, such as compression
level, password-based data encryption and custom notification settings.

Data Compression and Encryption Settings

By default, Veeam Backup & Replication does not encrypt backup files and uses the Optimal compression level
to store these files. To change this behavior, switch to the Storage tab and do the following:

e To decreasethe size of the files, select a compression level from the Compression level drop-down list
(None, Dedupe-friendly, Optimal, Highor Extreme). For more information on compression levels, see the
Veeam Backup & Replication User Guide, section Data Compression and Deduplication.

e To encrypt the content of the files, select the Enable backup file encryption check box and specify a
password that will be used to encrypt data.

For a password to be displayed in the list of available passwords, it must be added to the Password
Manager as described in the Veeam Backup & Replication User Guide, section Managing Credentials. If you
have not added the necessary password beforehand, you can do it without closing the Advanced Settings

window. To do that, click either Manage passwords or Add, and specify the password and a hint in the
Password window.

111| Veeam Backup & Replication | User Guide for Microsoft EntralD | 13.0.11071


https://helpcenter.veeam.com/docs/vbr/userguide/compression_deduplication.html?ver=13
https://helpcenter.veeam.com/docs/vbr/userguide/password_manager.html?ver=13

NOTES

e For security reasons, Veeam Backup & Replication does not store the password you specify to
encrypt data — that is why you will not be able to restore data from encrypted backups in case
you lose the password. However, if your backup server is connected to Veeam Backup
Enterprise Manager, you can recover the password as described in the
Veeam Backup & Replication User Guide, section Password Loss Protection.

e To encrypt backed-up data, you can also use KMS keys as described in the
Veeam Backup & Replication User Guide, section Key Management System Keys.

Maintenance Settings

Health checks help you ensure that the restore points created by the backup job are consistent and that you will
be able to restore data using these restore points. To instruct Veeam Backup & Replication to periodically
perform a health check for the restore points created by the job, switch to the Maintenance tab and do the
following:

e Select the Perform backup files health check check box.

e To configure a custom schedule, click Configure and choose whether you want the health check sessions
to run monthly, weekly or on specific days.

By default, Veeam Backup & Replication runs health check sessions every last Saturday of a month.

Script Settings

Scripts allow you to execute customized tasks before or after backup sessions, such as removing temporary files
or tracking permission updates in Entra ID environment. To instruct Veeam Backup & Replication to run a custom
script, switch to the Scripts tab and do the following:

1. Select the Run the following script before the job or Run the following script after the job check box.
2. Click Browse tochoose executable files from a local folder on the backup server.

3. Choose whether you want Veeam Backup & Replication to execute the script periodically or on specific
daysonly.

Notification Settings

Notification settings help you automate and customize delivery of the backup job results. To instruct
Veeam Backup & Replication to send email notifications on the backup job status to specific addresses, switch to
the Notifications tab and do the following:

e To receive SNMP notifications on the backup job, select the Send SNMP notifications for this job check
box.

For Veeam Backup & Replication to be able to send SNMP notifications, you must configure global SNMP
settings as described in the Veeam Backup & Replication User Guide, section Specifying SNMP Settings.

e To receive notifications by email in case of backup failure, success or warning, select the Send email
notifications to the following recipients check box and specify an email address of a recipient; use a
semicolon to separate multiple recipient addresses.

For Veeam Backup & Replication to be able to send email notifications, you must configure global email
notification settings as described in the Veeam Backup & Replication User Guide, section Configuring
Global Email Notification Settings.
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e To specify custom notification subject, select Use custom notification settings specified below check box,
and create a notification subject using the runtime variables provided in the Subjectfield.

TIP

To instruct Veeam Backup & Replication to further use any of the updated advanced settings by default,
click Save As Default inthe respective tab.

MNew Microsoft Entra D [—"——"" x
Advanced Settings x
Name
Storage  Maintenance  Scripts  Notifications )
Tenant _— required.
Notification settings
Storage

[] Send SMMP natifications for this job
Secondary Target v
Send email notifications to the following recipients:

Map backup

Schedule

Type in one or more email addresses separated by semicolon |

Summary Use global notification settings

® Use custom notification settings specified below:
Subject:

d to make at least one
| [#elobResult?] %alobMame®s (%0bjectCount® ohjects) Slssues?

Motify on success
Motify on warning
Motify on error

Save As Default OK | | Cancel |

:

How Health Check Works

When Veeam Backup & Replication savesa new backup restore point to a backup repository, it calculates CRC
values for metadata in the backup chain and saves these values to the chain metadata, together with the
instance data. When performing a health check, Veeam Backup & Replication verifies the availability of data
blocks and uses the saved values to ensure that the restore points being verified are consistent.

On the dayscheduled for a health check to run, Veeam Backup & Replication starts a new health check session.
For each restore point in the standard backup chain, Veeam Backup & Replication calculates CRC values for
backup metadata and compares them to the CRC values that were previously saved to the restore point.
Veeam Backup & Replication also checks whether datablocks that are required to rebuild the restore point are
available.
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If Veeam Backup & Replication does not detect data inconsistency, the health check session completes
successfully. Otherwise, the session completes with an error. Depending on the detected datainconsistency,
Veeam Backup & Replication performs the following operations:

e If the health check detects corrupted metadata in a full or incremental restore point,
Veeam Backup & Replication marks the backup chain as corrupted in the configuration database. During
the next backup job session, Veeam Backup & Replication copies the full instance image, creates a full
restore point in the backup repository and starts a new backup chain in the backup repository.

e If the health check detects corrupted disk blocks in a full or an incremental restore point,
Veeam Backup & Replication marks the restore point that includes the corrupted data blocks and all
subsequent incremental restore points as incomplete in the configuration database. During the next
backup job session, Veeam Backup & Replication copies not only those data blocks that have changed
since the previous backup session but also data blocks that have been corrupted, and saves these data
blocks to the latest restore point that has been created during the current session.
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Step 5. Specify Secondary Repository Settings

[This step applies only if you have selected the Configure secondary destinations for this job check box at the
Storage step of the wizard]

Veeam Backup for Microsoft Entra ID stores log backups produced by all backup jobs in the same Microsoft
Entra ID backup repository where the Veeam Backup & Replication configuration databaseresides. At the
Secondary Target step of the wizard, you can increase data availability by instructing Veeam Backup for
Microsoft Entra ID to copy the backed-up tenant data to another location — to do that, click Add and choose the
necessary repository in the Select Repository window. For a backup repository to be displayed in the Secondary
repositories list, it must be added to the backup infrastructure as described in in the

Veeam Backup & Replication User Guide, section Backup Repositories.

NOTE

To enhance data protection, you can instruct Veeam Backup for Microsoft Entra ID to copy log backups to
multiple repositories. However, keep in mind that Veeam Cloud Connect repositories are not supported.

By default, Veeam Backup for Microsoft Entra ID will start creating backup copies assoon as the log back up job
completes successfully, and will apply the same retention and encryption settings that you have configured at
step 4. To change this behavior, you can do the following:

e Extend the retention period for the created backup copies — to do that, select the Use custom retention
policy check box and specify a number of days (or months) for which Veeam Backup for Microsoft Entra ID
will retain these copies.

e Increase the security of the created backup copies — to do that, select the Use custom data encryption
settings check box and provide a specific password that will be used to access these copies.

For a password to be displayed in the list of available passwords, it must be added to the Password
Manager as described in the Veeam Backup & Replication User Guide, section Password Manager. If you
have not added the necessary password to the Password Manager beforehand, you can do it without
closing the Secondary Copy Settings window. To do that, click either the Manage passwords link or the
Add button, and specify the password and hint in the Password window.

e Prevent backup copy operations from overlapping with production hours — to do that, select the During
the following time periods only check box and configure a specific time interval for Veeam Backup for
Microsoft Entra ID to create backup copies.

IMPORTANT

If a backup copy operation exceeds the configured time interval, this operation will be terminated
automatically.
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Schedule
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Secondary Copy Settings x

Retention and encryption settings will be inherited from the primary job, unless you override them using the
following contrals.

Use custom retention policy
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Step 6. Define Job Schedule

At the Schedule step of the wizard, you can instruct Veeam Backup for Microsoft Entra ID to run the backup job
automatically according to a specific backup schedule — to do that, select the Run the job automatically check
box. The backup schedule defines how often data of the tenant added to the backup job will be backed up.

To help you implement a comprehensive backup strategy, Veeam Backup for Microsoft Entra ID allows you to
create schedules of the following types:

Daily — the backup job will run at a specific time on specific days.

To create a daily schedule for the backup job, select the Daily at this time option and define the exact hour
when the job will create restore points. Then, use the drop-down list to choose whether you want the
backup job to run every day, on weekdays (Monday through Friday) or on specific days.

Monthly — the backup job will run once a day on specific days.

To create a monthly schedule for the backup job, select the Monthly at this time option and define the
exact hour when the job will create restore points. Then, use the drop-down lists to schedule the specific
daysand months for the backup job to run.

Periodically — the backup job will run repeatedly throughout a day with a specific time interval.

To create a periodical schedule for the backup job, select the Periodically every option and define the
frequency (in hours or minutes) with which the job will create restore points. Alternatively, you can
instruct Veeam Backup for Microsoft Entra ID to create backups continuously, one after another.

To prevent backup operations from overlapping with production hours, it is recommended that you
configure a time interval during which Veeam Backup for Microsoft Entra ID is allowed to create restore
points; to do that, click Schedule and configure the necessary interval. If a backup operation exceeds the
configured time interval, this operation will not be terminated unless you specify a backup window.

Subsequently — the backup job will run after another job.

To create a subsequent schedule for the backup job, select the After this job option and use the drop-
down list to choose the necessary job.

NOTES
e If you do not select the Run the job automatically check box, Veeam Backup for Microsoft Entra ID

will only create restore points when you start the backup job manually.

e Ifyou select the Run the job automatically check box but do not configure any scheduling settings,

Veeam Backup for Microsoft Entra ID will run the job daily at 10:00 PM.

Additionally, you can configure the following settings:

Instruct Veeam Backup for Microsoft Entra ID to run the backup job again if it fails on the first try.

To do that, select the Retry failed items processing check box and specify the maximum number of
attempts to run the backup job.

Instruct Veeam Backup for Microsoft Entra ID to terminate the backup job if it creates unwanted overhead
for the production environment.

To do that, select the Terminate the job outside of the allowed backup window check box and

click Window. Then, define a time interval during which Veeam Backup for Microsoft Entra ID is allowed to
run the backup job. If a backup operation exceeds the configured time interval, this operation will be
terminated automatically.

117 | Veeam Backup & Replication | User Guide for Microsoft EntralD | 13.0.1.1071



NOTES

e  When retrying backup jobs, Veeam Backup & Replication processes only those items that failed to be
backed up during the previous attempt.

e Automatic retry settings apply only to backup jobs that run according to specific schedules — these
settings do not apply to jobs started manually.

e The default time interval between retries cannot be modified for backup jobs that create restore
points continuously according to a periodical schedule. When running these jobs,
Veeam Backup & Replication will make retry attempts one after another, without any interval.

MNew Microsoft Entra 1D Log Backup Job

x
Name Schedule
Tenant Specify the job scheduling options. If you do not set the schedule, the job will need to be controlled manually.
Storage
gl Run the job automaticall

Secondary Target ® le Floh automatiealy

(@ Daily at this time: 10:00 PM v A~ | | Everyday v | Days..
Schedule ]

[} Monthly at this time: 1000 PR~ ~ Fourth v Saturday v Months...
Summary )

[} Periodically every: 1 v Hours

v Schedule..

(: ) After this job: Entra D Tenant Backup Job 1 (Created by \veeamadmin at /1/2025 7:30 PM.)

w

Automatic retry

Retry failed items processing: times
Wait before each retry attermpt for: minutes

Backup window

[ | Terminate the job outside of the allowed backup window

Leng running or accidentally started jobs will be terminated to prevent impact on your production infrastructure
during busy hours,

Window...

< Previous | | Apply Finish
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Step 7. Finish Working with Wizard

At the Summary step of the wizard, review summary information and click Finish. You will be able to edit the
configured backup job settings as described in the Editing Backup Job Settings section.

TIP

If you want to run the job immediately after you finish working with the wizard, select the Run the job
when I click Finish check box.

Mew Microseft Entra |D Log Backup Job x

MName Summary
Tenant You have successfully created the new Microsoft Entra ID log backup job.
Storage
Secondary Target Configuration has been successfully saved.

Marne: Entra ID Log Backup Job 2
Schedule Type: Entra ID Log Backup

Source iterns:

(Tenant 3)

Summary

PowerShell crndlet for starting the job:
Get-WBREntraldLogsBackuplob -Name "Entra ID Log Backup Job 2" | Start-VERJob

Run the job when | click Finish

Next > Finish | [ Cancel
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Managing Backup Jobs

To view all jobs configured on the backup server, open the Home view and select the Jobs nodein the inventory
pane. The list of available jobs is displayed in the working area. You can start and stop jobs, retry failed jobs, edit
job properties, clone jobs, view job statistics and delete unnecessary jobs.
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Starting and Stopping Backup Jobs

You can start a backup job manually, for example, if you want to create an additional restore point and do not
want to modify the configured job schedule.

You can also stop a backup job manually if data processing is about to take too long, and you do not want to
impact the production environment during business hours. When you stop a running job,

Veeam Backup & Replication creates a new restore point only for those workloads that have already been
processed by the time you stop the job.

Considerations

Consider the following:

e [For tenant backup job] Veeam Backup & Replication will stop the job immediately and produce a new
restore point only for those workloads that have already been processed when you stop the job.

e [For log backup jobs] You can stop the job in two ways:

o Stop the job immediately. In this case, Veeam Backup & Replication will produce a new restore point
only for those workloads that have already been processed when you stop the job.

o Stop the job after the current file. In this case, Veeam Backup & Replication will produce a new restore
point only for those workloads that have already been processed and for objects that are being
processed at the moment.

Starting and Stopping Job

To start or stop a backup job, do the following:
1. Open the Home view.

2. Inthe inventory pane, select Jobs.
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3. Inthe working area, select the necessary job and click StartorStop on the ribbon. Alternatively, right-
click the job and select Start or Stop.

x
=  Home View Job
> o iy ¢ Q@ X =
Stat  Stop  Retry Statistics  Report Edit  Disable  Delete Veeam
Intelligence
Job Control Details Manage Job Online Assistant
Home
Typein an object nameto searchfor Q. Y7 All jobs
S (5 Jobs
1% Backup Name 4 Type Objects  Status Last Run Last Result Next Run
15 Backup Copy () Entra ID Log Backup Job 1 Entra ID Log Backup 1 Stopped 2 hours ago Success 8/8/2025 6:00 PM
v Es Backups () Entra ID Log Backup Job 2 Entra ID Log Backup 1 Stopped £/8/2025 10:00 PM
= Disk () Entra ID Log Backup Job 2 (Copy) 1 Backup Copy 1 Stopped <As new restore poi
3 Disk(Copy) € Entra ID Tenant Backup Job 1 Entra ID Tenant Backup 1 Stopped 24 minutesago Success 8/8/2025 6:00 PV
=
W EG Last24Hours () Entra ID Tenant Backi [ Start fenant Backup... 1 Stopped 39 minutes ago  Success <As new restore poi
a
Success (3 Entra ID Tenant Backi Stop fenant Backup 1 Stopped 8/9/2025 10:00 PM
€ Entra ID Tenant Backi (* Retry enant Backup... 1 Stopped <As new restare poi

Statistics

Summary

Report
Duration:  04:43

Processed: 3328 Disable
Transferred: 40 Clene
% Delete
1 Edit..
Name - Action Duration
{m\ Home > 4 Organization Ten... @@ Success © Job started st 8/8/2025 5:00:13 PM
@ Thetenant Organization Tenant has been added to processing
[ inventory @ Processing Organization Tenant 00434

° Job finished at /8/2025 5:04:56 PM

Sg Backup Infrastructure

L
L) History
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Editing Backup Job Settings

For each backup job, you can modify the settings configured while creating the job:

1. Open the Home view and navigate to Jobs > Backup.

2. Inthe working area, select the job and click Edit onthe ribbon.

Alternatively, you can right-click the job and select Edit.

3. Edit the necessary job settings as follows:

O

To provide a new name and description for the job, follow the instructions provided in section
Creating Tenant Backup Jobs (step2) or Creating Log Backup Jobs (step 2).

To choose another project or folder that manages resources that you want to protect, or change the
service account whose permissions are used to perform backup operations, follow the instructions
provided in section Performing VM Backup (step 3), Performing SQL Backup (step 3) or Performing
Spanner Backup (step 3).

To modify the list of regions in which instances that you planto back up reside, or to add instances to
the backup scope, follow the instructions provided in section Performing VM Backup (step 4a or step
4b), Performing SQL Backup (step 4a or step 4b) or Performing Spanner Backup (step 4a or step 4b).

To instruct Veeam Backup & Replication to create image-level backups, follow the instructions
provided in section Performing VM Backup (step 5), Performing SQL Backup (step 5) or Performing
Spanner Backup (step 5).

To modify the schedule configured for the policy, follow the instructions provided in section
Performing VM Backup (step 6), Performing SQL Backup (step 6) or Performing Spanner Backup (step
6).

[Applies only to VM backup policies] To assign labels to cloud -native snapshots, follow the
instructions provided in section Performing VM Backup (step 7).

[Applies only to SQL backup policies] To choose whether you want to use a staging server to perform
backup, follow the instructions provided in section Performing SQL Backup (step 7).

To configure automatic retry, health check and notification settings, follow the instructions provided
in section Performing VM Backup (step 8), Performing SQL Backup (step 8) or Performing Spanner
Backup (step 8).

At the Summary step of the wizard, review configuration information and click Finish to confirm the
changes.
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You will follow the same steps you followed when creating the job and can change job settings asrequired.

View Job

> | il
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@ Job started at 8/8/2025 5:00:13 PM
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Enabling and Disabling Backup Jobs

You can disable a job with the enabled schedule.

To disablea job:

1. Open the Home view.

2. Inthe inventory pane, navigate to the Jobs > Backup node.

3. Inthe working area, select the job and select Disable onthe ribbon or right-click the job and select

Disable.

To enable a disabled job, select it in the list and click Disable onthe ribbon once again.
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Retrying Jobs

The retry option is necessary if a job fails and you want to retry this operation again. When you perform a retry,
Veeam Backup & Replication restarts the operation only for the failed workloads added to the job and does not
process workloads that have been processed successfully. As a result, the retry operation takes less time than
running the job for all workloads.

To performretry:
1. Open the Home view.
2. Inthe inventory pane, select Jobs.

3. Inthe working area, select the necessary job and click Retry on the ribbon. Alternatively, you can right-
click the job and select Retry.
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15 Edit.
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€ lob finished with error at 8/8/2025 5:50:37 PM
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Cloning Log Backup Jobs

This option is available only for log backups.

You can create a new job by cloning an existing one. Job cloning allows you to create an exact copy of any job
with the same job settings.

The name of the cloned job is formed by the following rule: <job name clonel>, where job_name is the name of
the original job and clone’ is a suffix added to the original job name. If you clone the same job again, the number
in the name will be incremented, for example, job_name_clone2, job_name clone3, and so on. To change the
name of a cloned job, edit the job as described in Editing Backup Job Settings.

Considerations

When cloning a job, Veeam Backup & Replication can change some job settings so that cloned jobs do not hinder
original jobs.

e If the original job is scheduled to run automatically, Veeam Backup & Replication disables the cloned job.
To enable the cloned job, select it in the job list and click Disable onthe ribbon or right-click the job and
select Disable.

e If the original job is configured to use a secondary target, Veeam Backup & Replication also clones the
copy job.

Cloning Job

To clone a log backup job:
1. Open the Home view.
2. Inthe inventory pane, select Jobs.

3. Inthe working area, select the job and click Clone onthe ribbon. Alternatively, right-click the job and
select Clone.
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After a job is cloned, you can edit all its settings, including the job name.
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Deleting Backup Jobs

To delete a job:

1. Open the Home view.

2. Inthe inventory pane, navigate to the Jobs > Backup node.

3. Inthe working area, select the job and click Delete onthe ribbon or right-click the job and select Delete.

After the job is deleted, the backups created by this job are displayed under the Backups > Disk (Orphaned)
node.
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Managing Backed-Up Data

The following operations are available for backups:
e Viewing backup properties
e Performing health check for log backups
e Copying log backups
e Removing tenant and log backups

e Retrieving tenant data from backup copies
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Viewing Log Backup Properties

This section applies to log backups only.

You can view summary information about the log backup. The summary information provides the following
data:

e Name and path to the backup repository that stores backup files.
e Size of the backup source and the backup.

e Available restore points: date of their creation, their type and status.

You can restore the logs from any of these points. To learn how to restore the log data, see Entra ID Log
Restore.

To view summary information for backups:
1. Open the Home view.
2. Inthe inventory pane, select Backups.
3. In the working area, right-click the log backup and select Properties.

4. To see the list of availablerestore points, select the required tenant from the Objects list.

Backup Properties Entra ID Log Backup Job 1 4
Backup repository: Folder
Backup Repository 1 Svar/lib/veeam/Repository01/Entra ID Log Backup Job 1
Objects: Restore points:

Name Original Size Backup Siz¢  Date Type Status

g Organization Tenant 303 KB 7e.2ME 8/8/2025 3:00:40 PM Backup oK
8/8/202512:00:25 PM Backup oK
8/8/2025 %:00:40 AM Backup oK
8/8/2025 6:00:35 AM Backup oK
8/8/2025 3:00:37 AM Backup oK
8/8/2025 12:00:36 AM Backup oK
8/7/2023 9:00:23 PM Backup oK
8/7/2025 6:00:35 PM Backup oK
8/7/2025 3:00:44 PM Backup oK
8/7/202512:00:35 PM Backup oK
8/7/2025 9:00:30 AM Backup oK
8/7/2025 6:00:35 AM Backup oK
8/7/2025 3:00:22 AM Backup oK
8/7/202512:00:32 AM Backup oK

Source size: 303 KB Backup size: 76.2 MB Restore points: 56
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Performing Health Check for Log Backups

This section applies to log backups only.

In this section, you will learn how to perform health check and repairlog backups.

Health Check for Log Backup Files

You can manually perform a health check for the backup chain. During the health check,

Veeam Backup & Replication performs a cyclic redundancy check (CRC) for metadata and a hash check for data
blocks in backup files to verify their integrity. The health check helps make sure that the restore point is
consistent, and you will be able to restore data from this restore point.

To run the health check:
1. Open the Home view.
2. Inthe inventory pane, select Backups.

3. Inthe working area, select the required log backup and click Run Health Check on the ribbon.
Alternatively, you can right-click the backup and select Run health check.

To run the health check periodically, you must enable the Perform backup files health check option in the
backup job settings and define the health check schedule. By default, the health check is performed on the last
Friday of every month. You can change the schedule and run the health check weekly or monthly on specific
days. To learn how to configure periodic health check, see Maintenance Settings.

IMPORTANT

If you store your backups on public cloud object storage repositories, running the health check operations
may result in constantly downloading and uploading datato and from the storage, which may lead to
higher costs. To avoid this, use helper appliances configured for the repositories within the public clouds.
For more information, see the Unstructured Data Backups in Object Storage Repositories section in the
Veeam Backup & Replication User Guide.
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Repair of Log Backup Files

If Veeam Backup & Replication detects some inconsistency in the log backup files during the health check, you
can run the backup repair procedure to fix the issues.

To run the backup repair:

1. Open the Home view.

2. Inthe inventory pane, select Backups.
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3. Inthe working area, select the required log backup, click Repair backup on the ribbon. Alternatively, you
can right-click the backup and select Repair backup.
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& il

1 backup selected
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Copying Log Backups
This section applies to log backups only.

Copying backups can be helpful if you want to copy audit and sign-in log backups to a repository, or local or
shared folder. Veeam Backup & Replication copies the whole backup chain.

When Veeam Backup & Replication performs the copy operation, it disables the job, copies files to the target
location and then enables the job. After the copy operation finishes, the copied backups are shown in a node
with the (Exported) postfix in the inventory pane.

NOTE

This section is about one-time copy operation. If you want to copy backups on a schedule, configure the
secondary destination on the job settings.

Copying Backups

To copy log backups, do the following:

—_

Open the Home view.

2. Inthe inventory pane, select the Backups node.

3. Inthe working area, select the necessary job.

4. Right-click the job and select Copy backup. Alternatively, click Copy Backup on the ribbon.

5. Inthe Copy Backup to Another Location window, choose a repository to which you want to copy backups.
6. Click OK.

After the copy process finishes, the copied backups are shown in the Disk (Exported) nodein the inventory pane.

NOTE
Consider the following:

e If you copy backups from a scale-out backup repository and some backups are stored on extents in
the Maintenance mode, such backups are not copied.

e Veeam Backup & Replication copies backups only from the performance tier of the scale-out backup
repository. If you want to copy data from the capacity tier, you first need to download it to the
performance tier. For more information, see the Downloading Data from Capacity Tier section in the
Veeam Backup & Replication User Guide.

Copy Backup to Ancther Location X

5pecify a destination to copy backups to. Copied backups can be found in the Disk (Exported) node. ()
If an archive is present, you can copy it to a new archive repository, -

Backup repositony:
Backup Repository 1 (Created by M\veeamadmin at 8/1/2025 7:28 PM.) w

QK Cancel
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Removing Tenant and Log Backups

Veeam Backup for Microsoft Entra ID applies the configured retention policy settings to automatically remove
backups and backup copies from backup repositories (both primary and secondary). If necessary, you canalso
remove the backed-up data manually.

Alternatively, you can detach backups from a backup or backup copy job — this may be helpful, for example, if
you plan to reconfigure the job. In this case, backup files will remain in the target backup repository but will be
treated by Veeam Backup & Replication as orphaned entities, which will be retained according to their own
background retention settings. For more information, see the Veeam Backup & Replication User Guide, section
Background Retention.

Removing Backups

To remove backed-up data manually, do the following:
1. Open the Home view.
2. Inthe inventory pane, select Backups.

3. Inthe working area, select the necessary backup and click Remove from > Disk on the ribbon.
Alternatively, you can right-click the backup and select Remove from disk.
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Success
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{1} Home
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2L Backup Infrestructure
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1 backup selected

Detaching Backups

To detach backups from a backup or backup copy job:
1. Open the Home view.

2. Inthe inventory pane, select the Backups node.
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3. Inthe working area, select the necessary backup and select Remove from > Job onthe ribbon.
Alternatively, you can right-click the backup and select Remove from > Job
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12 Backup Job Name 4 Creation Time Restore Points  Repository Platform
15 Backup Copy % =% EntraID Log Backup Job 1 8/1/2025 7:55 PM Backup Repository 1 Unstructured data
V [k Backups ~ =% Entra ID Tenant Backup Job 1 8/1/2025 7:30 PM Microsoft Entra [D
2, Disk % ( ¢ Remove from 517 ok 167 Microsoft Entra ID
£ Disk (Copy) > =Bt =] properies | =3 Disk Backup Repository 1 Unstructured data

[ Last 24 Hours
ES Success

[ Failed

{7} Home
[ tmventory
E‘é Backup Infrastructure

L) History

1 backup selected

IMPORTANT
Before you detach any backup or backup copy, make sure that all related jobs are disabled.
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Retrieving Tenant Data From Backup
Copies

Backup copies stored in backup repositories (both primary and secondary) are not immediately accessible; if you
want to restore tenant data from a backup copy, you must retrieve the datafirst. During the dataretrieval
process, Veeam Backup & Replication imports the unstructured backup copy data to the PostgreSQL database
that stores Entra ID backups. The imported backups are displayed in the Home view under the Disk (Imported)

node.
To retrieve tenant data from a backup copy, do the following:
1. In the Veeam Backup & Replication console, open the Home view and navigate to Backups > Disk (Copy).

2. Inthe working area, expand the backup job that protects the Microsoft Entra ID tenant whose backup copy
you want to retrieve, select the tenant and click Restore Entra ID tenant backup copy on the ribbon.

Alternatively, you can right-click the tenant and select Restore Entra ID tenant backup copy.

3. Inthe Entra ID Tenant Backup Copy Restore window, choose a restore point that will be used to retrieve
the data, specify a reason for performing the operation, and wait for the process to complete.

As soon as Veeam Backup & Replication retrieves the tenant data, you will be able to use the imported backup
to perform tenant restore.

# Veeam Backup and Replication

= Home Backup

-
i, X 2
Restore Entra ID Delete Veeam
tenant backup copy from Disk Intelligence
Restore Actions Online Assistant

B3 Last24 Hours
[ED Success

EL Failed

£ Home

5y inventory
E% Backup Infrastructure

T
0) H
) istory

1 backup selected

=& Delete from disk

Home Type in an object name to search for O
N5 Jobs
12} Backup Job Name 4~ Creation Time Restore Points  Repository Platform
15 Backup Copy > =% Entra ID Log Backup Job 2 (Copy) 1 8/9/202510:11 PM Backup Repository 1 Unstructured dats
 [s Backups ~ =% Entra ID Tenant Backup Job 1 (Copy) 1 /142025 7:36 PM Backup Repository 1 Unstructured data
&, Disk %5 Organization Tenant 8/12/2025 3:04 PM 260 Unstructured data
£ Disk (Copy) > =7 EntralD i, Restore Entra D tenant backup copy...  10:04PM Backup Repasitory 1 Unstructured data
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Performing Restore

Entra ID offers the following restore operations:
e Tenant restore — restore tenant items and their properties.
e Tenant activity log restore — restore audit and sign-in logs.

You can restore tenant data to the most recent state or to any available restore point.
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Tenant Restore

In case a disaster strikes, you can use backups created by Veeam Backup for Microsoft Entra ID to restore the
following tenant items and their properties: Microsoft Entra users, groups, roles, administrative units,

applications, service principals and conditional access policies. Veeam Backup for Microsoft Entra ID allows you
to restore tenant datato the original location only.

IMPORTANT
To restore tenant data from a backup copy that is stored in a secondary backup repository, you must
retrieve the copied data first.
To restore data of a protected Microsoft Entra tenant, do the following:
1. Launch the Microsoft Entra ID Tenant Restore wizard.

2. Choose items to restore.

3. Select arestore point.

4. Connect to Microsoft Azure.

5. Specify restore options.

6. Specify a restore reason.

7. Finish working with the wizard.
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Step 1. Launch Microsoft Entra ID Tenant
Restore Wizard

To launch the Microsoft Entra ID Tenant Restore wizard, do the following:
1. In the Veeam Backup & Replication console, open the Home view and navigate to Backups.

2. Inthe working area, expand the backup job that protects the Microsoft Entra tenant whose data you want
to restore, select the tenant and click Restore on the ribbon.

Alternatively, you can right-click the tenant and select Restore.

# Veeam Backup and Replication

= Home Backup L
& =
Restore Veeam
Intelligence
Actions Online Assistant
Home Typein an object name to searchfor
N/ 5 lobs
123 Backup Job Name 4 Creation Time Restore Points  Repository Platform
15 Backup Copy > = EntraID Log Backup Job 1 8/1/2025 7:55 PM Backup Repository 1 Unstructured data
B Backups 5> =5 Entra D Log Backup Job 2 8/8/2025 10:11 PM Default Backup Repository Unstructured data
o T s =% Entra ID Tenant Backup Job 1 £/1/20257:30 PM Microsoft Entra ID
£3 Disk (Copy) J4 Organization Tenant 8/12/2025 5:01 PM 263 Microsoft Entra ID
Z, Disk (Imported) > =% Entra ID Tenant Bac 7202510:00 PM Microsoft Entra ID
% Restore...

~ B3 Last24Hours
[ Success
E! Warning
[ES Failed

{7 Home
[ tmventory
[Ex sackup infrastructure

[ .
L
J History

1 backup selected
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Step 2. Choose Items to Restore

In the Microsoft Entra ID Tenant Restore wizard, switch to the necessary tab and then do either of the following:

e If you want to restore an item, select this item and click Restore > Full restore. Alternatively, right-click
the item and select Restore > Full restore.

Veeam Backup for Microsoft Entra ID allows you to restore multiple items at a time. However, keep in
mind that your selection is discarded when you switch between tabs since restoring different item types
simultaneously is not supported.

e If you want to restore properties of an item, select this item and click Restore > Metadata comparison.

Veeam Backup for Microsoft Entra ID allows you to restore multiple properties at a time. However, keep in
mind that restoring properties of different items simultaneously is not supported.

TIPS

e You can narrow down the list of items available on the selected tab by applying a number of filters.
To do that, either use the search field or click Filter (if available). You can use SQL wildcard
characters % and _ for item names search.

e You can export the list of filtered items to further use it for any internal purposes or if you decide to
additems to the restore scope at step 3. To do that, click Export to and select the necessary format.
Veeam Backup & Replication will save the file with the exported data to the default download
directory on the local machine.

Micrasoft Entra ID Tenant Restore x

Users Groups Administrative Units Roles Applications Conditional Access Policies Microsoft Intune
Name Q = Filter (None)

N Restore ~ ¥ Exportio..

‘N Full restore

Description Type Latest restore point
Metadata comparison
L wsnicans — UecviLe Cunngurauun VTUi2UzY, T2uuLos F
-
ios_feat — Device Configuration 11/10/2025, 12:00:38 PM
macosx AXXKX Device Compliance Policy 11/10/2025, 12:00:38 PM
macosXXQ XXXXQ Device Compliance Policy 11/10/2025, 12:00:38 PM

TestAndroidCompliancePolicy

TestDeviceRestrictions

TestEditionUpgradeConfiguration
TestEditionUpgradeConfiguration
TestEditionUpgradeConfiguration
TestEditionUpgradeConfiguration

TestEditionUpgradeConfiguration

Device Compliance Policy

Device Configuration

Device Configuration

Device Configuration

Device Configuration

Device Configuration

Device Configuration
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Step 3. Select Restore Points

At the first step of the wizard, choose a restore point that will be used to restore the selected items or
properties. The actions that you can perform with restore points depend on whether you have selected the Full
restore or Metadata comparison option when proceeding with the wizard.

Restoring Items

[This step applies only if you have selected the Full restore option when proceeding with the wizard]

By default, Veeam Backup & Replication uses the most recent valid restore point when restoring an item.
However, you can restore the backed-up data to an earlier state. To do that:

1. Select the item and click Restore Point.

2. In the Specify restore point window, choose the necessary restore point and click Done.

Veeam Backup & Replication allows you to choose one restore point for multiple items. However, if the
chosen restore point does not exist for any of the selected items, Veeam Backup for Microsoft Entra ID
will display a warning notifying that the requested value was not found and will use the closest available
restore point for these items instead.

TIP

If you want to adjust the restore scope, you can click Upload CSV toimport the list if items that you have
previously exported at step 2. Keep in mind that you will have to manually modify the .CSV file to remove
all columns except /d (or /dand DisplayName for users) before uploading the file — otherwise,

Veeam Backup & Replication will not be able to process the file properly.

Microsoft Entra D Tenant Restore x

Specify restore point x

Restore point |

8/12/2025, 5:01:59 PM '
8/12/2025, 4:01:34 PM
8/12/2025, 3:01:44 PM
8/12/2025, 2201:41 PM
8/M12/2025, 1:01:46 PM
8/12/2025, 12:02:35 PM
8/12/2025, 11:01:33 AM
8/12/2025, 10:01:45 AM
8/12/2025, 9:01:48 AM
8/12/2025, 8:01:48 AM
8/12/2025, 7:01:54 AM
8/12/2025, 6:01:37 AM

-

BM12/7025 50144 AM

Page ‘I‘ of 2 > 2l

Done Cancel ‘

Restoring Item Properties

[This step applies only if you have selected the Metadata comparison option when proceeding with the wizard]
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By default, Veeam Backup & Replication uses the second most recent restore point when restoring item
properties. However, you can restore the backed-up datato an earlier or a later state. To do that:

1. Click the link in the Restore pointfield.

2. Choose the necessary restore point in the calendar.

To help you choose a restore point, Veeam Backup for Microsoft Entra ID provides a comparison between
property values contained in the selected restore point, in the most recent restore point and in the current
Microsoft Entra ID production environment.

TIPS
e By default, the comparison list includes only those properties whose values changed since any of the
restore points was created. To view the full list of properties, set the Show changes only toggle to
Off.
e If you decide to choose the most recent restore point, you can click Jump to latest. Alternatively,
you can click Previous and Next toswitch between restore points.

Microsoft Entra ID Tenant Restore X
< Back Restore User's Properties
Q User User: Alex Wilber5
O Logon
Restare point: 07/03/2023 557:48 FM  + Previous Mext —+ Jurnp to latest (22/04/2023 1:05:06 PM)
() Reason
Field Q | Show changes only. (@  OF @
) Summary
@ Field 1T Selected Restore Point Latest Restore Point Production record
3TI2025, 56748 PM 42272025, 1:05:08 PM 4/24/2025, 3:50:59 Pl
Selected: § of 46
-
Properties
AccountEnabled True True True I
AgeGroup _ o o
O appRoleassignments Mot changed Mot changed ot changed
BusinessPhones +1 G358 355 01103 +1 836 9533 01103 +1 856 533 01103
City San Angeless San Angeless 5an Angeless
Campanyhame ] B ]
ConsentProvidedForiinor — — —
Cauntry Aruba Aruba Aruba -
aneel
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Step 4. Connect to Microsoft Azure

At the Logon step of the wizard, do the following:
2. Copy the authentication code to the clipboard.
4. Open the https://microsoft.com/devicelogin link.
5. On the Microsoft Azure device authentication page, do the following:
a. Paste the code that you have copied and click Next.

b. Specify the name of a Microsoft Entra ID user account associated with the tenant whose datayou
want to restore. The name of the account must be specified in the username@domain format.

Keep in mind that the account must have all the permissions required to perform operations with the
selected items. For more information on the required permissions, see Permissions.

c. Wait for the authentication process to complete, check whether any errors occurred, and then close
the Microsoft Azure device authentication page.

5. Back to the Microsoft Entra ID Tenant Restore wizard, click Next.

Microseft Entra |D Tenant Restore
< Back Restore User's Properties

Log on to Microsoft Azure

Sign in using Microsoft Azure

@ User

© Logon
To sign in, use a web browser to open the page hitps:/microsoft.com/devicelogin and enter the code below to authenticate.
(O Reason I
DFUWMTEZM | LD Copy Code to Clipboard

) Summary

Previous Next Cancel
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Step 5. Specify Restore Options

[This step applies only if you have selected the Full restore option when proceeding with the wizard]
At the Optionsstep of the wizard, do the following:

e Choose a restore mode

e Provide passwords for users

e Configure advanced options

Choosing Restore Mode

When processing anitem added to the restore scope, Veeam Backup for Microsoft Entra ID checks whether the
item still exists in the production environment:

e If the item still exists in the environment, Veeam Backup for Microsoft Entra ID also checks whether the
unique identifier (object ID) of this item matches the identifier of the backed-up item. If it does, the
product overwrites the original item data (excluding metadata, such as item creation date).

To change this behavior, select the Skip option in the Restore mode section of the Options step of the
wizard. In this case, the product will exclude this item from the restore process and then proceed to
another item.

e [This option is applicable only for the following item types: users, groups and applications] If the item
exists in the environment but it is in the Entra ID Recycle Bin, the product restores this item from the
Recycle Bin.

To change this behavior, clear the Restore from Entra ID Recycle Bin check box in the Advanced options
section of the Options step of the wizard. In this case, the product will restore this item using the backed -
up data. For more information, see Configuring Advanced Options.

e If the item does not exist in the environment, Veeam Backup for Microsoft Entra ID restores this item
using the backed-up data.
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Microsoft Entra ID Tenant Restore x

< Back Restore Groups

@ Groups Restore options
Specify how you want to restore the objects
(2 Logon
Restore mode
© Options
How to handle the objects restore
(O Reason

® Overwrite
) summary Overwrite all data from the object
) Skip
Skip objects if they already exist (do not update)

Advanced options

Keep Relationships

Including memberships, applications

Restore from Entra ID Recycle Bin
Restore from Enfra ID Recycle Bin to maintain all properties. Works only for a Microsoft 365 group fype.

Previous | Cancel

Setting User Passwords

[This step applies only if you have chosen to restore users when proceeding with the wizard]

When processing a user added to the restore scope, Veeam Backup for Microsoft Entra ID resets their password.
For the restored user to be able to authenticate in the Microsoft Entra ID portal, a new password must be
created for this user — to do that, provide the password in the Password section of the Options step of the
wizard. The password must meet the length restrictions and complexity requirements listed in Microsoft Docs.

By default, Veeam Backup for Microsoft Entra ID will apply the provided password to all users in the restore
scope. To change this behavior, click Set temporary password(s) and specify a new password for each user — to
do that, you can either specify the passwords manually or click Autogenerate password(s) tocreate them
automatically. You can then click Export tosave the new passwords as a single .CSV file to the default download

directory on the local machine.

TIP

For security reasons, all new passwords are considered as temporary and the restored users are prompted
to reset these passwords as soon as they log in to the Microsoft Entra ID portal for the first time. To
change this behavior, clear the Request the user to change the password at first lLogon check box.
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Microsoft Entra D Tenant Restore

< Back Restore Users

© users Restore options
Specify how you want to restore the objects
) Logon
Restore mode
I © oOptions
How to handle the objects restore
() Reason
® Overwrite
~ Overwrite all data from the object
O Summary
| Skip

Skip objects if they already exist (do not update)

Password

9

Set a default password for the user | esseeeee

Password reset condition:
Request the user to change the password at first logon

& Settemporary password(s)

Advanced options

Keep Relationships
Including memberships, applications

Restore from Entra ID Recycle Bin
Restore from Enfra ID Recycle Bin to maintain all properties

Previous | Cancel

Configuring Advanced Options

In the Advanced options section, choose whether you want to restore not only the processed items themselves
but also their relationships. Additionally, you can instruct Veeam Backup for Microsoft Entra ID to use data

temporarily stored in the Entra ID Recycle Bin to perform the restore operation.

Restoring Item Relationships

When processing anitem added to the restore scope, Veeam Backup for Microsoft Entra ID restores the list of
relationships that the original item had when the selected restore point was created. To change this behavior,
clear the Keep Relationships check box — in this case, the product will restore this item without preserving its

relationships.
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Keep in mind that Veeam Backup for Microsoft Entra ID restores only those relationships associated with items
that still exist in the production environment. Also, the list of relationships that Veeam Backup for Microsoft
Entra ID can restore depends on the restore scope:

e Role assignments
e Group memberships
e Group ownerships

Users

e Administrative unit memberships
e Application ownerships

e Assignments to managers

e Assignments to direct reports

e Role assignments

e Group memberships

e Administrative unit memberships
e User memberships

e User ownerships

Groups

. ) e Role assignments
Administrative .
e Group memberships

units
e User memberships
e Assignments to groups
Roles i
e Assignments to users
— e Ownerships
Applications

e Ownerships

Service principals
P P e User memberships

e Group memberships
e Application representations

NOTE

Restoring item relationships is not supported for Conditional Access policies.

Restoring from Entra ID Recycle Bin

When restoring an item that still exists in the production environment, Veeam Backup for Microsoft Entra ID
checks whether this item is stored in the Entra ID Recycle Bin. If the item is detected both in the Recycle Bin and
in the backup, the product restores the item from the Recycle Bin and preserves its object ID by default. To
change this behavior, clear the Restore from Entra ID Recycle Bin check box — in this case, the product will
restore the item using the backed-up data and will assign a new object ID to it.
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To learn how Microsoft Entra ID retains datain the Recycle Bin, see Microsoft Docs.

Microsoft Entra ID Tenant Restore

< Back Restore Groups

@ Groups Restore options

Specify how you want to restore the objects
@ Logon

Restore mode

© Options

How to handle the objects restore
() Reason .

@ Overwrite

- Overwrite all data from the object

O summary

) Skip
Skip objects if they already exist (do not update)

Advanced options

Keep Relationships
Including memberships, applications

Restore from Entra ID Recycle Bin
Restore from Enfra ID Recycle Bin to maintain all properties. Works only for a Microsoft 365 group type.

Previous | Next Cancel
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Step 6. Specify Restore Reason

At the Reason step of the wizard, specify a reason for restoring tenant data. This information will be saved to
the session history, and you will be able to reference it later.

Microsoft Entra ID Tenant Restare

< Back Restore Group's Properties

@ Group Reason
Specify the reason for perfarming the restore operation.
&) Logon
Restare reason:
© Reason Restoring properties
(O summary

Previous Cancel
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Step 7. Finish Working with Wizard

At the Summary step of the wizard, review the summary information and click Finish.

If you have chosen to restore users at step 2, you can export all the passwords created for these users at step 5
as a single .CSV file. To do that, click Passwords — Veeam Backup & Replication will savethe file with the
exported data to the default download directory on the local machine.

IMPORTANT

As soon as you click Finish, Veeam Backup for Microsoft Entra ID will check whether the provided
passwords meet the Microsoft Entra ID requirements. If a password does not comply with the length
restrictions or complexity requirements, Veeam Backup for Microsoft Entra ID will check whether the user
with the same object ID still exists in the Microsoft Entra ID production environment and will do either of
the following:

e If the user still exists in the environment, the product will overwrite the new password. In this case,
the user will be able to authenticate in the Microsoft Entra ID portal using the password from the
backed-up password profile.

e If the user exists in the environment but it is in the Entra ID Recycle Bin, the product will ignore the
new password. In this case, the user will be able to authenticate in the Microsoft Entra ID portal
using their current password.

e If the user does not exist in the environment, the product will terminate the restore operation.

Microsaft Entra ID Tenant Restare *

< Back Restore Users

) Users Surmmary
Click Finish ta start the restare
) Logon
Users
() Options
Users: Jusers
() Reason
Reason
© summary
Reason, Restoring deleted users
Options
Restore mode, Owverwrite
Passwords Passwords
Change password Yes
Restare relationships: Yes

Restore from Recycle Bin: - Yes

Previous ‘ Finish Cancel
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Log Restore

Entra ID log restore allows restoring folders containing log files or individual log files.
To restore folders with audit and sign-in logs or individual log files, use the Microsoft Entra ID Audit Restore

wizard.
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Step 1. Launch Microsoft Entra ID Audit Restore
Wizard

To launch the restore wizard, do the following:
1. Open the Home view.
2. Inthe inventory pane, select the Backups > Disk node.

3. Inthe working area, expand the backup job that protects the logs that you want to restore.

»

Select the tenant whose logs are protected and click Restore Entra ID Logs Restore onthe ribbon.
Alternatively, you can right-click the tenant and select Restore Entra ID logs.

# Veeam Backup and Replication - =] x
= Home  Backup (]
[T X 2,

Restore Delete Veeam
Entra ID logs from Disk Intelligence
Restore Actions Online Assistant
Home Typein an object name to search for QO
5 Jobs
123 Backup Job Name 4 Creation Time Restore Points  Repository Platform

125 Backup Copy

~ = Entra ID Log Backup Job 1 8/1/2025 7:55 PM Backup Repository 1 Unstructured data
v Bk Backups i Organization Tenant 8/12/2025 3:00 PM 23 Unstructured data
% Disk > =4 EntralDLogB M RestoreEntralDlogs..  g/9/2025 10:11 PM Default Backup Repository Unstructured data
g2 Disk (Copy) ~ =% EntralD Tenan =g Delete from disk 8/1/2025 730 PM Microsoft Entra ID
o, Disk(Imported) 2, Organization Tenant 8/12/2025 5:01 PM 263 Microsoft Entra 1D
“ B3 Last 24 Hours » =% Entra ID Tenant Backup Job 2 8/9/2025 10:00 PM Microsoft Entra ID

52 Running (1)
[ED Success
[E! Warning
[ Failed

{1} Home

[ Irwentory

5

E% Backup Infrastructure

[
T) Hi
J\ istory

1 backup selected
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Step 2. Select Files and Folders to Restore

In the Backup Browser window, select files or folders that you want to restore, right-click one of them and

select Copy to. Alternatively, you can use Copy to on the ribbon.

# Organization Tenant - Backup Browser
]

Home File

Action

' (f Organization Tenant Type in an object name to search for

> August 2025
> July 2025 MName
Audit Logs

Type Size Creation date Modified date

Folder

Sign- El Copyto..

1 object selected
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Step 3. Select Restore Mode

This step is available if you restore one or multiple folders. A log file itself playsthe role of a restore point asit
contains data for a certain period of time.

In the Microsoft Entra ID Audit Restore wizard, select if you want to restore folders to the latest state or to an
earlier restore point. If you select the Earlier restore point option, the wizard will include the Restore Point step.

Microsoft Entra ID Logs Restore ®

Restore Made Restore Mode

) Choose whether you want to restore the latest or one the previous states of the audit and sign-in logs.
Restore Point

Destination

Restore:

Summary
’ Latest state

Audit and sign-in logs will be restored to the latest available restore point.

® Earlier restore point
You will be able to specify the desired restore point on the next step of the wizard,
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Step 4. Select Restore Point

This step is available if you restore folders and you have selected Earlier restore point atthe Restore Mode step
of the wizard.

At the Restore Point step of the wizard, select the point in time to restore folders and files to. To select the
required restore point, do one of the following:

e Use the Restore point slider.

e Click the date link under the Restore pointslider. In the calendar in the left pane of the Restore points
window, select the date when the required restore point was created. The list of restore points in the right
pane displays restore points created on the selected date. Select the point to which you want to restore

the files and folders.

In the Files in backup tree, you can see what folders and files are covered by the selected restore point and the
date when files and folders were modified.

Microsoft Entra ID Logs Restore x
Restore Mode Restore Point
Restore Point Select a restore point to restore files from.
Destination
Restore point:
Summary 0)
(R LR NN NN NN NN N NN N NN N RN N R RN N NN NN N N NN NN RN RN N NN RN N NN RN NIRRT RN RN RN NN RN RN TN
Latest

less than a day ago
Thursday, August 21, 2025 3:01 PM

Files in backup:

Name ',J? Date modified Type
~ Audit Logs Folder
[£ 2025-08-21T13:00:00_2025-08-21T13:01:34....  8/21/2025 3:01 PM log
=Y mnne an narananan mane an namas anan At mane nannus
Restore points pd
1 August 2025 ’ Timestamp
Sun Mon Tue Wed Thu Fri Sat (s than a day aqo (8/21/2025 3:01:34 PM)!
27 28 29 30 3 1 2 Q—ﬁlessthan a day ago (3/21/2025 12:01:49 PM)
i 4 5 6 7 8 9 (5 less than a day ago (8/21/2025 %:01:38 AM)
o 11 12 13 14 15 16 - 1.
7 18 19 20 21 2 23 (:i less than a day ago (8/21/2025 £:01:40 AM)
24 25 26 27T 28 29 30 (%) less than a day agoe (8/21/2025 2:01:35 AM)
| 1 2 3 4 5 & (5 less than a day ago (8/21/2025 12:01:25 AM)

Today: 8/21/2025

< Previous | | Mext = Finish Cancel
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Step 5. Specify Destination for File Restore

At the Destination step, specify the destination where the restored files and folders must be stored:

1. In the Restore files and folders to field, select a file share to which the files must be restored.

All file shares added to the inventory of Veeam Backup & Replication are availablein the drop-down list. If
the required file share is missing, click Add and add a new file share to Veeam Backup & Replication. For
more information on how to add a new file share, see the Adding Unstructured Data Source section in the
Veeam Backup & Replication User Guide.

2. Inthe Pathtofolderfield, specify a path to the folder on the selected file share where files must be
restored. You can enter the path or specify it using Browse.

Microsoft Entra |D Logs Restore x
Restore Mode Destination
Restore Paint Specify where to restore selected iterns to,
Destination
Restore audit and sign-in logs to:
Summary
| egvws22vm-4 ~ | Add...
Path to folder:
| Browse..,

| winsre11:/nfs2/Docurments

E 114 GB free of 149 GB

< Previous | | Mext = Finish
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Step 6. Finish Working with Wizard

At the Summary step of the wizard, review the summary information and click Finish.

Microsoft Entra ID Logs Restaore

Restore Mode Summary
Retare Point Review the settings, and click Finish to exit the wizard and start the restore process,
Destination
Summary Restoring the latest restore point False
Restore point: 8/21/2025 3:01:34 PM
Destination:

Server: egvws22vm-4
Path to folder: winsrv11:/nfs2/Documents

Next » Finish || Cancel
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Viewing Session Statistics

For each performed data protection or disaster recovery operation, Veeam Backup for Microsoft Entra ID starts a
new session and stores its records in the configuration database.

Viewing Session Statistics Using Console

You can track real-time statistics of all running and completed operations on the Jobs, Last 24 hours and
Running nodes. For more information, see the Veeam Backup & Replication User Guide, sections Viewing Real-
Time Statistics and Viewing Job Session Results.

Veeam Backup & Replication also allows you track statistics of most data recovery operations initiated from
Veeam Backup for Microsoft Entra ID. To do that, do either of the following:

e Inthe Veeam Backup & Replication console, open the Home viewand navigate to Last 24 hours. Inthe
working area, double-click the necessary session.

Alternatively, select the session and click Statistics onthe ribbon.

e In the Veeam Backup & Replication console, open the History viewand navigate to Jobs or Restore. Inthe
working area, double-click the necessary session.

Alternatively, select the session and click Statistics onthe ribbon.

The opened window will display restore session details such as the name of the Microsoft Entra tenant whose
data is being processed, the session status and duration, information on the restore point selected for the
operation, and the list of tasks performed during the session.

# Veeam Backup and Replication

= Home Session (]

|| Iiht 2

Stop Statistics  Report Veeam
Intelligence

Actions Details Online Assistant

. Restore Session X
History

~ [ Jobs Name: Organization Tenant Status: Success
[ Backup Restore type:  Backup Mount Starttime:  8/12/2025 5:54:23 PM he

[, Backup Copy Initiated by:  EGVWS522VM-4\Administrator Endtime:  8/13/2025 12:44:20 PM 125 3:26 PM

W [ Restore 25320 PM
- Statistics Parameters Log
& Application Item Restore 25 12:44 PM
[ Object Restore Message Duretion
File restore started

7 File level restore has been completed successfully 25 5:53 PM
[E%> Background retention 25 4:37 PM

[ Malware Detection 25 4:01 PM

25 5:54 PM
[ System

125 3:32 PM
125 3:32 PM
59:28 PM

() Home

Close

[ mventory

Ei Backup Infrastructure

L) History

1 session selected
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Getting Technical Support

If you have any questions or issues with Veeam Backup for Microsoft Entra ID, you can search for a resolution on
Veeam R&D Forums or submit a support case in the Veeam Customer Support Portal.

When you submit a support case, it is recommended that you provide the Veeam Customer Support Team with
the following information:

e Version information for the product and its infrastructure components
e The error message or an accurate description of the problem you are facing

e Log files

Downloading Logs

To export the product logs, do the following:

1. In the Veeam Backup & Replication console, open the main menu and navigate to Help > Support
Information.

2. Inthe Export Logs wizard, do the following:
a. At the Scopestep, do the following:
i. Select the Exportall logs for selected components option.
i. Inthe Managed servers list, select the backup server.

ii. Ifyou use installed Veeam Backup & Replication with the PostgreSQL database and the same
databaseis used to store tenant backups, select Collect local PostgreSQL instance logs.

b. At the Date Range step, specify the time interval for which logs must be collected.

c. At the Location step, specify the destination folder to which the logs will be exported.

161| VeeamBackup & Replication | User Guide for Microsoft EntralD | 13.0.1.1071


https://forums.veeam.com/
https://www.veeam.com/support.html

d. Wait for the export process to complete, review the results and click the Open folder link to

exported log files and log package.

browse to

Export Logs

Scope SCDpE

Date Range Specify the scope for logs export.
Location

Export Export logs for this job:

Export logs for these objects:

@ Export all logs for selected components (may result in a very large log package)

Managed servers:
Server Components

egvlinvbri32 Dell Data Domain Library, Guest Interactio...

[ ] Collect local PostgreSQL instance logs

Choose...

Choose...

Select All

Clear All
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Appendix. Restoring Synchronized Users
(Hybrid Identity)

Veeam Backup for Microsoft Entra ID allows you to restore users synchronized with Microsoft Active Directory
(hybrid identities). Unlike the synchronization software (for example, Microsoft Entra Connect), restore with
Veeam Backup for Microsoft Entra ID preserves relations stored in the Entra ID: group memberships, assigned
roles, used licenses and other relations.

Veeam Backup for Microsoft Entra ID restores properties and relations listed in Supported Entra ID Item
Properties. To restore other properties, you still need synchronization software and, in some cases, local Active
Directory restore. This section describes possible scenarios and steps for restore.

User Removed from Entra ID Without Synchronization After

If a synchronized user was removed only from Entra ID, and there was no synchronization process after the
removal, do the following:

1. Use Veeam Backup for Microsoft Entra ID to restore an entire user to Entra ID. In the wizard, make sure
that restore of relations is enabled.

Veeam Backup for Microsoft Entra ID will restore a user with a new object ID.

2. Wait or launch synchronization with Active Directory, for example, using Microsoft Entra Connect.

After the synchronization, the relations restored using Veeam Backup for Microsoft Entra ID will be
preserved, the properties will be overwritten, and lacking properties will be restored. The user will
become the hybrid identity.

User Removed from Entra ID with Synchronization After

If a synchronized user was removed only from Entra ID, but the synchronization process has already restored
this user, Veeam Backup for Microsoft Entra ID will not be able to map this user and restore the relationships. In
this case, do the following:

1. Remove from Entra ID the user created after the synchronization.

2. Use Veeam Backup for Microsoft Entra ID to restore an entire user to Entra ID. In the wizard, make sure
that restore of relations is enabled.

Veeam Backup for Microsoft Entra ID will restore a user with a new object ID.
3. Waitor launch synchronization with Active Directory, for example, using Microsoft Entra Connect.

After the synchronization, the relations restored using Veeam Backup for Microsoft Entra ID will be
preserved, the properties will be overwritten, and lacking properties will be restored. The user will
become the hybrid identity.
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User Removed from Entra ID and Active Directory

If a synchronized user was removed from Entra ID and Active Directory, do the following:

1. Use Veeam Backup for Microsoft Entra ID to restore an entire user to Entra ID. In the wizard, make sure
that restore of relations is enabled.

Veeam Backup for Microsoft Entra ID will restore a user with a new object ID.

2. Use application item restore or Veeam Explorer for Microsoft Active Directory to restore the user locally in
Active Directory.

3. Wait or launch synchronization with Active Directory, for example, using Microsoft Entra Connect.

After the synchronization, the relations restored using Veeam Backup for Microsoft Entra ID will be
preserved, the properties will be overwritten, and lacking properties will be restored. The user will
become the hybrid identity.
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